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DevSecOps: Exploring practices of realizing continuous security in DevOps
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Abstract: DevOps practices have been widely implemented by software companies to increase the frequency of product delivery and
deployment. However, in the face of increasingly challenging network security, security problems in software systems are becoming
prominent. Time-consuming security practices are difficult to be effectively implemented in software development activities because of
rapid delivery. Integration of security control measures into software processes to realize continuous security needs to be urgently
investigated for companies to transit to DevOps. DevSecOps, a solution to realize continuous security in DevOps, has attracted
widespread attention fromacademia and industry, and has also gradually become a hot research topic in the field of software engineering.

In recent years, as DevSecOps research and practice develop rapidly, people have gained a more comprehensive understanding of
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DevSecOps and more relevant security practices have been introduced. Hence, this paper summarizes the five aspects of background,
characteristics, practice, benefits and challenges, with the aim to introduce the core content of DevSecOps to thesoftware engineering
community in China for the first time in detail. Focusing on the latest theoretical research content of DevSecOps and the current state of
corporate practice, we also aim to provide a reference for practitioners to implement DevSecOps practices. We hope this paper could
provide some foundation for researchers to explore DevSecOps and call for more researchers to participate in the research of DevSecOps.
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Fig.1 The DevSecOps practice framework proposed by Gartner
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Fig.2 The Process of Literatures Collection
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Fig.9 The map of DevSecOps benefit and challenge
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