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Abstract: Robot operating system (ROS) is an open source system widely used in Robot development. It can provide developers with
hardware abstraction, device driver, library function, visualization, messaging, software package management, and other functions, which
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has an important and broad application prospect. ROS integrates various software packages that can realize different functions, such as
positioning drawing, action planning, perception, simulation, etc. However, some vulnerabilities may damage the overall safety and
reliability of robot system directly. In this study, an ROS oriented fuzzing method is proposed to test different versions of ROS packages
and find out the vulnerabilities. The proposed approach includes two modules: Test cases generation and differential fuzz testing execution.
Firstly, load and process the input file, and generate the test cases file based on the strategy’s generation. Secondly, communication among
nodes is achieved using topic communication mechanism, and the test case files are used as the inputs to carry out differential fuzz testing
on the ROS packages. Then, the inconsistent outputs in the test results are calculated and evaluated, and the seed meet the evaluation
indicators are reserved and fed back to the test case generation module to generate test cases, it will improve seed quality and code
coverage effectively. Finally, analyze the cause of inconsistent output and find out the vulnerability. This method is applied in the
experiment of robot coordinate transformation, testing the packages TF and TF2 that realize coordinate transformation under different
reference frames. Final experiment results show that TF is more accurate in function implementation compared with TF2, and there are
vulnerabilities in the function of TF2 to realize coordinate rotation transformation.

Key words: differential fuzz testing; ROS; packages; vulnerabilities detection; reliability
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Fig.3 Overview of a differential fuzz testing in ROS
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Algorithm 1. Input Data Process.

1: Input: msg _type <~ The message type of CLI;

2:Output : type _dict{} «— A dictionary including basic properties of input parameter.
3: function ROS _TYPE _TO_DICT

4: module = importlib.import module(msg _type + '.msg )

5: ros_msg _loader(module)

6: if msg _type ='array'then

7: type _regexp ={(module){array)(array _size)(data _threshold)}

8 type _match = type _ regexp.match(msg _type)

9: else if msy _type ="complex' then

10: type _regexp ={(complex)(type){type _size)(data_threshold)}

11: type _match =type_ regexp.match(msg _type)

12:  else

13: type _regexp ={(module){type)(type _size)(data_ threshold)}
14: type _match =type_ regexp.match(msg _type)

15: endif

16:  type_dict =type_match
17:end function

Fig.4 Algorithm of input data process
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Algorithm 2. Seed Generation Process.

1: Input: ros_ clsss <— The ros class to be fuzzed;

2: msg _ type <~ The message type of CLI;
3:Output : test _ data. json < The generated test case file.
4: function MAP _ROS _TYPES

5: strategy _dict ={}

6 slots _ full =list(zip(ros_class _slot, ros _class.slot _ types))
7: for s_name,s_type in slots_ full do

8 type _dict = ros_type _to_ dict(s_type)

9 strategy _ dicts[s_ name] =type _ dict['type]
10: endfor

11: msg =map_ros_types(msg _type)

12:  test_data. json = json.dumps(msg.x,mag.y,msg.z)
13:end function

Fig.5 Algorithm of seed generation
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FALE SN ) A R SR B A e 6 T ROS 2 2% v R R A R A2 AR bl rpofig HE SRS s SOk 415 S, 24
BB AT J% 119 S ST I, Tl 1K HL et I 37 JEL 0 2 26 K ros_type_to_dict(-) (& 4), K Hen 4k o - it TR 9 - gt A 1Y)
Y JaR 73 o) BEAT 7 R P SR S B B £ 21 B AE e IR IR 0] — AN 55 53 A 1 R RS B 1 20 5 WS

Table 1 Strategies mapping
F1 ORISR

RS L Sy VAT AR [ 5 s
string string(-) st.text
time time(-) _Time

duration Duration(-) _Duration
array array(-) st.lists

complex  ros_type_to_dict(-)  ZH& SRS, F R 0] 7 BN AR A RO 4L A

3.3 EDEMIMAMITIER

AR 3 B B T RO O R LA S 2 43 ME R PR L AR SRAT, 23 D0 22 0 BB B 5 45 2R LA M P A #4823 ROS
(K1 IZAT AR AT 15 R KB AT 5571 e 1] AR A 99 s ) S DL £ A2 By B8 0 1E 3 D RE S BILIK) B4, B 2 i B e v o
(1 T E AT AR 0 St S R BT A VA AR R SRR SRR R T Y R
T JE A 8 R 2R PR e U AL £ AL A A7 3 5 A G, S LY ) R A A AR i, DA b R A gl 1
4 DA i 00 8 2 (1 s AN AAT 22 20 B OFA 22 5245 2, B 1 6 2 — > ISONE A% AR 49 S F, 2% 00 X
1) 3 2R AR i AEARAR AR (K ARARAEL, W] LS4 TF BE G DAL b 6 i 355 X P 4945 R 4% BEE 4 IO PP Ak i bt
AP VEAL AT F PPAS HR AR IR0 1R B OR B LAl I8 20 75 1 e Je 20 A S Do DAL A 5 18 i A

{"pointX": 2.220446049250313e-16, "pointY": -08.0, "pointZ": -1.0263818935397904e+146,"sequence":1}

{"pointX": -2,2250738585072014e-308, "pointY": -8.447882830094597e-265, "pointZ": 1le-085,"sequence":2}

{"pointX": 1.175494351e-38, "pointY": 65837.0, "pointZ": 2.289124364299345e-220,"sequence":3}

{"pointX": 4134536477.0, "pointY": 0.0, "pointZ": 4.1925505395493554e+224, "sequence" :4}

{"pointX": 0.5, "pointY": 0.0, "pointZ": -2.541120133171423e+16,"sequence":5}

{"pointX": -1.9, "pointY": -1.9, "pointZ": 1.7976931348623157e+308,"sequence":6}

{"pointX": 1.7170682878232216e-214, "point¥": -0.0, "pointZ": 0.0,"sequence":7}

{"pointX": 2.419495290638118e+18, "pointY": 2.419495290638118e+18, "pointZ": 2.419495290638118e+18,"sequence":8}
{"pointX": 0.0, "pointY": 3.402823466e+38, "pointZ": 0.0,"sequence":9}

{"pointX": 2.2217144590000614e-257, "point¥": 2.2217144590000614e-257, "pointZ": 1.3471761022986548e+16,"sequence":10}
{"pointX": 0.0, "pointY": 0.0, "pointZ": -2.355444623753133e+16, " "sequence":11}

{"pointX": 1.6752846531840462e-08, "pointY": 1.6752846531840462e-08, "pointZ": 5.581469672229002e+16,"sequence":12}
{"pointX": 0.0, "pointy": 0.5, "pointZz": 2.00001,"sequence":13}

{"pointX": 0.0, "pointY": -0.3333333333333333, "pointZ": 0.0,"sequence":14}

{"pointX": -4065120256786626.0, "pointY": -3.2676322719483536e+176, "pointz": -1.2153879510478483e+151,"sequence”:15}
{"pointX": -1.5, "pointY": -10000000.0, "pointZ": 1.5,"sequence":16}

{"pointX": 1.5, "pointY": -536870912.0, "pointZ": 1.7170682878223774e-214,"sequence":17}

{"pointX": 2.730300405501133e+16, "pointY": ©.3333333333333333, "pointZ": 2.543209201338633e+16,"sequence":18}

Fig.6 An example of test cases file

6 T2
4 ELEITE

ARG VAN A 2 S A0, BTV Z 7 VR N I AE T DA B AT AL AR bR 2R 1) ) e e AR RO DR L TF L.
FENLAS NIABE I #E2 rh A AR AR 2 — DM ARH I Z S, TR WE ROS Sy A1 #4419 55 LR ARG 1 Bl g
BB AR R TR K 5 AR I TR 2 b O 2k 3 22 A 2 7% AR T (K AR DR AR 30 0% 3%, T LA B H P AE AT R
()R s 1) R A O (R AR AR AE S 2 25 AR P S8 AR AR AR . TR A TR2 R AT R T2 N R P S AN [l A
AT LASE AR 1) D B 6 T O A8 R e, B B S B K A 78 e T R R LR R W T R R TR AN TR2 AT LS 1)
FRATT A L5 ol BBV S AK A0 o S5 50 P M A 1 T i AR s ) e e L DR BB BRAT TS TR A0 TR2 13 11 2%
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SRR IR 7 72, T 3ok ot 2 A R0 43 T Ok B E A S i 1) A A 7 S ok R BRATT I K [ 5 AR AN ) R
(1) 7V REORUIE AR B B IR 7 2(2) FRAITRE A i 127 VA 4k 31 ROS Th A6 (¥ ) 2
4.1 BURFINEIRE

AT LU A BEVE RS Ubuntu 16.04 FJVFEAL BIAT 2 T SEU6 1K 20 11, S 56 IR B AT 1E B ROS
Kinetic [t 4.ROS B KATHA TR ROS A AL kA, 55 Linux B R AT BAS (41 Ubuntu) (A5 28480 4 HY ROS
RATRRAS I H HLE T4 TF & N 52 AT UAE AR 6 B2 A 65 e, 1 3 L v 45 LB B 9 20t A7 AR AR T 4 1k TR
I BN RAT RR A HE H S ROS FF & 338 8 AN 01X — WA 1) bug BEAT1& 52, 18] i 4 4k 2D 5 e o A 00 4002 1 e 3
1y Ubuntu 16.04 1] L7 ¥F ROS Kinetic 1517
4.2 JFILIEFREIE

% FR bR 2 B 2 S O AR AT B A 5 0 S B A A g 2 (A B 40, LA [ 9 A A R A R el
T AR OR B B T AR TRA T T AN U8 W P e b o S R 1 R
421 HaEi

FOHR A Al F5 A 1) ) s B A ST B 23 R AN AF & 52 om T 1R 85080, 40 nan,inf-inf S50 KL 1/ BROETEFR R 1
Htha O B S A i SCRA 256 5030, DA I SRR U A i H I AR I R G 18] 7 s e Tk s SO 48 )
At I Sf Sk 5 2 TR AR F0 A U 22— S8 DR 8 A G, A JR 7R B 4 L il 45 4 P 481 AT 4T A 060 14
J8 B IR B ek R N BAS W] A B, AT 14 A python R math Bk 1) 26 %4 math.isnan(-) & math.isinf(-)
SR HEAT AT ;25 g 12T SR 1 Kt FRAT PR PRAT =1 SRR, BB 2% 4L 50 A U, B B 1 A s R T 4
inee JE RNy

if math.isnan({msg.point.x) or math.isnan{msg.point.y) or math.isnan(msg.point.z) or
math.isinf {msg.point.x) or math.isinf (msg.point.y) or math.isinf (msg.point.z):
else:

json_file.write(json_str)

json_file.write{'\n')

Fig.7 Data optimization for if statement
K7 B &5

422 ZEMEGH

AN TR R 0 BOHE R S 1) A AT R A A 22 5, R 17 b G X o 222 S 0 92 56 5 SR IR S ), FRAT 1 ¥ 22 (E 1 B AR A
X G 75 53 R I A H A B 25 RE AT 0T L, 22 S e /0 D) 2 AN v, B A0 7 R R R A 0 T 2
{8/ T 107 BB BRATTIA 0 AN S 53 et AR o it ] 8 T 7 8 45 U0, 2 {1 B0 (L9 B A (0 -7 DR S g L
TE A e AN — S0 SR DR R T 8 Bt FRA T AN i BB AT T S S R A Ao I o DR B BRATT e SR AT TS
S0 BRAE o T A I 7 A ) B AT P A A R AR/ TR A Ay AT 0 B SR 9 P
9 e 7 KOS 3 A 2 B A SR A T e 4 A ] G S ) ) 22 A/ W] DA AN T AT 2R TR
SR I AZAH A5 10 9 AN B0 Tk AL P R s R S PR T BE MR A R/ R 22 I I T A SR L A AT AN A
TR — BRI B

if abs(resultl.point.x-result?.point.x)> or abs(resultl.point.y-result2.point.y)>
or abs(resultl.peoint.z-resultl2.point.z)>

data.append{json_data)
alsa:

pass

Fig.8 Difference reasonable for if statement
K8 ZEEAMEAMER
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[INFO] [1664908319.138067]: 2l 2 ISV HR: x=-32713.0976352181,y=57134.6113324374,2=0.0000000000

[INFO] [1604908319.139514]: 21k . X=-32713.0976352181,y=57134.6113324374,2=0.0000000000

[INFO] [1604988319.140046]: f: -53 gE. —F

[INFO] [1604908319.140467]: f : F—H

[INFO] [1664908319.313755]: : x=3588030053.8174605370,y=2054369054.6117179394,7=4192550539549
90331?11274?6607105155521043q0q4q504qo4399134000740 0468528812819717607044574356686871637617197830731975284594
[INFO] [100490‘%319 314310] thi’?ﬂ:"FE’hﬂg 8174600601, 4369054.6117177016,2=4192550539549

[INFO] [100490%319.3155?0]: B

[INFO] [1664988319.316389]: f
[INFO] [1604988319.513318]: . 484480689 ,z=-25411201331714232.0000000000

[INFO] [1604988319.514869]: ;- -0, 484480689 ,z=-25411201331714232 0000000000
[INFO] [1604988319.515390]:
[INFO] [1604988319.515802]: 1 %ﬁ@' —#'JLtﬁE’JF$

Fig.9 An example of difference comparison method
B9 ZEfx by 2k

3 R FRAV A FZ VLA i T 3 654 IR 915 06 - e &t 7 AR AR — B0 TR IR BeAT TRk FL kAT
T 0T R T VE R AR 10 15 2 A5 R DR TIE AR B I R b, R AT 0T R AT T S 86 FRATT 43 0 AE % 8 VPR FR A
R AT ATV F8 bR OIS B0 A %07 AT IR, 06 o A — B i R A% B HEAT T 43 R i o, n 3%
2 i G i VPSR AR B AN R T W R L B AR S 2 AR — S X R R T R AT R A 1
A ) 8, BV v S AT D AR s v O b

Table 2 Output inconsistent data
F2 A BRSO

WAV RS AR S IR () R AR A S A R () A S Y LA (%)
= 3120 534 85.37
4 2 066 1588 56.52

43 KWiRE

KA S8, BATE SCHAE BN H b5 ROS 8RN TR A LS N TT R SR T R B D e, il s 1 2 P
AR A B SE SL R AR AR RO AN R E O TR 2 ROS Sy HI P S %EI\ME‘*H;'%E’JI)J
RE A, e ] — b 2R Kbl 4 ) AR I [R) G2 b O 437 22 4> 5 25 2R ) IR AR AR AR e G AR mT LA B D AE AT TR
[ 5 0 A8 s 1 AR R £ IS 25 25 28 7 5 P AR b AR e 48 ) 18 3 TR T LU Bl AT ] P A2 o 2% ) 1) e e T
5, S SIS A TT R AT TF D e 3 SLA ) S AT P DI 15 i LR T LU R rh ) 2 % R 2
(5] F¥ AR DR AR 0% 8 AR B8 TP S AT BE AR AE 22 AN TR B 20 ) TR AR He ) 4k BT HR 0T LUEL R 25 R R
FLARARAN TF P AN S EAT [ 280 M R R WO 8247 R G0 AT T A1 526 R A2 JF b Bl T ifs
BINSH R ARWTE AN TF2 A0 [R] N A7 A KPS D B GRS, e P FR) #EAff P oK 32 52 WL A Zh REJT .
ASCR I Z 5y BRI T i B0 AE TF 78 ROS N FH IRHERPE. B ATTHs 22 20 DU R ME 25 AR LA 465 5, 0
P AN AN (7] AR T R G5 R IR £ A

PR AR, A 10 B,

yif“ﬁ?ﬂé#/@??ﬁ%%)ﬂﬂ

SRR AL 4
tf_broadcast WA S5t listener
o R R )
o SE AR BR 4
]ORN 2 Y
tf2_broadcast

Fig.10 Tested model
K10 gldlgi sy
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TEAZME R AT e Bl S TRTF2 TR Thae ) #6975 1(tf_broadcast)F1/ ™ #7551 2(tf2_broadcast),
TEPANT 48715 s rp 5 SORH R] (10 A% 6 K000, 1 e 58 (] P 1~ B 28 R0 AH 458 1) I 7 e 2 0 B 0 52 e 97 I ), 3R
VBN — A M Wr 5 5 tf_listener SEI TF 55 TF2 (Y M Wr DB, 715 o5 [m] IR0k B AN T 36715 2 36 RV G
IS8 FAH IV 1) A A A 45 DR b, fff 5 e ASS e P B N 808 O 2 ) AR A R AT 3 AR AR AR AR SRR R A

(1) A W FR, A2 SO A 15

FET IR AT SRR g S, AT IS TR R TR2 4 FH T 17 ROS 11 22 4 BORIMN K U7 250 28 1 A5 AT Wk F 491
AR BURER 1 A2 B Pointstamped 28 87 SR 71 D0 M1 CLL 42 D400 S B 4% 16 45 BRI K iy N\ Ak
PR IZ A T4 N EAT SO N2 B 4% 5 2 1T S B (% 258 1 AR A T ke, SR s A BRSO 41 28 2
AR S - b Oy R UG TC X B SR, I S ot [e] b — A 05 J 44 0) B SRS 58 A T AR B 77 AR JSON U4 A 211
MR AL 45 — Btk

(2) AT ZE 5 BB

NP D AT REER 1 5 A A I AR R e A P R A AL A, AR A T T LS OB AR R AT AN 2 i
DX H 904 S N PR T R 2% 70 29100 R AT A 1) A 6, R T 306 T e R AT AR A AR 4 R, 4 A 3T R A
RO T R B A T B 3 SR VT B R AT AR AR Ak, AN W A5 L PR AL b ST ) AR R 5 R K R A A AT 2 e AR
GG B IERE N VTAL B 6 T AN G VP Al 5 A0 20 AN 7 O B 6 T 455 6 DAL 8 0 1) s AT R 4T O 87 JF A 40
b7 1 2 b R B 990 280 7 S A I AR A B b — R ) 5 v g o AR A R B I v B A T A T R
V1) o 1L, 4 8 T AR A T DA BT 22 R T P T B G 4 A SR 1 2 AR R ELAAR O BT A S — B0 R A
4.4 KWHERNH

LESEI P IRATIIEAE A T 3 654 ZLHIR I, S v an & 11 Tk £ 8RB I B0 Y L R A 10% DL X R 4
B R LB T A A B 80%. 2 K30 43 SR R A2 22l VAt i R s FRATI 46 /0 T AR e B i A e el AR e T
T~ Jo ek AR A A 0, A8 U 4] SO A o 3K 80% 1) il B 45 5 il e AN — B3

"""" g
£ 100010000 [
:_‘4 100-1000 |
L i
Eeed 10w

ERHE ()

Fig.11 Graph of data generation
K11 ARl gt

B2 ok, BT X BT fu R AN — B0 AT G vk KA H

W 12, 2 3 B, 40 b B B AT 0 e AR S 0 A 451 v K 24 85.379% ) FH A T LA fid R A — B L 3L
H A FIAE 1075~107% 2 1) (R BHE R 440 15 3 A 1K) 48,9206, 1 B 73 B 45 T 22 S48 /N AH K A1 8 5d 30% 113
P 2= SO FRBEE T 107278 — R b 350 I A A 8 1 3ot Rt vl AR AS VAR Al X 4 SRS A S pl T — A S

Sof F- 2 S 0 I R DR FRAT TR AT Mk — 25 00 40 A R S8, AT W TR N TR2 SEIL 00 ) B8 AR b B Ak 4 ) 1E UL,
AR AN S SN AL R R IR RER A8 4 AE 5 Ab— AN AABR R R IR 1T AR b AR 48 1) 75 50 1 B8 e I .
AT VAT kR R A TR A AR AN 1) A 5 R ) 3k EEL (1 R ) B B AT ) Ay R ST R RN 1 2 K AT
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RT3/ Sk T RUR 3 Aoy
(1) BEMFNFBESH, W ERESHCN O;
(2) WEMHRNFESH. RESE
(3) BCEAMIFEIINEH S8, W E RS HCN 0.
Table 3 Data difference
*3 HEMEG
ZEEE SR LA H %)

1075~107 1526 48.92
107*~107? 616 19.75
107%~1 472 15.13
1~10 327 10.48
>10 178 5.72

1526

1400
1200
& 1000
g 0 Bi6
¥ s00 472
400 Er)
I 178
00
: i =
10-5-104 10-4 10-2-1 ~ 0
EHEE 10-6~10-4 m 104~10-2 w 10-2~1 m 1~10 m >10
(a) ZEAHYEH gt (b) ZES8i Rt

Fig.12 Graph of difference range
K12 ZficHE g K

TSI T R 45 W BRATTR I T8 S 06058 H AN 23 7 A8 22 S BHiR 7 e e 2 B0 0 8 o %o 677 AR 5 i) A gl
2 UL, GV FATT O TLRE VT A [ 0 i 5 RV 3 SR U VT I e AN BT AR T B #8428 0 7= A TR, B
AT I et e i 25 B v L % AR e AR AR AR TE — 25 43 B S A

16 TF A1 TF2 =, 341140 54§ ) tf.transformations.quaternion_from_euler(roll,pitch,yaw) LA & tf_conversions.
transformations.quaternion_from_euler(roll,pitch,yaw)ixX 4™ i HOk SE B0 E % 25 3, L 7 roll pitch,yaw 4y X 67 Jig
5 AR (T8 0 A T AR S o R 0 I R I Sk 8 B IR 70 e P 2 T L, — A R AN R DA IR A [7]— AN 3
AN KB BD B ) — A R G AR i 38 T LA IR — AN B ) A — AR RS M T AR OR — AN R R ) —
AN 1) e M 7 e S 5 L R R R (R 009k, 10 T 2 00 5 S R AH ofe ) IR AH DG TR D AT Sk 501w Ak v S 7
AF 92 B 30 0o R B A5 R 1R 5 RO ANHERf 0 T S B i AR b AR IR 3 119 AR B R IRAT IR Horh 977 21
FZEAH TR T 1072 (B8 HEAT T 047, B0 vk 45 B0 38 4 B AR 2 (E V0 [ b o S 45 L TR B 4045 4 L o 4
LI 80%.

Table 4  Analysis of conversion results
x4 AR gt
ZAJEE AREEAE) S5 TR4RAME 5 TR2 8 RMiE TF LA N (%)

1072~1 472 379 93 80.30
1~10 327 261 66 79.81
>10 178 145 33 81.46

FEOR BATT LG — R 25 1R B W FRATT R n e FEREAT 1t — 20 V1 5 KPR A0 10 3 e )t L 1.
LAE] 13 () 20 S 56 45 SR A 91, 200 AR ) 22 S R0 U e A ) 1R 5t DL 7 AN — S5 0, B AT1 o0 W SE B AR 1 ot
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T2 ORI, o 0 0 0 S e e ek B T A RN I S8 B B S, AT AP R A g A,
DAL 3 o 22 S 1) D DR R T T i i) e 8 B IR B 56 T g% TF A TF2 4h miff M tf.transformations.
quaternion_from_euler(roll,pitch,yaw) /% tf_conversions.transformations.quaternion_from_euler(roll,pitch,yaw) iX
P A~ BR 250K ST, P A BR B e 75 L 1E 8 SCHH (] 1) AA AR A8 et sif Jle ok 1 O B ) i

bingo@bingo-TM1703:~/catkin_ws/src/learning_tf/nodes$ rosrun learning_tf comparison.py
[INFO] [1595153877.078294]: Flt 2 /GHI44T x=10658608039936.4941406250,y=6230746991817.,4794921875,2=0. 0006000060

[INFO] [1595153877.177699]: ¥k 2 /GRI%IE x-10658608039936.4941406250 ,y=6230746991817. 4785156250 ,z=0. 6000000000
ERF—H
bingo@bingo-TM1703:~/catkin ws/src/learning tf/nodes$

Fig.13 An example of experimental results
K13 Sie 45 R 2541

BRI T i A2 T A A (1 T SO R (R 7 S L I R o N TR 2 O 2 e Ry (B A O T e i, et s
A Ay T 2 B TR AT U B FRATDHE R 50 PN 5 R B A A DA DU TG 008 i 2 A Ay T P B ) s SR B o, R B[] D I
7 A0 AR 3 A BR 0T DU A DA AR [0 110 T 2 6 e, (LT 2 R R0 T 5 O 1 P 000 G 8 8 R A s 2 2 3
ATIAS H AR 1D T 2 0 B ) i A 3 5 0 i AR — B 38 0 /D B S 8 A kgt A e, FRAT 1B B 45 R R
SN PSR T U6 AR R AR B R R B AT TR v A 1) B ORGP B R R B4 B AT TR BOR B 10710 A T
SRR Al 2 R AL B 50 225 e T VA % 45 R B ST B A R e 0 Ty R 11 T R e 2 U R 3 R R ) i R TR 3K
TN T R ZE I SR AR IR 2 T BUAR KR A e S IR At i 4

FARTRATHR BN T A 0™ 22 1 S I8 H X PP —BUR T 255 BAT T SEBR N 7= A2 5 M 2 ml 2 48R 2 1 2 1.
B Sy TG i il (o8 55 Do BRI AR 22 JF R S HERE AR A TR2 i3 I TR, AR I 0, % T P AN Th B e 7E T g
ST P VA 2 R A TR D O T R A AN — SO S 2 SR — A T R A, AT I8 R R 4 1 S I e
RE PRSI T2 5 2 L SO0 A0, i ) 13 P 10 5 S R AH ) 1) D b 7 i ol ot 12 e A 240K (0,0,1), 8 H
WIS Ty e A S IR 46 i A5 1 1 JRAT A P ool 6 B B 4 45 L )5 P v s o L R B 3R AT Do A5 )
GRS TF RS R ERA N 10° (0 TF2 B& SN INE B2 RS20 1072 M 2 Ui, 101 TF (145
S I

TF Frsc I AR BRI 4 DI REXT ROS 1 I A FH N F #8445 322 3 S AR — DB T R & ,ROS Hid
P AR 2 LA B RE 1A D R FRAT TR Uy v mT LATHT M) 4> ROS & 48, 70 HAR Bl F2 b, A fR ZETh g du 4@t L
$2 10 S5 RIE 1 SR 2 A, PR T3 T LA A 5 v i JH 2 A I 1 03X 4810 S 2 I 4T 22 20 SO . 28 0, 3.
AT IE 2 T AT TP LA 4 B 5 2 A ) 80, B A1 10 52 el 3 1% 5 v 3k 31 ROS Th RS ) ) 7

)
5 SDERE

ATCHEH — FH ] 1) ROS 1) 25 23 RSO DX 75 925 400 3o 425 2 22 7 ORI X RO HE 2 X ROS 1 e 1) 38 17 328 AT B4
R, AN T 565 I 4 1A 5% 00 )y A 55 o I P o FK0 o 0 A A 32 5 3 i BT e o 1 U P 4010 2l B 22 0 A
DR AT A5 e g A B 73, 08 2o 451 16 242 B3 A 22 23 RSORS00k 8 AT 25 1 2 5 A5 R O AT Wl S BRIk 2 80,
TR R A R, AR B T A PR FE AR, [ I A AN DR A R A K B A R B 2 0 81 A R Dl x
T AN — B0 IR FRA T L T3 20 S 0 T AL A e AR o FRATTHRE 1% 05 10 T AE B s N AR R B ) SR
OSBRI 225 2R AR AR i) D RE AL TF R TF2 BEAT IR e 28 3k 52 46 B 4 R0 Le 2 i 49 o 15 T2 A
FE,TF 75 D g S B RITAR AR (10 b 58 I vE

EARPATE I 22 3 BN ) T35 BT ROS Ty REAL [ 8 T £, (EL4E J7 5 i e ik e A8 m] LU AL Y
77 1 P B P A RTINS SR A SRS AR 5 B SR A 4 A (K T VA S w1 i i AX R
i X WA T D AR R
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