A4 4R ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn
Journal of Software,2021,32(6):1849-1866 [doi: 10.13328/j.cnki.jos.006253] http://www.jos.org.cn
O R Bt AT 58 BT RB BT A5 Tel: +86-10-62562563

E A MSVL RIS 85 S AR LT
INE! mEas! gEKd B B!

(MU R RS TR SRR 2 e BevE 152 710071)
(PG MR VR HLA B B 1% 710121)
WiRFER: 52, E-mail: Izhao@xidian.edu.cn

=it

W B KRS RBATAER R E et A AT 2R EAANAR T 2R e A AR R B
AN ER Rk L2 AT, 5 B3t L1750 F i R i G mX 7 ik LR IRIEF AL EN ST s
AE AR m% T et A AL, 45 A 555 2 (MSVL) A AAL % iF 1% 48 (PPTL)%H 45 46 & 4 S 4T AR An BhE .
BANLT MSVL 5 PPTL #9326 3 a2z i@ i -4 Fexd 1o Solidity &5 MSVL #5 7 #9451, 7 A T #2454 Solidity
F2 53 A MSVL 425 49 SOL2M #3835 5Hi$4a N2 7 SOL2M 454k 35 69K i &34 m 4 18 i3 48 27 fe & 2 Andl
ATHEIRAG GO 29 P A 4], 25 T SOL2M 4%3% 25 a9 $AT L R AR PPTL I A — B . B 4F E ML RS 4 R
MIX 3 AN EAGIE T A6 R T AR S — AR 3 (UMCAM) 3t -2 # 4TI 69 1342

KR Rk a4 Xtk i MSVL

hEESES: TP31L

RS R S TN W R B BT 04 X S THT ) MSVIL [ BB 20 B AL BG IE . 3 124 41,2021,32(6): 1849-1866. http:/
www.jos.org.cn/1000-9825/6253.htm

5 Wang XB, Yang XY, Shu XF, Zhao L. Formal verification of smart contract based on MSVL. Ruan Jian Xue
Bao/Journal of Software, 2021,32(6):1849—-1866 (in Chinese). http://www.jos.org.cn/1000-9825/6253.htm

Formal Verification of Smart Contract Based on MSVL

WANG Xiao-Bing', YANG Xiao-Yu', SHU Xin-Feng?, ZHAO Liang'

'(School of Computer Science and Technology, Xidian University, Xi’an 710071, China)

%(School of Computer Science and Technology, Xi’an University of Posts and Telecommunications, Xi’an 710121, China)

Abstract: Smart contract is a computer protocol running on the blockchain, which is widely used in various fields. However, its security
problems continue to emerge. Therefore, it is necessary to audit the security of a smart contract before it is deployed on the blockchain.
Traditional testing methods cannot guarantee the high reliability and correctness required by smart contracts. This study shows how to use
modeling, simulation, and verification language (MSVL) and propositional projection temporal logic (PPTL) to model and verify smart
contracts. First, the theoretical basis of MSVL and PPTL is introduced. Then, by analyzing and comparing the characteristics of solidity
and MSVL, an SOL2M converter which can convert a solidity program to an MSVL program is developed and its design idea is
introduced in detail. Finally, the execution results of SOL2M converter are given by two examples of a vote smart contract and a bank
transfer smart contract. The properties of contracts are described by PPTL on three aspects: function consistency, logic correctness, and
contract completeness. And the process of using UMC4M (Unified Model Checker for MSVL) to verify the contract is also given.
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2008 F,Satoshi Nakamoto 1 ¥/CH Hi T X B RIBE (L& 5 H T 2410 (0 2k A8 5 JL T4 SR n] 15 58 —
TR T AL G AR YK T A B RIAS 2 B R e, AR RS B T — P SO B R A 4 R 4, ok
2 LUARE T R 45,3 A 76 X BB B AT 38 ke X B g A 30 2 A QI 0 I A A D 77 s v . RO
SRR GRAE T FH P 18 B FA FLYE RS B TR0 AR P 455 28 = J5 (RS2 FF. 7 7E 1994 41 Nick Szabo IR H T & BE A
LY A2 K 35 SR AT BA E B AT 52 2400 45 45 R 1 B 7 2 A T IS I AR R AR B 5B = A NI
T IE AT A 4 4 K R I R B 24— T VA TE SE B b YR B DB I L X e L& ek . A
FRILE L RE MR AR RYED DA AT B R O A A B S A RAR I BAT R S

H R, 2 fe & 20 D76 2 X e B R 48 1 il o S B, L 35 44 1 & 8 43 AR i (Ethereum) ) il 4 4% ik A%
(hyperledger)™. LUK Y 7E 2013 4F 4k 2 7% % Vitalik Buterin Jiffi 89 (LUK T — U e & 42 bl
N6 ) Bl bl o YR H 2 H R B R I XRS5 AE LR, K 2 B e A AR P R R e &8
Solidity 45 4K J5 4 1% b LL KB5S ML(Ethereum virtual machine, f&iF% EVM) 1515, 3124748 EVM 2 L.
Bt o DX B A 11 H TR R R 3 e A 24 R I ) T B 9 (A7 iy FL 1995 0 R DR H ) (o P2P I 2% £
TR WP B AR AT, (0 322 A M AR AR 95102016 4F, B0 # A The Dao %5 68 2 249 11 B9 A48 A s 1131,
MHAHGIHCT 300 £ J7 LUK T.2018 42, BEC £ it & 20 H I T8 K 1], 0o 38 TR0 P bt et 2 ki 50w 1 5 00 1 i) 0
Jo B AR AR T IE B T 40 60 42 N BT 3R 2K

TESZR N H L Re A AW A T REH P B, — B BUR T, 52 1 G 3 [B] 45 2% 8] i, 76 4
e B LU0 2 3 X B & 2 10, 15 B0 L AT U 0 HE A A% 4 (0 IR 7 VA B8 IA B AR IE 2 BE A 29 15 B 1 R
AT EEME (175 5K, AN 2 R T AR B S i R RE A QAT IR 10 7 o, AR R . 7S
PAT L AR R A I X 3 B

A SR Pl 3L T I 732 #8145 5 (modeling, simulation and verification language, [ FX MSVL) )% it & £ %
AV ARSI 5 v SE A MSVL 0 5 g & A0 F2 P AT A%, 08 T R/ sl B K i N A T R T 8
BlHe & 411 5 Solidity #4h MSVL {8 #e2% T H SOL2M, 52 B T 2 e & L0 A FE 3> 110 B 34k A2 1 4% e 48
iy JLHE 5 1 P 32 B (propositional projection temporal logic, i FR PPTL) 2 20 AliiR 1% 8 e & 4 10 & 4 P it e,
TE 4 — KT U 2% (unified model checker for MSVL,{H# UMC4AM)H [ 5l 4056 1IF SARFE )7 42 75 3l A2 45 78 I 22
AW T, 30 5 SE AR U W 12 7 10508 3 B e A 20 B0 UE HR ) R AT MR RN S

A5 1 FH A MSVL 15 PPTL A1 B8 55 2 4424 Solidity ¥ 2540 1k LA J T i £ 24 1 7 4 ] .
3 K2t SOL2M #2891 5 S B 28 4 1R 45 A A MSVL 0 45 e & 20 s A5 R0 36 1IF 4 B s 461565 5
TR LA TAE S 6 1RG4 1 g A e s,

1 MSVL 5 PPTL

1.1 MSVL

MSVL ({145 A /& Framed Tempural® 7651 A 1 4845 15 )RR A @ L P 6 1) 2 5,19 8 7 /A (i L 5 50
IEE F MSVL.MSVL & #5217 12 % (projection temporal logic, fii # PTL)W AT AT 742, B A 5 m i) v vl
T RAUEVE. N4 MSVL IR ARG £

(1) XK 5 A empty,skip,len(n);

(2) X IHHEZETEA):frame(X);

(3) FATERI:pla;

4)  WUFiEp;a;

(5) AL £EEA)p or g;

(6) EWIER:pand q;

(7) A48 f):await(b);

(8) SLEPRAHIE ) :x<=e;
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(9) IR ARG TE ) x:=e;

(10) Always #HJ:alw(p);

(11) Next i f]:next p;

(12) {G¥F i) :while b do p;

(13) & A1FiE4):if b then p else q;

(14) BEZER:(Py,....Pm) PIj G

(15) BREU HEA):fun(ey, .. ..em).

Horbox A it e AEERIE LD A MRELERX py,....pmp,q  MSVL F2)7.

X ] K 15 ) empty,skip,len(n)43 531 75 B3 T 2451 X K0 0,10 4715 A pllg RW p 5 q FE4RPIRE T
] B AR I0AT , 354 1T REAE AN [ B ) 485 B0 AR A s B B8 ) p or R AE M iR A& N 1T BUBAT p 8l g TP AT —
ASIFEA] pig Bom p 5 q I BIBUF AT, & BGES) p and q R p 5 q 268 L HPRE T F B TP AT I 7 B 45
WA ) await(b) 1 23 EEF I R IA 2 b LR, B3 b O TR &5 RAR R L BURE 1 1) xi=e 5 F—IRER
{E T ) x<=e 73 MR IRAE A AP T — R R B AT alw(p) R /R 7E T RS THAT p; next pRRTE N
—IR&HAT p; while b do p; if b then p else q LL A s 15 AU 9] 2 5 FoAth v 00 5 BEUH 1 5 AH [RLMS VL AN
A B WA TE A IEERTEA) . 4RI F) S JEORE AL 3B NN T HE 2 45 F R4 5% 45 1, b i 3 BT A4 2R e 4
A7 5 5 (1 2K A g X R 2835 1) frame(x)f 7528 B x (KE g W8 A8 X 1) B 8 B isi A%, 45 0,238 8 x {3040 it i A
MRPIRES N AG  E (R L 70 SRS T AR Sl A (0 3 B AU (prs-...Pm) Pri O 75 pr.....pm 5 BEREIFATHA
AT, H. proee P WUF AT, T 0 7655 —AIRES X TH)_EJAT.
1.2 PPTL

AR A Lk T A (%) PPTL & PTLUO—ANar g 748, AT e & I A B R 40, 5 MSVL )8
T PTL (74, 1T LU (] 5 0 SR8 1 22 26 (¥ 7 sRAL B AIE A 26 3K 8 7 J5 T, PPTL 5 T~ 56 4% 1E 2 1 58, ™ 4%
58T LTL, BB AR A M 41 3k 0 e & 20 (K PR 0T PPTL (¥ 08 2 G A4 0 R
(1) PPTL f{JiE v
Prop L5 1 a4 4 p ACR T, H peProp;P,Py,....,Pn LLK Q & PPTL A ;O(mext)fl prj
(projection)s& PPTL HP [N J745 A #F PPTL 2 =X (1 40 € XLl
P.Q::=p|—P|PAQ|OP|(P;.....Py) prj Q.
(2) PPTL 1% X
o PPTL HPIRACRE s € X oAES Prop # {true,false} (I — NI & & s:Prop— {true,false}, T —4>
Jo 7 i AEIR A s LR PO SO0 (B BB A p AERAS s B R ARE SO s[pl A s[pl=true, & W] j&
p {EIRES s b2 20,75 ) A fi
e PPTL (WX [: A %5 of QR AN B MR s AU AR 7 41, B X IR 2| o f R X TR 8,24 [X i)
HRPIR A NG TRAS B, | o= IR A& H -1, e B, DX R] 29 45 55 XD 522 DX 0] A R BR 2 2k T8 BR A B, X R] <
|ot=a, ML I, X 8] g TE 55 X [H].h T 48— 43 55 DX R R G 95 X [R) () 0k, 5 B2 el S B8 8E . 4 N 1R
IE f1 B A N ARER Nou{ o}, BT om0, 4 TAE ) ieN, #iH 2 <o 4 2R E<-{(aw0)}, X H
0=(50,51,---,S|of)> DX [H] 01 (0T =<< | of) Sy of) - X [ . DX 8] 48 45 75F - 7 LA P A X (8] 0=(S0,51,.. .o
0 = (80,8158, ) HEHE N 00" = (S4,550028003 805 S1-n Sy ) L H AT LR HT — AN X ] ool 20 A7 55 X[
o PPTL A MIMFER:A ZI04 1=(ok,j)# s PPTL AN AR, Horh of QDAL k A Ay 480 L
0<k=j<|o.% P fRE A PPTL A 2 P MR | i€ LA P EREAE of) 1 X W o(k...J) L 9F HAE
DX i) il A2 X LA 1 AR
o s BIUMERE, A ER R AT L RN A P SRR | LR W R
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IEp: 2 HAX 2 s, [ ] = 1yop[ P] = true ;

IE—p: 24 HAY 1#p;

IEP AP, HAX Y 1EP, IF H. 1EP,;

1EOP: 2 HAX 2 k<j JF H.(ck+1,j)EP;

IE(P1,....Pm) prj Q24 HAUHAFAE k=ry<<...<rp <[ THr A K 1<I<m,f (c;r_1,n)EP
A T R 3L A (0,0, 0 DEP:

(1) re<j Ho=al(ro,....rm)-o(tms1,. . .J);

Q) ry=i Ho=ald(rg,....r)(3HF,0<h<<m).

vV V V V V

1.3 UMCAMZE— &R 6 N 82

[f i) MSVL R PPTL [ B A AGS I21 sdt 7 £ B XAk g BRI s 29 3 At 2. 1. AL £ BER FH MSVL
FEF M SRR 36 11F 1) 2R B0 HEAT 1A T AL 20— R PPTL 3240 A X P 413 425 560 AE 28 40 o 40 A2 (¥ P . e
J- MSVL H1 PPTL ¥, PTL {74, KL v] [7] iS40 M5 PR 5T P 48— 75 PTL M 4L N 0 0E M—P & 75 oz k
KU FR G810 A AR 2 5 2 HERE ) 13 M—P 254 T —(MA—P) AL AR GERSE RS W 7 vk b U5 58 MA—P 2
o VT A T B A B A SR T, DU TR 3 s B A ) A 2R 3 A R

UMC4AM T Ho6 AR Ge R ALK W T VE AT 1 o5t S it 48 B 1 o 1 4% PPTL A3 P HUR, IRl
MSVL F& /5 M'; Fif MSVL #AREF M 5 M A HUCh MSVL F2/5 M and M/, Bl 24 (MA—P) & 75 B 8446 M and
M 75 B % 1E W AT 10 1) B 8% )5 Tl i MSVIL 4 3% 2% (MS VL compiler, f&i #8 MC)!IAT M and M/FE)F, IF2E %
A PATCHE M_and M’.exe FIH EMTS MM [, (intermediate representation);#%,id KLEE AbEE MM |, F 4 ik
36 4UF i Bl (verification case, fijF#R VC); i 4,124T M_and_M'.exe 73252 VC AR J5 K5 UAT 45 5 1) s P 2 75 35 A2

‘ PPTL 23\, % MSVL #&3 M’

MSVL F 5
M and M’

I
‘—{ % A MC ‘

‘ \e ‘4—{ KLEE*H MM

Fig.1 Infrastructure of UMC4M
Bl 1 UMC4AM FEmfiAEH

2 Solidity

Solidity & i T JF & & e & 2 0 23k &, LB 5 Javascript MBLAA EE T 5 2088 5 % 1HiE 5, Solidity H b
% ER R DL S I R S5 e G R A Solidity W 5 g S 1R e G 2038 g 7 AR B R 1R, RIS AT R LUK
BIHLEVM L.

Solidity JE XA F4E A sol, 2 R AR AR G AT NFABYF SO DS A 200 52 30X 3 384 4. e
WA KRR TE A PR B 5 pragma B Solidity MIMRA S 440, pragma solidity0.4.0,3 BHIF LA VAR T
0.4.0 JEUAS 1) G P 25 4 15 32 N FLARYR SR 23 A AR B 5% import, A1 24 T4 2 /MR SO B AN SofF b
import “filename” ¥4 “filename” ' T4 ¥ 4% JR #F 5 5 N B 2 4% R 1 FH IR b & 29 10 5 G4 B OB contract
HEAT A W0 G contract {...}, {... ) P36 T A 41,50 T & A B AR ThBE.

Solidity HHI& %) contract AL M) X % B 2 & IS Class, 5 IR A48 i (state  variables). B %X
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(functions) Fifff(events). £ A (struct) 25 IR 2548 5 BEGE R RGOS AT AL 1) 4 ] A o5 bR 410
FEEL S RAVRAE I AT AT BT, BE N8 58 URE SE I T 8, FH X BE function 75 W S5 M PR 2 56L& R R A A
(1) 8 5 LR, B R B struct 75 W), 5 S ORE PP Yo UE 15 5 P 1 45 M AR 2R B0 A 2 1 LUK UL EVM H &
DB 1 AT ] OCHE 5 event 1.

PAF I —A> Solidity SEFIBEAT ) A ZH (T 2 Fror).

Contract Demo {

uint v;
function set(uint x) {
V=X

function get(-) returns (uint r) {
return vV

1
2
3
4
5 }
6
7
8 }
9

¥
Fig.2 Solidity example
Kl 2 Solidity Sz
F27 Demo 4055 A% B 5 WA R B0 B 00, A B T — AN R o AT S A EL wint (RS R v W] T A set
PREOH B AR v INMEL ] T > get AU T AW R v I {E.

3 SOL2M #it MR 53LMm
AR SCAE I MSVL X84 B 4 29 Solidity P2 E A7 BB, Ay ol S Rl A2 opr K (¥ N TR AR TR T — R B8 52

B, Solidity i = % MSVL i 35 &M #4401 H SOL2M, 52 T @KL R 1t 13 244, 56 B AR 45 1) DL e AR AR
3 R,

Solidity

Gagon) G (msvisesmn)
) ) )

‘ JavaCC ‘
} } }
wgorhis  mgas | seeo |

T \y Y
YE Solidity\ AL | 45735 ngt TR
o \_F e

Fig.3 Architecture of SOL2M converter
3 SOL2M #2434t

SOL2M #: 2% L5504 AN
(1)  TRALEE:ALPE Solidity Y52 FF 0 AR AS o T A1) RS N LA 5 SO fF 3 )
(2)  FEEAHT A TavaCC T LA 531240 B 2%, 5 Solidity B AT 18]35 43 4, 4 U5 A 3 TR i ko e (1 B

[CI/
() WA HTIE IS JavaCC TR LGB T 4% X Solidity P 7347 181 43 7, 3 1) V2 43 W 2 B i
VU A B i

4) FEFF#EE e IE R 2 M7 Solidity A1 MSVL 3] 3% L K ¥ 3 (1) 57 A, 1 58 MY Solidity £ MSVL (1) %4 e 1),
T 3 W AR i B AE TR VR M1 1 BNF S =X, 528 Solidity 727 2] MSVL 27 0 8h & 86 4.
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3.1 TabIEELR

7 TS FAR B Hp T B A FE R A B DR A A N A 5 SO L T RS B YRR ) R AN 2 52 Solidity YR
T2 (0 TE A e R A e, DR e R 75 2 LA T R I S N At 05 SO S22 A6 T % BE 7 import 3HE4T 75 W], S NEH) 1)
YRR SNSRI 42 JR A8 5 S N B 2 /7 SO v 4 s s b, DU TR b A b AR RS TR b, 75 B e K A5 &
NS4 R AR s 3 3 2 80 SCE P, 2 J5 PR AT IR VR A 5 ANAFAE S B, BT fG 8247
3.2 RS ITRER

ARy BT R HR IR $3 4 Solidity YRR 7, R A4 1] LUK IL 000 S H AR g 5 SCIR H i) 1 e B otk e L ik
AT BRI AT JavaCC T H A8 A ik ds. — AL M as B4 5 SKIP 5 TOKEN Pt 4:
SIKP & X T 5L Hh 75 2 2 W& () 3508 0 T e B 3 0 A1 4% 1 329 45, TOKEN w4 T IE 3R A e U T T Bk e
TR 0 B, 7E 3 3 PR P ) ok R v S A R 0 HEAT 43 B IR Ok B R LR M R &K BT A3 B TOKEN 7
YIAT GBI M 2

SKIP #8435 T 5 E H sk i3 4, A FG AT R . BATVERE . M 4035 AT 5 LS R4 455 A
FH I 2238 QA 3R JEAE a) B an 1] 4 Fros

1 SKIP
2 {

3

4 TR

5

6 LA AR APTAAN )

7

B O o o VA [ R ) A/
9

10}

Fig.4 SKIP part
4 SKIP #B4)
TOKEN #1938 T 75 24 8 IR A 28, EEAFE R 7 AR IRM . WL R B4
(1) REF
WL 1 Pron:int 5 uint 30T RIS AE RIS RY H W] DAR 5@ 48 20 AR 5 (G 8E, An int8 3 int256,4 48 6 5 T 407 1T,
BRINA int256; 1% B 7 public/private/internal FT-3% W bR B al 2 A5 5 i0 vl Wtk (8 i1 T 0] Wtk 35 AN e i R e 1) 38
B AN IE A, DA DL S DR B 7 event F T 5@ X —N 340 H TR A DUK S AL H A& D R IR 1 76 301 i
AEAC SR I Y, T 52 W R e 1 38 628 R0 L A 12, TR LG 224 event {1 B 5.

Table 1 Reserved words
z1 RET

TR B AR I PR A
“contract” CONTRACT “return” RETURN
“solidity” SOLIDITY “payable” PAYABLE

“int”((ISIZE))? INT “if” IF
“bytes”((BSIZE))? BYTES “while” WHILE

“bool” BOOL “throw” THROW

“function” FUNCTION “struct” STRUCT
“public” PUBLIC “uint”((ISIZE))? UINT
“address” ADDRESS “mapping” MAPPING
“private” PRIVATE “internal” INTERNAL
“returns” RETURNS “else” ELSE

(2) FRIRFF

PRRFF S HE AL 4 BB DR A B 25 0w 7R N R B B, FAb s 4 o R Rk
FRE DL R H . 24— A B A BE BB % 4 U0 AR B, SRR S R U D AR R R L 2 R O R B T AR A
MIE N R IA X 5 Fos.
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(IDENTIFIER:(LETTER)((LETTER)(DIGIT))*)
(LETTER:[“A™—“Z" ™ “a"_7"])
(DIGIT:[“0"-“9])
Fig.5 Regular expressions of identifiers
K5 b4 IR ) A 5K
(3) BEF 5 A IREF
B ST F AT I HRAE 5 5, Solidity 1 5 1 IIs HLAF W& 2.

Table 2 Operators
*2 BETF
BHAT XA i ERAF X REbR i
“q PLUS “/3 DIVIDE
- MINUS e MULTIPLY
S SELFPLUS “_ SELEFMINUS
“%” REMAINDER > GREAT
“< LOWER = GREATER
== EQUAL “1= UNEQUAL
“<=" LOWERW “1” NOT
“&&” AND “I” OR
“&” BIT_ADD “” BIT_OR
nr BIT_XOR “ BIT_NOT
= ASSIGNMENT =" PLUS_ASSIGNMENT
= MINUS_ASSIGNMENT = MULTIPLY ASSIGNMENT
“/=i DIVIDE ASSIGNMENT “%=" REMAINDER ASSIGNMENT
gy

BIT_ADD_ASSIGNMENT “I=" BIT_OR_ASSIGNMENT
BIT XOR ASSIGNMENT = BIT NOT ASSIGNMENT

FHRAT T2 BT 23 A R 7 ) bR TRAT, Solidity HH S FRFT UL 3.

Table 3 Boundary characters
&3 SR

R AR R wRARID
B TC e RC
o M e RM
g LB e RB
SPOT COLON
SEMICOLON DOT
4) HWE
WENASRAENA N W R, KT E. BIbE e TR, 4 KRR
JANG <x ]
JrAa

RE O 20 B BRI A5 0 75 BEE R R 1, U AE JavaCC o R 52
w6 .
INTEGER_LITERAL:(HEX LITERAL)[{CONSTANT)
(HEX_LITERAL:“hex”([“0"—“9,“a"—“f",“A”=“F”])+)

(CONSTANT:“0”|[17—*9”]((DIGIT))*)
(DIGIT:[“0”=9"])

Fig.6 Regular expressions of constants
6 HEMIENER L
3.3 IEENIERR

(it
g

1855

A A2 K

i SCER Oy HEAT Y 78, B R IE W 0 2

VL W G S AE TRV S0 AT (R R G 2 8 31925 2 A 2 RS P iR] e A7 42 B 1 R D A 1A R R 5 LI A,

I 2E RS PEAE A B TR AR SCAE ] BN i 3Rl 2 B 45 49 B TR 2 U

EHABRGAHEWE, RELE. RECLLF 4 346, BNF @ il 7 Fis. & 410L Start 4
FF4&, LA Procedure 4 21k & 4 E4AE8 4>y ContractBlock 75 B, % Struct,Statedef UL & Method, 7351 H T 75 B
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gikgtk, SRR LR

Start::=Procedure
Procedure::=(CONTRACT){IDENTIFIER){LB)(ContractBlock)*(RB)
ContractBlock::=Struct
|Statedef
[Method
Struct::=(STRUCT)(IDENTIFIER)(LB)(Type(IDENTIFIER)(SEMICOLON))*(RB)
Type::=(UINT)((LM){RM))?
[(ADDRESS)((LM)(RM))?
KBOOL)((LM)XRM))?
10 (MAPPING)LC)Type“=>"Type(RC)({LM)}RM))?
11 |(IDENTIFIER)({LM)(RM))?
12 Statedef::=Type(Limit)?{(IDENTIFIER)((ASSIGNMENT)Expression)?(SEMICOLON)
13 Method::=(FUNCTION)XIDENTIFIER)LC)(Type(IDENTIFIER)({DOT)Type(IDENTIFIER))*)?

0NN AW =

o

14 (RC)(Limit)?(FUNReturn)?(LB)(Statement)*(RB)
15 Limit::=(PRIVATE)

16 [(PUBLIC)

17 [(INTERNAL)

18 FUNReturn::=(RETURNSXLC) Type((IDENTIFIER))?((DOT)Type({IDENTIFIER))?)*(RC)

Fig.7 BNF definitions of smart contracts
7 FREG LI BNF i X

LR RS AVRFR T B S R BEATE A2 i, E B HEE IEA) . RIAKER) . SO HWER . IRER.

B thh) . RaiEa)(RRRiE AP LA A5 £, . BNF 58 LBl 8 iR dEA 4S54T Statement K78 5 AT 1) IF,
While,For 73 5l 5 X T 444 FIWT1E 5] 5 15 7485, Block & X T & A1 f),Statedef 5& X T 7 W5 ), return 55 throw
T XL T WA B ).

1 Statement::=IF

) |While

3 |For

4 |Block

5 [(RETURN)(Expression)?(SEMICOLON)

6 [(THROW){SEMICOLON)

7 |Expression{SEMICOLON)

8 |Statedef

9 IF::=(IF)(LC)Expression(RC)Statement((ELSE)Statement)?

10 For::=(FOR)(LC)Statedef Expression(SEMICOLON)Expression(RC)Statement

11 While::=(WHILE){LC)Expression(RC)Statement

12 Block::=(LB)(Statement)*(RB)

Fig.8 BNF definitions of basic statements
8 JLAHA K BNF & 3

Fak G M TR b 1 % 2R I8 5 5 B, 3L BNF 55 B4, Gl 9 iR 55 1 47 (¥ Literal 75 v] GE
PG 00, CUARAE i SRk HALL TR AR BRI AR AR 555 2 4719 Unop #0058 HZ 6% 3 47~38 8 17
1) Binop F/nXH I FLFF:Assign F/RRIE HFF,PLUS_MINUS £o7R H 3 H ks 5157 Btk 2 oh ik LT
[-1.), 34, 7T LU & Solidity o R 57 o e i 1]

1 Expression::=Literal Expression_left
|Unop Expression Expression_left

Expression_left::=Binop Expression Expression_left

|Assign Expression Expression_left

|“[”Expression“]”Expression_left

[“("(Expression®,”)*“)”Expression_left

|“.”(IDENTIFIER)Expression_left

[PLUS MINUS Expression left

[e B B NV N S R

Fig.9 BNF definitions of expression statements

Ko FixAaEARM BNF & X
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4 BN TSR FEIRER

5 SO M7 2 i P R o R — AN IR R B, L D B8 A PR RE e 3R AT BT SOA SR A 3 T A R AR A
SRS B 2N TR 7 B R LA BE 08 B 1 1B S A OB T SR 13 B Solidity YEAR P AT XM,
AR B 4 1 1) ) 52 B 2 SCHRE HH Solidity 5 MSVIL 1] B A5 e 4 ), I 18 SC 43 # ARt A o S B RS A 4.

T 53 AT AR EE Solidity 5 5 MSVL M 5,158 7 W 5 2 [ (10 4% 0 0 0. T A 5 249 AR i AR ) ) B 4
FH NP 5 T BEAT A 2, T 2 e A B ) L3 4.

Table 4 Conversion rules from Solidity to MSVL
F 4 Solidity #| MSVL [¥1%: 3 0

EH Solidity &% MSVL FLF?
struct Candidate { struct Candidate {
y bytes8 name; char name and
Q;l: A )
g AR uint voteCount; int voteCount
I
7 B4 uint public a=0; int a and a<=0 and skip;
s uint[-] public arr; int arrfMAX] and skip;
function vote(int id){
function vote(uint id) public{ frame(a) and (
[ZEk0 uint a=id; int a and a<=id and skip
} )
|
throw; Kip:
block; SKIP;
function fun(int return_value) {
% 0 T ) function fun(-) { frame(return_flag)(
return 0; int return_flag<=0 and skip;
} return_flag:=1 and return_value:=0)
1
if (expression){ if (expression) then {
block block
FArEA) Jelse{ Jelse{
block block
} b
for (statedef;el;e2){ Whl;}zc(lf]) t
{FENT] block o
} } ’
PN e 1[+,—,*,/,%]e2 elf+,—*/.%]e2
ERARESAF ORISR BT L, 28 %ele
el[++,—] eli=el[+-]1
- el=e2 el:=e2
b e 5 2 1 e o0
SIMEIEH TR REX e1[+ %/ %]=e2 elimel[+— %/ %]e2
o ML A i e el&&e2 el AND e2
SIS HA IR IL R el]e2 el OR &2

BREA A T AR AR & L 45 K 4508 26 B 1. Solidity 71 (1) int8,uint256 &5 B W 5 74 A5 B 4L i ol MSVL i
7 )5 Y48 ] int. [5 P, Solidity H [¥) bytes #4544 MSVL [ char 2854 ik 45 & address % #t &y char 25754 £E Solidity
AR A B MSVL 1 A [R], R 75 SR 45 0 44 N 55 00 A ARH R (1) I e #E B AT Solidity 5 MSVL H1 i
H50 B 1 FH 2t AH ), 15 o b 5 NN frame A 2R 38 F SR AR AIE AR &1 1) it A%

BEARE AU EYEA . RETEA . AR EIREA) . FmiEa). HEIEA L ASER) A
MSVL Y H 774 Solidity H:ANE A B LG A i, o] LA B2 e, 51 4 while 15 )R if iB0)%; % MSVL RS
TEITALTE ), ) 55 B0 1% VB A AT 5 60, 0 0 throw T5 1. 2490 H S 4 IS 1T B8 A A BT, i T-78 MSVL
HOR AR 7 5 5 R, 3 N throw TR 1) 5 R AT BTG A — I 3 skip, HIX A RS 1,JF2E R —IR
BPAT 2 TE A empty.

HRAE JavaCC IRI4F 1, 2% SCR T A TV 2 A St A v I AT 38 SC 3 M 140 5 12550 S IR P 36 480 R A3 o6 58 1) 62 40 10
WUZE R AN VBV 20 BT BB T2 ST e 401008 SCBIE FE P R e M E A AR W 1) 10 BT7n:SOL2M #4452
B Solidity Y2 ¥ 3 (solidity.sol); 2R i 73 AN TEVE 4 T B, 3 X Solidity F2 /7 1572 50 76 I 8 AR B AR H5 1 8
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\ B Solidity ViFa ¥ \ % 3 R0 ¥ Solidity AR5 44 4 55 JLTh A& 254N ) MSVL 4R,
e — — : T e e 5 19 MSVIL AR 7 5 TSGR Java S 404

R TRV A BT 4 R S i T A AR A I B NE] MSVL #2)% 3¢
{F(msvl.m)H . ¥ m o8 Solidity R H A% B 75 W (K B n &
IRTE R TR BE A TR A A SR P 2 H AN A IE
H,SOL2M # i F2 ¥ 5 [H) 52 2% & & O(nxp+m).Jd ¥, Solidity

v
| #EHSolidiy EE e X5 B ]

ity

ﬁ%\ [ Solidity fRi 4 IMSVLIGH, |

b
| [vSVLR e T ]

S —— i — ] B — MRk B . RS DM AR 2 —

[ 74 i th EIMSVLCIT | AN H, DR I, SOL2M. e 48 37 R 1 e 17) 52 2% 2 O(n). UMIC4M

Fig.10 Basic flow of program conversion K4F MSVL FEFP3E+ PPTL (34 52 SN 8 PPTL A 30K

10 FRREHEHMEA R B LA I i A R G o, T B RIS T A2 o R
O(I1x2/9).

4 SHIBIE
AICAFH] SOL2M e #u i w3 e 5 Ly iEAT A gk

WS IR TR 9 MSVL A1 PPTL (7630 4k 50 iE Iy 711 UMcaM
. MSVL f PTL (T # {7 74 PPTL & PTL (5 15 MSVLE Rl

2. M

B ——[PPTLAR P pictt

4 KL AT BA%% MSVL 5 PPTL 4i—7E PTL [{HE4 b
HEAT BB AE. SAE AL I B 11 s, B ARk A8 MSVL
3 PATexe
3.5

XRRE A A AT A SEBLATTRAE m SO ] PPTL e 4 R
A B 0 20 (S IRAEREROF AP IE p SCAF e R LR sig
Fre 5 R e PR B A SE - BRI UMCAM #1756 , , ,
EH5 B Bl 2 ZOURL B UK m ST S s 2 A Figdl  Basic flow of program conversion
TEPE B A p SRR 5 £ 36 1 A3, UMCAM B 1L R A T
RO 5 2 2y R A TR R 8 A P 1 8 T 4 ) e ) DA HE A R e £ YT,

AT T A BAR R B S A1 S5 LA SOL2M %4 25 5 G £ 18 AT @A A FH PPTL 2 U I & 29 7 22305
SR I 3R AE UMCAM 85— 155 50 6 I 2% v 52 e 36 F
41 BRERESANERSIIE

AN AR SRR B A 20 O ), 45 H SOL2M % FL AT A5 (1) 7 4l Y A DA R B0 UE ok AR A 8] 12 7R i 5% S
WA FRRSE . AR BREUX 3 #4.& L 4R N voteContract, & 20 N B 1 55 A B T &1k Candidate
SR AL B A 5 A4 RS T AR S B AN A 5 AR s LR B A T — A A I ) S A W 2R T D R A 5
RETIMH 20 Candidate] 1PRAFEFTA IR 5L N IE A T PN B H——vote( )RR ESEIL T % 2 ik
BRI D Re, winner () R 5 BT A 15 356 2 rhode £ S0 v (R SR

B0 5 A B A A AT A K 4% TR RE S AU VE O SOL2M B #: 35% Hr A\ H 847\ solidity.sol SCHFH,
il 13 s, 4% Solidity AUADE 4 MSVL A A, 45 F A7 A msvlm SO A 5, F PPTL ik # 524
Re & 2 MM B PPTL A 3 5 FH KT PP 3R 15 L3R 5 RSO AT BE-A A I U 4824 3 A2 - Dh e — Btk 2
HOIEAME DR A 258 4R R T ANIX 3 N7 TH IR $5 5248 B8 A 20 N 12995 A2 1R .

(1) Thag—=k.

TE— e 2 B 2 I R AR TR AT BB A AU R B DD RE 5 & 2 e v Bk 2 1) 1) — B0k, R RE 56 E A
LI T HE N 2 5 S BR B R O T B R B8 A 20Kk Ud, 3 winner PR ECHT BT kI 5 b IR R H SO I R
F, A5 B ATAE LU T 5 1 S B0 i i 3 25 U8 BE - winner BR B9 AT SIZ T S B B Sk, BT A il 2 Th e — B0k IR ik,
FORE T 1 R P 545 oG AN A7 1E LU K S 5508 i AR . R Ty 8, iy 2 A 5 P 12 X 3 AN TH 6
PR 1 BT HRIR WK 6,5 &AFH PPTL A X FIAMER 1 24 fin(!m).
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contract voteContract {
struct Candidate {
bytes8 name;
uint voteCount;

uint public winnerld=0;
mapping(address=>uint) public voters;
Candidate[ ] public candidates;

function vote(address sender,uint id) public {
10 if (voters[sender]==0) {

11 return;

12 telse{

13 voters[sender]=voters[sender]-1

14 candidates[id].voteCount=candidates[id].voteCount+1
15 }

16}

17 function winner(-) public {

18 uint maxCount=0;

19 for (uint i=0; i<candidates.length; i++) {
20 if (candidates[i].voteCount>maxCount) {
21 maxCount=candidates[i].voteCount;
22 winnerld=i;

23 }

24 }

25}

26 }

Fig.12 Vote smart contract
12 BEREREGA

1859

| [/ soLzm
|
| Selidity Program: MSVL Program:
| o ~ PPng_Tun -
uint public winnerld=0; function function_mapping_msvl_voters (Mapping_struct_NO msvi_voters]] «
mappingladdress==uint) public voters; frame(i) and (
Candidate[] public candidates; int i<==0 and skip;
while{i<100)

function vote{address sender uint id) public{
iffvaters[sender]==0){
return;

lelse{

voters[sender] = voters[sender] -1;

1
function winner() public{
uint maxCount = 0;
fer{uint i = 0; i< candidates.length; i++ )
if{candidatesi).voteCount = maxCount )
maxCount = candidates[i].veteCount;
winnerld = i;

candidates[id].voteCount = candidates[id].voteCount + 1;

if(msvl_votersi).left = * left) then{
“msvi_struct_x <== | and skip
else {
skip

3
i===i+1 and skip

k

/iframe

|_winnerld . msvi_voters , msvi_candidates . msvi_block , msvi_m:
Block msvi_block[1] and skip;

Msg msvl_msg[1]) and skip;

int msvi_winnerld <==0 and skip;

! Manping struct N0 msv votersi 1001 and skio:

Comvart

Successful conversion from Solidity to MSVL.

Fig.13 Modeling results of SOL2M converter
Kl 13 SOL2M #% ffeds i K g 1

Table 5 Temporal operators in PPTL
=5 PPTL NI P HAFRT
BAERY  SORSROR IR SORROR

!

- ! A and
o alw v or
O next — ->
o som fin fin
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Table 6 Description of property 1
F6 M1 AHCHIE

eS| 15 Bk BAER
JRrAr A AR SRR winner bR RS B R AR EOS m
[pEiba ANAFFE m RS DL Im
I Fe i UG ANAEAE m ST IR L fin(!m)

(2) BB IEHTE
SR RE B 20 10 24 A )l R AR ORALE 5 240 A B8 50ROZ A TE A, B AN AR 8 BRI I o T B SR A RE A 20K,
vote B HUE HES A 29 BB AR AZ O 23 OB AR A 24 B T T vote R BURGES BN, T th A KSR bk
1 H B TP A SR, 58 S BRI R A I RS T D M 2 S5 3.
o PR 20 BEEH R IR IN, T b e A R T A L A USRS N R I 3 A T T
2 BTG WLAE 7,544 FH PPTL A XA MR 2 4 alw(g->T);
Table 7 Description of property 2
RTOH 2 AHCHER

g3l %E&Eﬁi& BAETT

>

FHE

EREER T e A q->r

TEFTATIRE T (g->p)#dar | alw(g->r)

o MEBT 34 BEEH M vote BEH T A RN AERRE O IRE T — 2 BRI R 7 ar i, g
W5 I e R 3 ATy O R 3 HEAT H IR AR 8 i A AH ] PPTL A sUHBYE T 3 4

alw((p and r) ->som q).

I

RE|RE

ot e
jﬁn Mo

=

Table 8 Description of property 3
F= 8 M3 MHCHIA

5 5 Bk BAETF
ifi F vote ¥ % p
J57 i R FrhEE r
B Th q
o B 1 H vote eRi 1 HFHh 47 52 pandr
e U8 vote B 5 FLT: o 47 22, I B 5 ) (p and 1)->g
PRI RS TR ) som g
W8 | #51HH vote b8 HL T o AT 22006 K — i B2 1K T (p and r)->som q
1T AR T ((p and r)->som q)#F 37 alw((p and r)->som q)

(3) BT

e — Bk S B AR LA M 1 25 A I8, UE R T RE— S0k 5B R E T, A BRI N B 2R 5T A T
R BE A R UL, A 2 S A B IR S T B 4R 1~ 3 R A PPTL A XA 4 4

fin(!m) and (alw(g->r)) and (alw((p and r) ->som @)).

5o B MSVL 58 5 PPTL 2 U A Bl UMCAM 1 3EAT 36 AIE 42 360 11E 2 1, 75 2246 MSVL 8RR 7 7 im A
X I SR T AR A A R

P BE A LN A2 1) PPTL A 34 fin(!m) and (alw(g->r)) and (alw((p and r)->som )%+ fin(!m) and
alw(!(q) or r) and alw(!(p and r) or (som q)). ¥ _FiRPE AR p SO B ARG R pror:

!/
define m: m_flag=1; /158 X A m
define p: p_flag=1; 1158 X Al p

define q: q_flag=1; 1158 X Al g
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define r: r_flag=1; 1158 X At r
fin('m) and alw(!(q) or r) and alw(!(p and r) or (som q))
7

IZ1T UMCAM KU 28 16 45 a0 1] 14 17, 360 10F 45 S D 158 284 3 4 14 53, A FH B 653 ms.

MC vote.p vote.m
SIS IISES
ThreadPool init success!!!
Verification Result: Val id!!!
Release ThreadPool success!!!
The run time is: 653ms

Fig.14 Verification results of the vote smart contract
K14 BEERREGARIESTR

42 SRITHEKSAMERSHIE

AN LA (BT 4 KR 6 15 20 55 5 DL 1K) SN L o 510,405t SOL2M Xt e K 15 2 55 T N Tl B AT
AR PR AR R DL S e R N AR AT IR A A i BN T BN R A MR R IR A A S NI
A G 520 8 15 Bz, M deposit BRI D E A P BB AR A AT withDraw B&3CSEEL T 52 IK D e,
st withDraw eR 405 send pRZONEAT HUER. Attack #R 50 s B0 T N B0t 1) T g, S0 R AAOB B8 O i g Mo
R Attack B#L,3E I deposit B 5 R AT B K A 29 R AE N — S LUK T2 5 TR withDraw 28 4500 WRAT #5 DiKk
LU AT require T F) AT P T AR A SCERAT B A IR 15 AR 8 0 i, T D send b o T b BE B DK 1)
A BLAESS 10 7555 11 AT 5 AT send B4 5B SO 7 R824 & L AOR LUK 48 Bl & 29I 2 A7 1R
ORI A5 FR ST R P A fallback A8, h 2 T FH withDraw o Z50UER. AT require 5 A) I, B T35 11 4738
ARIAT 7 AR 028 require 1 U ISUMDE 3o, BRAT e K 5 240 48 252 1) Aok 45 240 1 K AN DT B 50 T S 4 A i
AT LA A 2 R U AT LUK T

1 pragma solidity>=0.4.22<0.6.0;

2 contract ReTry {

3 mapping(address>=uint) public userBalance;

4 uint public Limit=1;

5 uint public bankbalance=0;

6 function withDraw(address sender,uint toWithdraw) public {
7 uint amount=userBalance[sender];

8 require(amount>=toWithdraw);

9 if (amount>0) {

10 send(sender,toWithdraw);

11 userBalance[sender]—=toWithdraw;
12 }

13}

14 function deposit(address sender,uint value) public {
15 userBalance[sender]+=value;

16 bankbalance+=value;

17}

18 function send(address sender,uint toWithdraw) public {
19 msg.value+=toWithdraw;

20 fallback(sender);

21}

22 function Attack(address sender) public {
23 deposit(sender,1);

24 withDraw(sender,1);

25 W

26 function fallback(address sender) public {
27 require(bankbalance>0);

28 withDraw(sender,1);

29 1}

30}

Fig.15 Bank transfer smart contract
K15 HRATHIKE REA Y
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XA AT B RAT IR S A S5 EANLEH G I —ANELNIFER SOL2M #4635 B % N5 3 45 S dn
K 16 Fios.

| &/so12m - m} X
|

| Solidity Program: MSVL Program:

| userBalance(sender] -= toWithdraw; ~ function msvl_deposit (char msvi_sender int msvi_value){ (2l

frame{mapping_msvi_userBalance_msvl_sender) and (
int mapping_mswvl_userBalance_msvl_sender<==0 and skip;
function_mapping_msv|_userBalance(msv|_userBalance &m:
mevl_userBalance [mapping_mevi_userBalance_msvi_sende
msvl_bankbal = mavl_bankbal + msvi_value

function deposit{address sender,uint value) public {
userBalance[sender] += value;
bankbalance+=value;

1
function send (address sender uint toWithdraw) public {

msg. valuet=toWithdraw;

u ﬂnctian msvl_send (char msvi_sender ,int msvi_toWithdraw }{
fallback{sender);

frame() and {
msvl_msg .msvl_value = msvl_value + msvl_toWithdraw ;

}
function Attack(address sender)public{ msvl_fallback (msvl_sender )

deposit(sender,1);

withDraw(sender,1); i '

function msvl_Attack (char msvl_sender){

frame() and (
msvl_deposit (msvl_sender 1 };
msvl_withDraw (msvl_sender ,1)

}

function falback({address sender) public{
require(bankbalance=0);
withDraw(zender,1);

} )

Comert

Successful conversion from Solidity to MSVL.

Fig.16 Modeling results of SOL2M converter
Kl 16 SOL2M ¥ 4 g A4 1

A8 PPTL 22 sUHR AT 2 Ik & 20 b A2 P 5T, B Tl A RE— Sk . IR IERRTE LA e & 2158451k 3 MR
THREAT PE R il i

(1) Thag—=t.

X ARAT R A 20k Ui, 3L deposit RO TS BLAF BRI T R T deposit BRI E T AR EIBCA 1Y
I, A5 deposit BRI AT il AL S ik R B 20 AN AL T E — BUME A 2 DI RERS RN R BT S AEAE RS T
FP R deposit B35 WZ T P AR AIE AR RS IRES @ B 507 il fiy U2 4R N PI24E 3 AR
AT 5 WA 9, ZALH] PPTL 23 sCHARPE T 5

alw(m->som n).

Table 9 Description of property 5
Fz9 MRS KA

gl {5 B AR PRAERT
, - FH 1 H deposit B8 4L m
T FP 4 2 n
A | 25 ) 8 A deposit B Z R A A N m—>n
i R R FE—RET n— @ koL somn
" LEFTAT RSN (m->s0m n) & &7 alw(m—som n)

(2) BB IEHE.

TEHRAT 3 W45 2 b 0 LUK T R 5% 28 b Bl 35 L3R A AN A — BB Bk 38 B e, W e 1 S A AT B 2 11
FRAD(RP fallback MR # £5). B 14 fallback pA % M 52 Mo & 20 14T 2R 5, BN FEN A 4 AE AR o Bosh
AT LLZ R deposit R $ S G PR IR /E . 38 N B0 16 6 20 B 4 AE ST 58 03 1 FH IR BRI 80 15 1 FH &
LI FTAT BB AT e P BOR RS & 2E (R A 8 BR S deposit B BRI withDraw 5850 I8 IR TR 6 AE BT
RS FHATEAE 2 withDraw B8 E3AT 58 41 5618 F1 N deposit B8 3k withDraw 5% %5 4% 75 20 F AR -1 iy 1
ARSI R EX 3 AN 2R 6 WK 10,5 & A6 PPTL ANk 6 4
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B4 KAEE

alw(!(f and (h or r))).

Table 10 Description of property 6

1863

F 10 M) 6 AHICH R
gl 5 Bk PEAERT
AT 5E 408 f
J5 T i F AT 1L deposit i 4L h
AT withDraw B % J
i LE | AT 5E AN IR deposit B¢ withDraw & 4 7 fand (horr)
i 332 i ETAIRA R (g and HHEAS AT alw(!(f and (h or )))

R b2 Ab, 28 7 B SR AR AT B T IS 2% H P AR 000K T 3 I < 0, T — 5 BB % T 1 Ty H 24 TR W T I
EH P RE— 2 KT SHL N T Al a5 IN P8 X 3 AN TR 7 BT Rl LR 11,5 2%
8 H PPTL 2 k0T 7 1

alw((p and q)->g) and alw(g->q).

Table 11  Description of property 7
F A1 M7 HRAE

B3 = B AR
T i SR i P
J5i T i A TP AR T e 4 q
T K % Tl g
g | VP HRFER LICRBA R ST WA IK 5 2l (p and q)->g
e LI I I T R s KT K e g->q
i 7 i 1EFTA IR ZS T ((p and q)->0) 5 (g->q) # % 7. alw((p and q)->g) and alw(g->q)
3) B4E&TE
HAEEER I B0 52 E R 45 K8, R AT L The — B0k 5324 IEH I, 4 B8N A 20

JETER L T HRAT 5 K & 20K U, L6 24 58 R Al R R S VR38R it S~ )5 7[RI Ish i 2 A A PPTL A sUifid vk
T8 A
alw(m->n) and alw(!(f and (h or r))) and alw((p and q)->g) and alw(g->q).
¥ MSVL #1 5 PPTL AU A\ F| UMCAM Hh b 47 56 00F 5 56 48 1R 5L 1 5 SCIAN B MSVL F2)7 3R 4
MSVL F2F e m O£, PPTL 238 alw(m->som n) and alw(!(f and (h or r))) and alw((p and @)->g) and
alw(g->q)Z: 4 alw(!m or (som n)) and alw(!(f and (h or r))) and alw(!(p and q) or g) and alw(!g or q),7E p {4+
B NFFIGE ) PPTL 220, B AR T B s

(/

define m: m_flag=1; /15E XA m
define n: n_flag=1; 115€ A n
define f: f_flag=1; 115 LAy 7L
define h: h_flag=1; /15 XA h
define r: r_flag=1; 115 LAt r
define g: g_flag=1; 115 LA g
define p: p_flag=1; /1€ LA p
define q: q_flag=1; 115€ XA q
alw(!m or (som n)) and alw(!(f and (h or r))) and alw(!(p and q) or g) and alw(!g or Q)

/)

IB1T UMCAM oz Il 5, 56 00E 25 SR 0 P AN A2 el PR 5T 5~ 7 149 20 3 98k, A BRE o 5 19 PR o 7 ik 2
MIEJTT 6 AN AL, W A7 45 BN Br i i, B0l 2 B 17 NS T, JFAE fallback [913E e b 1 i A 29
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1 BRI, SE I TG R K.
4.3 FEEERE

SZEG IS K 64 f7 Windows 7 % %8,3.2GHz Intel(R) Core(TM) i5 4L HL#% 32GB W 174 T J£ 7~ SOL2M T H
# Solidity F2)7 445 MSVL F2/7 I RE 1, WiZR 12 Fron$kiz T 9 AN # Solidity #2/7 #2)¥ 5145 H T Solidity 72
FEII4FR,LOC FI45H T Solidity FEFF HIFBL(AT),LOM %145 T M Solidity FEFE#E4:1 5k 1) MSVL F&5 1 H
L B 0] 370 S 7R T 58 AR 40 AT 45 BT A 9 (0 BT ) S G 45 SRR B 6] Tk 4 L 1K) Solidity 72 )7,SOL2M T A #Rw] LA
TR ok MSVL R 3, 4 ) MSVL R F L2 )2 Solidity R (1) 2.25 1.

Table 12 SOL2M %5 # 1) 52 56 45 3R
% 12 Experimental results of SOL2M conversion

[EhE LOS LOM Hf[H(ms) HKAEH

overflow.sol 18 72 30 4.00
votecontract.sol 29 121 69 4.17
crowdfunding.sol 41 137 91 3.34
govermental.sol 44 114 73 2.59
racecondition.sol 49 110 55 2.24
reentrancy.sol 54 132 78 2.44
safemath.sol 65 128 75 1.97
sushirestaurant.sol 110 156 256 1.42
multisigwallet.sol 118 219 124 1.86

TS Oyente T HBHT LLEL KT UMCAM A R0k LA L 9 ARk 5 AT 5250, 3K 13
ST IR R S A5 R AR A4 T Solidity BP9 44 BR MEAR IR RE SO IRIR 28 55 10 SR BT ) A AR
A TR P T B K 2 Ak LA SR 20 4 T UMCAM AT Oyente [R50 IE 45 e NE R B e & LA
TEA% %A IR, T <R 28 AF TR 1% % AU TS TR I (] 271045 H T UMCAM 1 Oyente 5010 Bt 44 9% (1) 1] [A]. 55 56 25 R %
W1:UMC4M Fil Oyente [ 561F 45 S K0 4341 [F) A 1T B8 K I governmental.sol [ 3E A% I 5 X o Js T AT 7] 8K A6
#, H.fig & I racecondition.sol FI A8 &y 11 BLAKH, J5 & 3 AN i e IRIX L8 22 4 ). 55 4b  UMCAM 1) 3 i I (7] 2 2849,
T Solidity 27 2| MSVL 2 /)7 i) % 4 I8 (8], R 7 Oyente 1) 31%.

Table 13 UMC4M 5 Oyente X} Lt 45 %
* 13 Comparison results of UMC4M and Oyente

B HE R IR 5 Bt U R A5 T B I I 344K DESN B0 UE 5 18] (ms)
UMC4M  Oyente | UMC4M  Oyente | UMC4M  Oyente | UMC4M  Oyente | UMC4M  Oyente
overflow.sol N N N N N N N 811 1158
votecontract.sol v v \ \ \ \ \ v 836 6786
governmental.sol x \ \ \ X \ \ \ 787 2190
racecondition.sol \/ \ X \ \ \ \ \/ 837 888
reentrancy.sol \ \ \ \ \ \ X x 820 2175

5 tHXI{E

H 7, N b5 N e & A 2 i B T 2 MOE X AERAE 77, 2B 3 e EE . ST
DL R A R A ).

Bhargavan %5 A3 T8 e & A AR IR TR & T Solidity* T 5, ¥4 Solidity % HE & U5 AR i 4 Ay 455
M) PR AEPRAR AL G0 LRI AE & 20 % A PE RN Pk T EVM* LR 7E 4 ) R 9wk EVM 750,
BT E TR JE M IR A A ) PR AR AT A S AIE WA A 2 A B T R A e A 21K R A BT
TE A I UE R 48 K 1 R G AT KOG S B ML 0 R 215 F MRS, SR 5 o T2 20 Ak 56 30F 4 B 2%
F FEHEAT BOAIE. 7E BE A 38 Y — Fh 3 5 B W 1) LUK 35 5 fig & 208 ARG AIE 77 323, A Al B 36 0E T H Coq
55 Tsabelle 43 552X Solidity JAR AL LA Sz LK 37 2 68 £ 20 71505 (10 1 s0AR 36 1R DS — 5 17, 78 Coq T L prge a7
WAL (P T A s o) — T3 11, 28 T TR s B VR AL 4EFE Tsabelle F1 & 8T RE G A1 15 I AL B Y, 2 5 %
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A A AREL FE 95 4 LLVM {7 85 AR A 4 e 2% 1R] B B 05 F XACML #8210 A7 56 UE 1k 6 4 LLVM £ 5.
B 564 L AN 1) LLVM B PR AN CHCs 1B BT T #F5 BERURS 0. 1L A5 A48 T 3@
1L Promela ERLTE 5 454 SPIN T H G b & 24 % APk HEAT B0 E (1 5 3™ A8 ] Promela i 4 i & £ 34T £ A,
A F LTL 3R F5 56 UE 1 50, 46 SPIN H [ )40 56 1 A5 20 % 15 39 K BT JA R 110 1 O, e 28 4 MR AR S 15 5 7 SR — 30
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KOHE 28 1 — N 55 TG 6 3 m] A 1 103 45 6 UE HE 42, KE VM A T KOHE 200 1k 284 ik 5 20 1 I XAk i S,
FESEIL T SCo AT LB Gas 0BT T H . 0 OIS FRP I IE 855 KEVM B4k SE I 52 45 10 F2 13 43 b, L
T BN 2 (N1 AR SCR LT MSVL (K5 fig & 24 ¢ APk IS RO W 7 vk 1k o4t 38 R FH (¥ 15 7 32 46 PPTL
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