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Abstract: The rapid development and broad application of artificial intelligence have promoted the overall leap in digital technology.
However, intelligent attacks based on artificial intelligence technology have gradually become a new type of attack method. Traditional
attack protection methods have been far from meeting the requirements of security protection. By predicting the future steps of the attack
behavior and deploying targeted defense measures in advance, we can obtain opportunities and advantages in the confrontation of
intelligent attacks and effectively protect system security. This paper first defines the problem domain of behavior-prediction and
intelligent attacks and outlines its related research areas. Then combed the research methods of behavior-prediction for intelligent attacks,
and introduced the classification and related work in detail. After that, the principle and mechanism of different types of prediction
methods are explained, respectively. Each type's methods are further compared, discussed, and analyzed from the perspective of
characteristics and adaptation scope. Finally, the challenges and future directions of intelligent attack behavior-prediction are prospected.
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Org A.tarpit:Recon.Scanning:2323, Org_A tarpit:Recon.Scanning:23

1 0.00438 0.88386 12 1530
Org_A .nemea.hoststats:Recon.Scanning::None

2 Org A.nemea.bruteforce: Attempt.Login:23 Org_A tarpit:Recon.Scanning:23 0.00824 0.53465 121 7539

3 Org_A .nemea.hoststats:Recon.Scanning::None Org_A hoststats:Recon.Scanning:None 0.01987 0.68214 1 401

4 Org A tarpit:Recon.Scanning:2323 Org_A tarpit:Recon.Scanning:23 0.06655 0.70099 901 5882

5 Org A tarpit:Recon.Scanning:2222 Org_A tarpit:Recon.Scanning:22 0.00834 0.58155 914 7041
Org A tarpit:Recon.Scanning:2323, Org_A tarpit:Recon.Scanning:23

6 0.00487 0.89071 21 2019
Org A hoststats:Recon.Scanning:None
Org_A .nemea.hoststats:Recon.Scanning::None, Org_A hoststats:Recon.Scanning:None

7 0.00544 0.80088 4 735
Org_B.nemea.hoststats:Recon.Scanning::None

8 Org_A hoststats:Recon.Scanning::None, Org_A tarpit:Recon.Scanning:80 0.00289 0.90000 35 22754




Org A tarpit:Recon.Scanning:443

Org_A hoststats:Recon.Scanning::None,

Org_A.nemea.hoststats:Recon.Scanning:

9 0.00411 0.60284 1 2698
Org_B.nemea.hoststats:Recon.Scanning::None None
Org A tarpit:Recon.Scanning:2323, Org_A tarpit:Recon.Scanning:23

10 Org_A hoststats:Recon.Scanning::None, 0.00266 0.83962 12 1528

Org_A .nemea.hoststats:Recon.Scanning::None
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Table 3 Comparison of methods for behavior-prediction of intelligent attack
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Table 4 Application scope of methods for behavior-prediction of intelligent attack
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