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Abstract: With the gradual advancement of the State Grid power Internet of Things (IoT), the edge-computing framework as its core
support has gradually become a research hot topic. This article firstly summarizes the existing research work on the IoT and
edge-computing framework. Secondly, by analyzing the key requirements of the power IoT in business scenarios, edge computing and
information security; a way to adapt to the power SG-Edge is proposed, which is a trusted edge-computing framework for the IoT. Then,
key technical methods such as hardware trusted boot and dynamic measurement of software behavior are proposed to meet the key
challenges of the trusted protection of the edge framework. Finally, the SG-Edge is fully evaluated from the aspects of business
adaptability and security, and the possible future research challenges are prospected.
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2SR B SN 20 2 T 181E R G A . TSB 52 4%i8477E OS A¥[Al, TSB M OS P HAth kb2 48
b, PEREE ), (e, Rl R R RN IRy B S, 258 THERGE 0,
o GG 2: T TrustZone HITEFERE 277 %, TEE M REE B i/ SMC #HT A H. 244 2248 i i Pk,
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(2) KM CEP %R, HJaidET mimi el CEP Jy Xt N, XAl LSEEL = A, ) CEP SHAF4L
B AL S 5% CEP 5] S Sc LR B —FF, fafk 1T TAE;
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P
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DRI AT W, 38 I R A S AT R P, A e AT R U D 5 A e R T AT AR LS T

SEREAT I, VHEREE R, AR B IR AT N ARSI R B 7(e)FR, R IR SR

S P HURUN | SRR AT 7 SR AN R P 5, DAOERE At BT S R, A REIT I (E 47

TIP3, FIWRN 5

St FRL IR IR (T — R IR ) e R R, A — MR A Kl Chain BERL 23 R fiise g,
HiAi . B WE. SRl HAREEX 7 ANPrB. 534k, MITRE T KillChain FIRER, $2HH 7 ATT&CK
(adversarial tactics, techniques, and common knowledge)*, ¥ B AN i & 4T NIEH ST, FiX L B 505
AT I SR AT AR, H I8 JUAN R R DL R 45 744k B8P3 1B 2218 F(structured  threat information expression,



MY % SG-edge: W MILW T3 A% T FAER X424 R 653
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(a) 1751 (b) 17N
TR LA

AT RMML: pl, [%MonitorDir%)] read|write [%FileName%]
as EventSeql

HEIRITHRMN2: p2, [%ProcessName%) create [%SubProcessName%)
as EventSeq2

JavaiEEAMN3: p3, In Stack, [%FuncName%) call [%FuncName%]
as EventSeq3

With EventSeql* | EventSeq2* | EventSeq3*
Match [NormEventSeq]
Return Norm|Anorm

(c) 17N
Bl 7 BT RSB RE AT @A AT A E
ZEA R EEFAREE S, g A e B (endpoint detection & response, EDR)H A S EHd % W 52 Ja i
R, TERAEE AT WM H R, EEI R
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g5, Mg, #HFE PID. H P ERIBEE, H P, Namespace H T 25 ] &, Cgroup W) T % Y5 b 55,
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RECHERE G 22T . I X R U R AL, BRRE G R R BT 5 TE TR B R S8 AR, (HE 2 (AT 55 B A A 23 38
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SG-Edge T &0 % (1) B U5 8 3L 3 SO A MDA S AT 1 00, 9 &% 38 G @ 57— AR ST R B 3B R 1 43 A 5
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RS HFAE . FREN S S RGN TR, @IEAT 5% @A TG HLE] 547 5% @A S B HUR, 3 2 A 55 B AR BE
ZANAGIATIAT, 1EIRIF et B 45 R 5, BIR [ 25 59 A 1k HAAT 25 Bl A B 3T (i B 8 BT ).
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B8 il R A 55 TR B AL A
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N BAT S Tk BT 75 B A%, SG-Edge % 8T A0 (8] 57 AF 55 0 2 B MU AE 5 HE 7, IR BERT — oM E 55 & T3t
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I AEAEAE 200 us 2245, S LA 2 52 1k (35K . SG-Edge 5 T3t J& %2 1 4E RGP W g, B 5 22 21 1F RSAE
WIZEZ TR 7 —2mA iz 08”, AT 4R Ess, LA IZ175E Linux P94 LR & 52 A
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T VA AN [ AT AE B B AR T RGEVERE R, FRATIR T T DUF S8 K T A B B A 4 Sl
BAEYVRIE RS, TrustZone (TEE)M Al {5 2 & (TSM) Y, &F 5 RRI G288, It RF R R, BEFR.
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