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Abstract: The desire to protect privacy in cyberspace has promoted the design of anonymous communication systems. Anonymity
ensures that users do not expose sensitive information such as identity and communication relationship when using Internet services.
Different anonymous communication systems provide different strength of anonymity protection. How to quantify and compare the degree
of anonymity has been an important research topic since its beginning. And now it is getting more and more attention, and becoming a
new research focus, more researches and applications are necessary to be carried out. Anonymity metrics can help users understand the
levels of protection achieved through anonymous communication systems, and help developers gain objective and scientific basis for
designing and improving anonymous communication systems. A general framework for anonymity metrics research is presented,
including anonymous communication technology, attacks against anonymous communication technology, anonymity metrics, and their
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relationships. This study surveyed the researches in anonymity metric field, looking for their development and characteristics. A variety of
theories and methods of anonymity metrics were reviewed and summarized following the time line. Considering attacks against
anonymous communication, the characteristics and mutual relations of typical metric methods were sorted out, analyzed, and compared.
And the new progresses were introduced, looking forward to the research direction and development trend. The analysis shows that
anonymity metrics help to determine whether anonymous communication systems can provide promised anonymity, the metrics are
becoming more diverse, and the metrics based on information theory are the most widely used. With the large-scale deployment of
anonymous communication systems such as Tor, evaluations for real practical systems and infrastructures based on statistical data have
emerged. New anonymous technologies have been developed rapidly recently, how to extend the metrics to the emerging technologies and
how to combine different metrics to adapt to the emerging systems are the new research directions with solid application prospects.

Key words: anonymous communication system; anonymity; metric; anonymity set; entropy
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Fig.1 A general framework for anonymous metrics research
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Fig.3 Schematic diagram of anonymous communication
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22 F—HEKRNE

SCHR[1913E — 20 0o B AR I A 1 FUAR A B A, L2 5X0(4), 519 2 a2k B A4 T PO i R 1 2 [0, 1] A 3 TR 1N -

=" p(x)-log, p(x)
H(X) — xeX (4)

T T H (X)) log, N

FH A — AL T UL 43 B 8 73 5t b (0T A 45, ) 8(a) 9 ADyenr=4.32/10g,20=1,8 8(b)% ADyenr=
4.32/109,101~0.65,75 H A [A] (1 3 — 404585, N1 X - B AR I EE 2 R HER 9 s sh A ARG HIE 4
FER/NHIE S BER S AASE, N RGNV N 3.12, V3 — bR 0.72. 898, T 18 2 B 80 3 — 40 85, #B T 15 X 4y
XA RS

AD

os os
. Pr10=05 e

B oa B o
Box Box
= oo 2 oo
o =
= o I . Pri=0.172,i=16,17,...,20
oo oo
= =
ow pri=13s, || i=1.2...9.11,..20 Eon' Pri=0.0003,=1,2,...15

BRI i i A x

5 s ® s » ! 5 5 s = »

B 7 X/ N=20 E 7&K/ N=20
(@) (b)

Fig.9 Systems with same entropy and normalized entropy
K9 S AR I, 3 — 1 5 AR [
2.3 JmE
SR RO S St 1 RE AL AR B AN R T Y R A, 2B R AR R E T B R A L X A A AR S EA T
B 44 258,00 0 A — A PP A VR 30 A6 MR 5 o) i, ot 2 T DA B i P 2R 4 2% B 44 4. TR A SCHRE 2]
Y P B /N AR SR T 551 0 e 44 P, AT 380 2 G847 00, B At P P T RASRAS ) B/ 22 4, LA 5K (5):
ADpinnt=H(X)=-logzmaxp(x) (5)
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Pl 9 7 b, AT DL SR N OR X 20 P A R G RE RS SR (1L 10 fie /N 22 4 T B4 B 1 e MR 20 730 1 A0 2.54. 0%
JE R G RIE DR, B 9(b)if B — AL A RGBSR, U0 SR B 2 B A B, R BEAT 0 — AN AT e K A
FHEAT 20 A, a0 1 9(a) AL 9(b) T A 4t TR Tl D 2 53 il DA 50% A 17.2%. B B A Fr A A5 B A, ik AT Hofth,
TR, SO xR PR B A R T

24 FRKE
R ARG — BT R, W 2 3R (6):

1 a
ADgennr :EIOQZ z p(x) (6)

xeX

EHIAN—ANFIMISE F R R USHOY LI IR) R 2 5B B 4S80 0 IR, I i 1) 965 1
ACEL R P (0, R B o i () A7 000 AR 3R T P P AR B 4 1 s B /N 2 R TR A S B oo T (1 4R 481 X 2
AN BRI 0L, L IR PR 08 1 OB ok T B F DO MR B I P N TR RIS TTEX 4 R R E L RS
H o, F R AT LRI X 3 BE 1 25 2R, a0 181 10 B,

n il | | [ IN=20:uniform Pri=0.05

B8

[IN=101:Pri=0.5 when i=5,else Pri=0.0035
IIN=20:Pri=0.5 when i=5 else Pri=1/38
B N=20:Pri=0.172 when i=16~20, else Pri=0.0093

0 E o

’ ’ Mol ’
Fig.10 Different anonymity degree with Rényi entropy
K10 AFEZ%H o WEREKE T X2 RGHEAILE

]
ey T

BOBE Shha NN GWE hEas hoon moo
O 3SR A BRSO3 i 3 e 1 e R R

25 £M45
F Bl F AT A G A S AR EEAT 40 A, SCHR [2910F 5T A [R] 3% 420 126 4538 3R I T 326 5 4 B0 2R A A AR
2, DL SR 22 7 7 [R] 1 3% A% K B8 ARTAS ] 14D 268 A58 4 1 S5 I A0 300 45 S S ) 2k 5 S 44 I S I A S0 8 T FE Bk 3
R —EE BT, A R B F A BR RN (L E 3.2 7)), H & A MR 2 Al s 26 A A SRR IR T
BRI MR, R X RORBEALAR 85 RoR HUIE R IETT F= o R Mo 3 AL B K45 B 28 T Bl s Mo B 7Y 34
o B T R T R R B R B AR R T AR T T S T B R BRSSO RT IR
Ji 4k DA R JE B3R B I 8] 8 S5 0T SRAS I S A M 22 v SRS B e, LA 3X(7):
ADgyprq = H(X) ==Y Pr(X =s|F =®)-log,Pr(X =s|F =) ©)

we2

SCHR[20]45 o _E 3 T8 526 P BE SRR 10 75 3 AN 7)1 2% 1 A, 2 1 MR 3 A A 2 ot 38 AR A0 e WL 5% 0t
SEANT 52 M, 2 A0S T S et A 8 4 BT A AT RE 10988 2 TR RN S A R I 3 s 0 2 K (8):
ADcorunr = H(X 1Y) == > p(x,y)-log, p(x|y) ®)

yeY xeX
o BEALAR B X IR FLSZI A0 A0, Y #8102 BT 3 W 22 45 S BE L AR 2 X 10 & (-5 1 2 10 2 i SRAR R e
EHPRGMBENARR Y R e E, 5 E 2 D E B RR AL AR & X
2.6 tE¥TIE
AIST (KL BB Dyl )5 AN 3R 2 A 22 [8) R B 8, 45 13 36 48 0 3 O 45 B B R e & 1
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flith 535G 20 BEHLAL B X RR ESE 20 A0 BEHLR & Y ROoR Mt & Ak TEY R R Mo #F i Al HE, d)
A8 & BUr 2 RO IAE, I 2(9):
ADgeyr = D (X (1Y) = _Z p(x)- Ing% 9)
X,y

SCHR[30]45 HE — il 32 T AF X 108 AN W00 44 B2 8 T vk, DTl 5 ) M 2 O B 4 TR RGN
i LIRS WS B — AN 22 HL AU R AL, I A A b 52 L AN R TR A AN L e A T R 4
TBAF RGP DFE B2, 925 X Tor BE 423815 KRG AL Z 464 Meek F1 Bridge 5 & 1) S5
2.7 AMRRERIEENRE

F2ILE T U LRBWE L TTEES R THENEE R IS M 5 K 3R G T X0 250
R NRENEATEE.

Table 2 Comparinging different anonymity metrics in different distribution scenes

®2 ARBETHES LR

Bt 1(E 4) 5% 2(I& 5) it 3(E 7)
EAEAR B4 AR AH EAEAR
JiE k7 ARG LS5 B 5153 A B5I oA
ARG 285 5 i e 555 A e 5 A
D1 %R &% 1 5 i D1=1/3 0.5, 1MHF 0.1, 1M
D2 45 7 5 2 10 D2=1/20 DLy 3b2= {0.25, s | DT30S {0.047, S
[ %44 (ADpi/ADpy) | M 3120 3/3 3120
6 2[5 4 (ADp1/ADpp) | M | Joml & 5k TG AT B 5E vl JowT E SRR RETC 2 PG Tl v
##(ADp1/ADpy) rl 1.58/4.32 4 1.58/1.5 v 1.58/6.66
5 —1L )% (ADp1/ADp2) 1/1 ] 1/0.95 1/0.99
H/M#(ADp/ADpy) | 1.58/4.43 v 1.58/1 “ 1.58/3.32
HERBESH a X)) | @ (0,0) ™ (0,:0) & (0,0)

Table 2 Comparinging different anonymity metrics in different distribution scenes (Continued)
*k2 AR THESEZEHRRER)

5t 4(E 8) Wit 5(E 9)
[ 44 4R B AN B 44 SR AR 7]
JE 7 Y55 A 50,1 AR A
85,4 W58 B85, A5 S
D1 #T A% 10T 05 HFA 05  1MHF 017, S5MHIS
D2 ®w R 2 s | Do 20.D2= {o.oos, T {o.oos, T ) {0.0093, HoAl
[ 4 4 (ADp1/ADpy) o 20/101 20/20
6 4% [ 4 (ADp1/ADpy) o JE A B e A g T 5 A g TS0 RS 5
J75(ADp1/ADpy) 4.32/4.32 3.12/3.12
)3 — 1L 4 (ADp1/ADpy) e} 1/0.65 0.72/0.72
5/ (ADp1/ADpy) ] 4.32/1 i} 1/2.54
e H a X)) &} (0.1,1),(1,:0) ) (0.1,1),(1,0)

R 2H,D1 Ror A4 L RN, D2 Rox 24t 2 MR DA R GAT 3 FFTBER) 70 A1, L 22 7K(20), BA T 3K
MR A oA 1y A 2 A543 3

pb
1 pa, one user e k user
Distribution 1: Pri =—, Distribution 2: Pri=41—- pa ., Distribution 3: Pri = (20)
N , otherwise 1-pl .
N -1 N_K’ otherwise

Hp N KRR G LRI04 1 FRoR RZGh N AT 28 R 20 A 2 2 51 (09, BE 508 1N A 2 2w
ARG LA TR RS AGETT FIRE RN Upa, HAts F 7 BORE A 73 A1 52 15 50 (9, B %< O (1-pa)/(N-1). 73 £ii 3
FoREAENN BRGNP A 24 THEAE,FLRIETTER WA T B4 LI 2258 pb Al 1-pb, 7 — 4
B TEAENEZHSDAEA kAR Ty pb 17 B2 5, & AP Ry pb/k, S 7 1H]
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TR AT EAE ST R (1-pb)/(N-K).

PN RGTE 5 MR R T WREBWEABRE R 1 REAHWAER T35 9 i HE 45 KD
ANTF R GEREAT LU H o R G L INIE R SRR/ 3, R 48 2 B A 8RR/ 20. A RGEER R T Al 1375 2~
R APRF LR T A LARG 2@ T 045 23957 5 1 R LR T 040 LARGE 2 J& T 004 3345 2 B AW
ANBE A4 R /N TR (I 3)(ELRE 6 3 A AN [R] ) R G h AT LLAL 37 5 3 BEE I B 44 B R/NAS [ (3 AT 20) 43 A
WA ) R GEHEAT HURE 3 5t 4 BB B 44 4R 18 35 AN R (20 A1 101) 73 A AN AH [ ) R S kAT B A, e
—NARGUA Y RIE S S5 5 WEAPIAE AL RMAR# Y 20)10 R ST L RS 1A 1 AR
W R, ARG 2 A2 NS

R 2 MR B 44 B SISOk b B 07 R, BT R 1 B R B B AR ORI IR — S5 AN RN 0F AT TR W] REAEAE R 3Z
T BCH O A TS (2 B2 2B A SR K T T UIX 2 3 5t LIEEIEIX 2 3 5% 2,6 e 4w LLIX 7037 5% 2, (B 3k
X 733 5 35 T AIX 73 557 3HTEVE X 703 5t 404 — AL mT BAIX 70 3 5% 4 (B TCKR X 73 37 5 5 e /Mg AT BLIX 7
Wit SARER T I Z R /N B A4 FEAE N BEA RGO B 4 B2 58 1 e 95 370, 20 AT RETCVA T SR &
AT N R — B — B 3 T LB 28 o MEAEARKIZ R FIREA X2 EINER L 2 hER 1
TR ITVE W LIRSS 2.0 19~58 2.4 TR B A E J7 9 B4 & 60 1, 0 Z 40 10 et 44 75 4t 3 52 3 HX) 2R 491 2, 9
5N I 2553 B 35 B SR R G 1P 3 15 AN R R 1 0L

RO R R T R G2 1] Lo, ER 05 5 52 53 (52 01, A 6 R SR A1k IE A 1 B 4 1 A7 SCik %)
WA B AR 2 005 B W S A () 1) 28 408 00 1O 20 B AR 5T b 0 R AR A R 2 LR S R — P& e B B, A
RO AS TH R — AR R 12 T RS 2 B 7 (H A R I OR AN %EHI&EE%E’MEEIJD% T HER, th
AR # T EAE B 2 D 1 S 0 T8 BRI RE B AR D — R R L R B R e R R E

BIEPIME A R, AR EH IO MRS, %*’l\%iﬂﬁi*ﬁ%%,E*ﬁ*’l\*ﬁﬁﬁiﬁf%ﬁ%%ﬁ
AR RIS o A, TP IR 23 A7 4n 23 F(L0) Bl s (1 73 A1 LA 93413 2.4 ng A ng 20 B AN R GE I B 44 56 KD,
AR89 1A S0 2 3, B SRABGA B AR 7 (046, A 75 BRI AL A (L) M B A4 Rk A&

1-pa 1-pa
-n ~—-Io —=-| pa-log, pa+(n,-1)- -lo
1 nl gznl p gZ p ( 2 ) nz _1 gZ n2 _1

(11)

2
B34 pa B 0.5 B, L EH 2 n, =%1+1, P RG] LA A R AR 3 A T Bk mih g
DAL i, 38 0 ¥ 3 B 44 2R 3 1) 23 AT, SRR R 4 mT DAIE B8 v ) S AL
Table 3 Scenes with the same entropy
3 AFE AT A
RGRIMEE A n n, e

10 26 3.32
20 101 4.32

= A~ N N
D1=1/ny, 592155 fi 30 226 491
pa,  sender 40 401  5.32
D2={1-pa .. .. |50 626 564
-1 60 901 591

70 1226 6.13
80 1601 6.32

VAP f A AR DA e e T, 2 R A P B 44 R 8, P O MR 3 3 A A 3 (L0) R IR 43 A 2 MR A 3.4 ng il
g PAFR ARG E XKDk RS RGE 2 Horh— A 7B 44 82 10K/ s R 08 1 v 550 2 5, i SR ARGA

B R[] U — Ak Jas, 75 SRAR E 4 SR RRE 3 56 2, ELAA I SR A 7 72 LA 2R (12):
{padogz pa+(n, — 1~ pa } {k Pb |ng +(n3—k) 1=pb. 0921_ pb}
N— n,-1 _ -k n, —k (12)
—log, n, —log, n;
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I

R T AL A 3 (12) S B np=n,,pa=0.5 HEAT K AR, FT LA B3R 4 FioR i s R
Table 4 Scenes with the same normalized entropy
R4 A AR H— AR
RG> T n=n3 _ pa pb k_ A—qthi

26 05 08322 5 0.706 7
101 05 08655 10 0.6491

pa,  sender Py lsers 226 05 08776 15 06275
p2=11- pa 3| K 401 05 08858 20 0.6154
, otherwise’ 1-pb . 626 05 08911 25 0.607 5

n, -1 o oherwise | g51 05 08940 30  0.6018

2

1226 05 08972 35 05974
1601 05 0.8999 40  0.5939

5 R A — M oE R R ) TV, Y 2 BT T AR R AR A O TR AR G R B A T BE AT BT B AN TR
RIS B BATE W] AT B TR0 SRR AT 10 BB (L3 3.1 749) LR S s 44 8 G52 i A8 B 44 AAN W) LS 4% 11
EALE 6.1 7).

3 REFMBEWANXKMEES

B A P B R R IE 5 (BT ) B A DRAIE BN XE LUR 5 45 7 1 5 X R UL, 8 5 22 SCRR P A3 21 1 3R O VF 22 S b
0 T 5, % AR B 44 B ORI o 2 o0k T A5 R L AR 8 A5 JE kB I R 0, 5% AR B 44 R B A4 B A AR 4 5 2 10 B By
kS BB 1T S AR TT R TT SR TR (4 SR TR A, 2 8 rh A R AR SR IBR A 1 A T DA .
31 ETEEMXKMEEE

SCHR[23]%F AN 7T SR B (unlinkability) B BE & #E4T T T AL HEE, & M={my.m,,... m B2 % E REH 0TE 1)
EE A-rMFRELEES M ERIEMREL AR M R HR Kk AL MMy, M 1<ksn X T
Vije{l,... kK}i#:MnM=2,MU...UM =M, W1 B 11(a) 7 1 187 501K R SRR FiR T — A& A TH 1 ORI,
ARGV B2 A8 T AH F 10 % 2 43 B T 5500 28, 08 T A8 B S50 S 10 9 B 2 TR SR IR, 3R 7 9 (my~r (M) my); 5
MIASSRER, 2R 7R A (Miser(M)m;).

WRIG ZAE R Y R B R R A Z AR TT S BEME, 4 B 10(b) B 5 T F P 3R A U={ug,u,... U} TH RS
M={my,my,...,mu 3, H (ui~r(U,M)m)) &= F 7 up K% T 3 2 my.

B4 5% B4 5% B4 5%
e wm |, m ‘o m
mmd | =¥ WNIEFEE
T o Ml R

(@) A WA AT ek (b) 4 2 7R P eI

Fig.11 Modeling unlinkability in equivalence
11 FFH S5 R R s R BBk

KT BEHLAS & X, P(X=(mi~r(M)m) F 7~ 4 145 %8 AT H my A1 my, X HUE A (mi~r(M)m) ISR, P (X=(m;»»
r(M)m) 27 my 5 my A SC FIHE 2, i 2 Vmj, mye M, P (mji~r(M)my)+P(mjo<r(M)m;)=1.
A DU FH P AN T30 P AS T O Tk Sk 2 1 o6t B 44 M TR B K R e R AL 1 (1, ) AN T ORI MR R I R LS B iR
75 BE H(LJ):=HOX); 6 B 42 8 10 A 5% 2 ) (3845 5% 2R 43 IO AE 236 R S0 A, L 28 3 (13):
ADniinkability=H(i,J))=—[P (m;~r(M)m;)-log,P (m;~r(M)m;)+P (m;-<r(M)m;)-log,P (m;=r(M)m;)] (13)
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SCHR[28]3 1 mix [ 44 4% 5% & B 4 (relationship anonymity) (8 CRITHE 5 . K 12 Fios, % B — A
HNAREH Sy, S F H A HEHL Dy, Dy i mix 4.3 | A R%EH S TREIE S5 | AN H 93 Dyl es, 3t
TSN IS <H, BN AN [E ) R IR 38 7T e A& AN [m $s 07 BRI AN K6 D7 S RiE my 2705 msgiy, ...,
msgini X T 1<Ky, BE A& B msgy #5 A —A> F 94 D& X RA, [L..HI R H I 001, RA L, ]
R H B mix P EAA B0 | ARIEH SRS ik 4048 msgy A j A B9 D; ()5 1M %,
FIF AT B ) RE 2 A 8 T B N 45 58 — S0 TH B H LI BE ALY SRR R B R R, W0 2 30 (14):

ADgpent =— Z RA[]-109, RA, [ ]]

1<j<H

(14)

M T R G AT BEAFAE S R 00, B v — A H (03 0 n] BE Rzt iz K T oAt ¢ 3, PR, SCHR[28] th 2 H

/MR A S RT BE ) H (3

JAE I3 T BV 44 X AN TR AEK BLUX 3k 75 AN UACTT A R IRk 0k AT FE Bt A 7 B8 TS B PR T ik, R bt

AAAE 5005 75 15 TR 0 Ja) PR

@_ B4 AR5
~=~SIIITo—---
p—
s mea..
@\ > MSQip
CImsac] e
-------------------------- o SE]

% # Sender

W g2t # 1 Observing Attackers

O

H fy b Destination

Fig.12 Relationship anonymity in mix network

K12 Mix 2GR R EA M

32 ETHEMRAMANXKMEES

SR 33T t— 5 T AR SR B 7, 25 6 B 44 06 35 28 5 A5 s AR £ 4 10 0 8 3 R
4 3 G P R % R 2 I B £ MR 1 13() TR R 0B 0S R ST 4 4T E R S
 S={sMAMIHIE A T={t} 2R XML BLE s I ZIHE B 4 0% 76§ 2B TF. 52 X3k =40 B G(V4Va.E),
SR BT I L 6 301 V=S V=T E AR AT A (5 WL OB 2 e, . B FEIR A9
P 443002 28 0 Ly RS B TR K 60 130 9 2859 A S A A VT Arin =L, A =4, %1
PR 53 ), 5 S A ty51 S A 91 T DLE = 53 FE o1 FH— 25 20 B A1 T A9 18 1 s, 1 2
HE TR G0 T 8, PR T REE b S b I AT 2R 5 At Lt I 220 T AR 130 9 WA T T LA
S o A LA th 32 e, } e, B, MO HE 0 5 BB A3(0) T 4 TR, B G T DAL 404 A SRR,
b WU B s A G BOIATEAE T G o &y LRAAAE, U O TN G ik nxn (19(0,1) 4B HiFE An=
IVi|=IVa1, 201 13(c) i .

SRR
$1=1 — ] —» =4 S1 | SR, S1
$2=2 —»| o > t,=5 Anmin=1 S2 t. Hids eSn i S
m 2 »
S3=4 —»| —» t3=7 Amax=1 S3 3 i g =1 S3
$4=5 —» > t,=8 S4 4 i Sy
(a) 45 B 1 (b) =7 (c) ABHEHEFEA

Fig.13 Combinatorial approach to measure relationship between inputs and outputs
Bl 13 AR R AR R SR I

R AR 44 R 48T S N AN H 2 1) 77— X — 1R 9% 38, RV A T A s A sl — 2R 8. o
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(

RAE G T RF AP 5B R ITHL AR T B 1, B4 — A4 Ja Ty 3 5t m LA RE — #3850 S N\ N L 2 D8] 1R 56 3R A
I, R G IR AL FE D 0.2 W] R A7 7E 1 5 5 UL I ¥ 5 2 18 I, Moo 2 i AN Mt B 2 39 0. 77 B X b
AN TE I, XS G AT BRI 58 A DL FC B3R AT 128, XA 24 T iH BEAR B0 B A I AR A1 20 per (A), BT G Hh T s 26
G{VIE{V I PP e R IR R, 5 B RE A BRI per(A)2 &8 M 1. T2, S P inl @I T B 5 b
J AR R A BRI T 5 )
B 06 AN A BRI THIEZR L p()=1/Per(A), T 7t 3 ¥ s 4 F2 B 52 SUN A 30(15):
0, n=1
ADg,, =+ log(Per(A)) Nl (15)
log(n?)

ok A nxn 100, L)/ 5K U R4 28 0 85 /NS 16 352 K BF 5] A < A A B BRSO S F 1<
Per(A)<nl.4 RGrh LA — X RI& Ty Bty I 77 2E /ML 3R R — A 4 HEBI MO ni it 52 42 DU i 15 .
BRI A AT T A4 1007 R, SE B AR AT SR nl.

A PR T A B B T A 1) B T VR O B AS F  ER R OR B I A P R R G K B A 1 B TR R AR
A BT RN 25 8 T B 4805 R 48 AR NV B AR R R v SRR 3B R W T B SR B I R
TE BB, TR 7R BE 2 3R Gt b R 3 AL 38 22 1) P A A 8 A A 2, X R G B 4 A8 B b 78 3Rk (1 .3
R [34195 H :IX ol 77 22 AN B JSE X 24 58 45 14 R 3 D7 RIS 5 8k AT 3845 1) T S B0RE T 1 2% I 11437 5%, LTI 9 e 008 s A2
FE R R BT B 8 A (U7

4 ZHMEAENHEGEREERE

B A B2 B AN RN IR 3R 0 B 4 SR S R/ L B F AN R G T ARSI B IR R iR A RS K
B AN [ P9 Ja A A e, O e 42 58 B 1 i 4 A L Y S i R B R Y B R U v A ) e o O R R A D
B 44 FZ ) 5 A 3 115 5000 A B B U5 v i L R e ) AN s PR AE D i B 44 FE 4R b B T 44 FE BT U A e
B2 IR Rt DL SR B R G A R
41 ETHMESMNREERNRESE

Pk 3 B B 30K B R 44, A o 2 Ui 3 1 A B i B 44 AR e VP A, A SCER 1.3 15 PR 2 6
%77 3T BLVA T ax — 28 oh xS0 R T MR e B e 7 R R v R 1 LR
AT T A B SO AR G B R R A A M o B B 22 B o B R 1 58 K B e LV E 8 T
Dy Hhoxt B 44 8 Gt 2% B 44 10 DRIk, R 12X BE 5 O 10 et 6 Y 1 e 44 2R 4, T DA 4 5 o 0 s 44 R

{E2 YL (¥) Dolev-Yao # A o ot 3 o] ABTWT o BHL b R SR i A 28 3o 100 455 (0 94 JGL; 1 DAAT i BT 3R 45 B 51 6
I AH B AT DURR A A7 % (178 2 03 A8 %0 2T AR N A B RS 5 il 3e AT AR A B E AT,
Tt 35 O R (¥ 2 R SE A5 IEAE R AR WETERIEH R . WEERON B @ E B R, L2 PR AR A5
5 MAES . BB, RiETE. 251, RRAIRABIEZ 6 D75 igs i 7 A F 5 # E i, — A Mol g
R BA Z A RN B B E AR RRER R A X LR 2 B T e 7 E B R A R R

AR AS [ K 82 Y32 56, DA AN TR 58 77 30 A8 B A4 3845 R 40 v, 24 Bt 3 Re 6 U0 B I A T Blid i
J7 W, 2 i N AT RE (RIS AR bR AN, 2 M RE S A R AL A U SR 4 B Y B UR MR il
5 B AR I B0 8 mT LABR A BT 14 78 Tor o, 24 Teas 3 4% ) P 9 0 i B 4% I BT A Fh 4k i 35 R AE IR 1R
0 ek B2

SCHR[36]E — #7345 mIA B I D0 R 25 PR L oM 2 30T VR 0 AN [) R A58 e 396 SRS (18] 2 K P i 4
AT AR A B 5 b ) AN AS 7 8% A5 40 41 (7 B BR A TE A B AN R 2R BR AR A M) IO 00 T, N S48 — e (5 B & AU
Tl 2 A B 0, e 3 5 BRI R ) B BE SR BEAT e i ) 14 Fos AR S B A RN S5 2 B E
B AR AR S RIS K, B8 T B R BB BE SR JFAS B2 T B2 (R 0, 2 R AR K R ORI, B 4 v U 3 B 1Y
AT REPE AR T REIE N, B e B R AR 2 S AF I ARAR OG5 R AT B T IR (R
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Table 5 Attacker propertities
#z5 WhiEENK

B K7 J& 1k
& Bl W Z% R C 7% ) 265 9 e 4R
E3) W SR 33 I LB 2 90 28 i i o
W Sk ik B 4408 05 M 2 I FEAS T4R
ENG) Bl A 4% 05 M 2%
R BaA A REARIE IR 1045 . S5 A BB 5 1 i 38
” PR AT DR IR 15 1015 B SO A S 1) H ARy
P R %5%&%%(*4&%¢E%E%M%%ﬁ
~ HhHB AR\ BUE AT AT AT B 4% 0005 2% 71
S R Eu¥ix T AREE 44 e SRR T P R E AR B UME B
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Fig.14  Adversary algorithm to identify sender
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Table 8  Anonymity metrics summary (Continued)
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Fig.15 Group onion routing for delay tolerant networks
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Fig.16 Low latency anonymous communication system Loopix
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Table 9 View visualizations of statistics collected from the public Tor network
and from Tor project infrastructure
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