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Abstract: Covert channels are communication channels that allow secret transfer of information between two malicious processes by
modifying the value or modulating the timing behavior of shared resources. Shared resources in covert communications vary according to
the underlying covert channels. Initially, covert storage channels and covert timing channels are widely existed in information systems.
More recently, the focus has shifted towards three new kinds of covert channels, namely, covert hybrid channels, covert behavior channels,
and air-gap covert channels. This study surveys existing techniques for constructing covert channels that have been reported in literature,
especially the covert channels that are presented in recent years. First, the definition, history, and key elements of covert channels are
introduced. Covert channel analysis is also included. Second, a categorization technique is proposed for these covert channels based on
the shared resources and channel characteristics. The traditional and new covert channel attack techniques are systematically analyzed
based on the seven key elements of the covert channels. Third, the countermeasures for covert channels aforementioned are also
demonstrated to restrict the threat brought by covert channels and to provide guidelines for future works. Finally, the challenges and
problems on covert channels are provided.

Key words: covert communication; covert channel; covert channel categorization; information hiding; covert behavior channel
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B AR 5 2 S WA A 88 2 TR FO I 30 3R U5 A SO 7 o K7 o JESER I, SRS ALE) . FDSERLEL. SPNJ 4%
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prefix replacement) (3 it /& % A 13 18 I etk T /RS2 CS (33 2 T 802.11a/g P A FH - 2 A A ka5 B
# 4. CPR {3 18 R ] 802.11a/g Bl i ) CP(cyclic prefix)F&ii = . Vines 2 A\ PPLR S dk F2 /5 76 8 13 1 A v

© TEBREEEEIEDT  htp/ www. jos. org. cn



I F iz EH R 5L TR L R RS Rk 233

4 3 S B 0, 5 4 2 2 R SR R AT S I K 0 ) 3 B 7 24 ) P 0 A, 3 P 3 P A e 1B R SR LI
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F1 SAP(self-adaptive protocol), 44 & T A1 N 1 Ba i 15 18 . 3 Fh 5 18 10 L = B IR AT 2 Linux 82 1E R4 1 last_pid,
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15 H.inode %18 LA inode 4 5 AU 1R N Bl (5 B AR 1A, & — Fh Bt R )R R ) 45 1813 Fern 25 \P2fA] SoC %%
WARE TR E LR LL1E S 7E SoC 414k 2 ki T a5 1 38 A 1 78 A R %1 DNA(deoxyribonucleic acid)
R S A Bl S B BN TA A% R 5, R F 1% 5 545 15 35 DNA AR BL I 56 E 45 38 O RS I B

(2) HEAMGNE

FL L AH A8 23 O Rk T RIS T B — I A A X 3 S AR R E TE A L RS AT L — IR R
RBEMHUENLGGEEEEHEEREES AN ZFM X EEAEER K.

Hussein 25 A S45E T2 25 43 e 1) £ 5249 3 4 77 (dynamically-allocated shared physical memory)f% i & i 2
B R IEHERENG Bk (5 B 25 3R 18 e A7 46 U1, 28 5 W [R) R A A2 38 £ VMM (virtual machine monitor) 5 il 5] Y 1%
TE4 UL, 95 H 40 R 5 #20 VM(virtual machine) fE 4 40 (K147 23 18] Luo 25 N SURI Y 28 45 wh 16 o A% I 2 ok
[X (kernel message buffer, H#8 KMB){F 3t £ 8H 43 7 KMB 18, tH T 1] KMB F1 5 AR5 B 75 2 0A
PRABLPR, T 52 B KMB 1S 75 22,1 A I A4 T DU I KMB itk 58 — 2B R AR 55 ML 15 2.

2.1.3 A RS TE 4 T AT E 44
BT SO R R BT BR UL o s S R 2, AR W RS T8 A W i A FE XS I 5 AR A7 it R i 15 18 (10 DG B 7 i
A7 oy BT RTUE 20, L3R 13 o 17 i B A 3 10 BR 1) 7 VA AR 22 M8 7 B i (5 18 R A i T3/ 5 (add. noiise, T R
AN)[GS]\ AE I (R SE B VR VR NI 4E (add delay, i1 Fk AD)RSILL K i 3 {5 8 LV 4k (traffic normalization, i #&
TN)IOISE AT LU 23T 5 4F 5k, B TN B3R SR 0l 2 B A DIn U307 B AR S I 4645 T ) Bl 5 5 A, T e B 1 4
Ml Docker %57+ AR A b 55 W15 18 A7 15 18 00 15 3o 26 — AR 1 T 8 00 6 2 (40 7 9t T DO A b A5 3
P14 A 0 3 B 1) — A ARAR A R TN 7 v ] DA BB 8 2 90 A O 30 0 A7k TP 4435 38 1)l

© TEBREEEEIEDT  htp/ www. jos. org. cn



234

Journal of Software ##33& Vol.31,

Table 1 Summary of key covert storage channels in recent five years

F 1L 5 FRBEAT R fEE

No.1, January 2020

R i 15 18 44 R RIETT BT LR YR i W L 1) 7] 25 WLl VR 48 bR PR il 75 ¥
e = 5‘ .
et | bl | g | ogesmr | KOEE - - |
Client-initiated . Web HTTP [ ONERsS - o
HTTP cCl EIURPC | s 3R (GET) % HTTP R ™
Normal traffic 1P Ml il Fn 1P bk - s
imitating CCI*" PC PC UDP 1K 1 UDP f1K [ pries TN
Sensor Orisen - S r A b B Eanelyic e X PR, | ey
data CCl54 WA Eve % WL AR IR A - NS W 2 T g &
Network time - [ INERSS T E X g
protocol CCL! PC PC NTP i B € timestamp fleini ™
MITM HTTPS N ONERSS g X
cch PC s 2 Hrii b, FHTTPS | BuRti % - ™
Port ™ NI T sE X FRER, | ey
knocking®” & Pt PC k% 2% & A o o s V216 7 g
DNA . g\ F ANLAE R ANAZH R i X
cc® LA | BN DNA FF51% DNA_| Bt o1 N N
Basic; inode; por Eas AN HEILE B [ npu e SE 1L N
KMB cclt! (container) | (container) | #H EB\FI R i JE] T NRES baylilingas
- 24 i o e
Covert rojen | pape R s e || e | BRI
WiFi-STF PSK. . | ERROLRE | Bk
WiFi-CFO FSK: | \1a o e | VOISR | morom: | prmin | e | Redd
WiFi-CS e MANERZE HT-LTF IRTIEES ik TN
WiFi-CPRI™ TRHCP | Fawrice | MLl
Binary; “ iR (& [iFipre
Multi-symbol ) - 3 RO | gpgron | SOF R | ™
53] R WA " 5 b o 32 o e X i TN;
Rook wrow | mpm | PG | B | e | wwx | wms

2.2 EIEIRRHIEIE

R ] B A5 T 2 2 40 A9 I %15 T 0 A b A5 3, ) D 199 6% 8 A i, 2R 5 R e 52 S 0 09 B () 5 1k A N BR A5 B
I #4445 2 2 47 16 1 1) B 9E (access latency) F69, [a] R B 4 4%,
221 WL A BR RS

(1) 310 B ) 22

A0, 171 R T 2 B I I 15 108 A 28 D P ) P R R, R/ R 090 0, 199 326 B [V 9 5 . s R AL 1) 308 23 1%
—ANBIE, 2 1PD KT Mk B8 i R BR RS S AR L(LLAR 0), 24 IPD /N b I B R R BR RS 2 LR O(LL 4 1),

Tahir %5 N\ PR T 5 R 400 0 2% (16 P ] e 08 328, £ B 55000 w0 1) 1 2 O 446 5 R 7 38 2 R0 85 1 R 900 A 4%
FPAL L (E BRI 7 Ik 1R A IE R SR AL Y IPD s B0 4 0 B BRI T I R SRAE TS IR T B
WL 7 A R 5 A, T BT A A 0 B RS S LR O, 2 N L RS 1. Tahir 5 NGB VP4l 115 18 (¥ SR A% i 26
PR T — MR G D L S 56 45 B 2R B {5 18 T DU 7 b 2 iR 9% EC2 A1 Azure 51 (¥ 22 4= #Lfil . Archibald
i N SSR\ Sy A0 5 B 388 1% 3 300 % SR 5 v PO 500 (A ek 2, 500 B — 1PD et i, B2 U0 AR MR A 1PD
KX 73 LLAE O FHLLAE 1.8, Archibald %5 A7E Skype H1 5T 2 AN 1PD ) 8044 £ I ] B i 5 18, A6 15 37
Bt I 0 1t X2 0 AR R B i 45 . IR0 I 38 51 N gt SR A Lo o i i 5 8 B2 v 1 (5 B B Liu 25 NI i 7 A4
15 5% i (analog fountain codes) LA K it HI B2 4 A A AGAE 42 (general model-fitting coding framework), i3t — 542 15
Bl fE 70 1P W45 B A% 5 3 5 b BT A Liguori 28 ABI3ET- \PD SeBl 1 3 Fft JT I 1] ¥ i 7 12 (open-
source covert timing channel,faj#k OSCTC),4:iE MILS(multi independent levels of security/safety)Z& {4 (14 % i,
FEIFE T RS AL 2 5 ML A B A A B S L Ry OSCTC {538 I FH — AN 52 AR =X AR IE R 3% 5 Al
J7 Z IA S B 25 58 2 B OSCTC {5 & FII il Manchester Coding {4 [A 25 ML, 76 L JE 6t 1=, 55 3 F [ 2 OSCTC
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T8 A5 B Hamming Code {fIE B 38 15 (1 1E Bl M 38 A — 83 T 308 (4% 0 2 1) Bl £ 8 10090, 26 A5 i ik
e ) [ 5 3 T pA) 0 0, 326 D 2 S G A AS [) 1 B A5 6, 2 o 2R B0 T miT SC R B 5 Bh 2 4N 1PD R i i
72 R B ) i £ 18

(2) FIRARNLN (R

1Pk 28 15 3 3 o 2 ) 22 A B A R 32 B ) B8k B B T i L 85 i A . 4800, T A e 3 ) S R 3 ok
s 1) A5 A Bk BT R e D

El-Atawy 25 A B4R 4 7 ) 6 FE %3 £0, (out-of-order packets) iy g Inf i) 18 1¥ 77 55, 1% 07 V45 YRGB B kA IE
RO AR 5 R s B B b R LA B, P 30 i S B I (928 4k 5 codeword O 4 A
Rl 15 2. RIS} 1245 85 45 ) — 39t 1) S S A% 25 5 (binary  reflected Gray codes)ZH IE F& i 15 B o (48 i% . Herzberg
285 NTUZEFTAS VPN 3 5 2 1) 23 S5 28 b e 7 B 538 455 38 R 3% 7 2 — MR FE A FE % ) MitM Xzl
F BT R4 AL T A VPN 36 25 _E 1 MItE(man-in-the-end) 30 2. A MItE Ty 2 3 i 0 2% 1IE 8 8435, T
MitM X 25 38 48 S H 50 A 0 0 42 1) 50 A 380308 2 0 7 10 ek T, BT 0 L) 852 i A5 5.

(3) 4% G247 o] B 42

1L 2 B LA T R R G HR % R R A7 (R U T B S A S R A5 B B, 1 I — B AF R R AT T 2%
17 [ BRI AS 08 BN R L A8 B T 16 77 1 4% 2 A DR L B i I ol — 28,

Liu %5 A48 B LLC(last-level cache)is Al i ZiE K46 #4782 1 5 R $0L ML 1) B ik 1 38, 1% 45 18 R A PRIME+
PROBE HiEHi{# 115 B &M IE# R AE R 45 PRIME [ By, K% 7 MR 5 & 3% (5 B3 A LLC, 2 Gk N %
FRRAS.AE PROBE B B, 20 7 2 S N LLC mf 2%z BOCHRCH I W0 5 U 1) ) 28, - AR 408 ) ZE K R AR B i 15
BZEEAKIR T AL R R G R0 5 38 A 3L 22 9 77 i BB, B v 2 1 S A IR M. Yossef 26 A
(144 bk PRIME+PROBE ¥ JEH) T JavaScript, FIFERE T LLC 97 1] I ZE B T AR R 10 6 i 135 38 2
7RG T IR AN EL SR H B ALEE R I% J7) T 56 0 28 50 R A T 2 75 S 0 0 ) 6 8 U 1) — A s o TS i U
(0 9 0T, ek 2 23 ) LLC #2538 9 00 Hp (R 1 P 2%, BT PRIME 25 B0 3% 1] I 28 4R )5 B0t 4 51 5 B ARHL
R BB E, B AN, H BRHLES 0 Y BT OGN DX e S E S 43 LLC H I A R Ak 2 5 B A
47 PROBE 5 9%, 38 i 15 i iy SE ] AFEIN HY LLC P9 28 B9 AZ AL, AT AR5 B i 5 B[R] IS 723 3 7K LLC 15
i) B S P S ilh b, R SR S VEAE I P AT R LLC AN [ U5 o B S 2 TR ) 2 W 5 6 3R, AT A4 B 3 i 7 4
I FE P AT R 32 AR AE S8 b 3 p LA Bt v )

Yao % NVASEF ARS8 — P 1707 1) 1A 1A 28 465 #4045 2% b 10 1 28 2 7 (socket) 2 T K 17 IR T s e £ 1.
A ERETFHA RN L1 A7 LLC. 2 — AN B A V) 1) A A ASE A 22 17 Hh I R 9 4 3 A i o (local miss,
fRIFR LM), 21 i HAh B 8 7 B AF VR N AR — E 0 LLC .25 B 4 v, U FR Az 72 4 Hh (remote hit, fii R RH).
AR RH I [A) A T A b iy o B )R 3% 5 B RS BhR SRR R H RS &8 T B RAT N,
RIGHEREE N AN B QAT P R 0T A7 R 7, 72 A LM, B 18] K3 T7 IR A7 07 4 RHLZA(E
AL R R R 1R A BT A 4 A RH; RIS 0 B, 8005 P2 4E B RH.Irazoqui 25 A1)
5 AT OR BB 4 I 18] Bk 5 B #R R T A Intel Kb FE SR, H 2 E RS A (inclusive) (#, B = T ooz 2
(exclusive)ZZ 771 B A1 38, IR k2 HH T 25+ LLC FAT 18] Ba i (5 38 . 5 2 5T 7 VRS 1R 2 1245 38 I A8 5% 0 17 il
RIEES% cache (B 1] 22 5, T 2 1) P 7 1) 28 7 BT 6] R0 10 P 72 BoF D) £ 222 310 4 L B i 425 J. s I &8 TR 52 1 - 2
1£ 1 DRAM(dynamic random access memory) & ¥ ¥ e I 8] [X 5315 K, 4 Wi 75 vy LAAR 488 it S B s o 0 s ik
5.

(4) 2% 35 S 20 A i B HE

1 2 B3 A5 T R 2R 5 R I 2 A N BRRLAE B I, 191 T = R 45 v 0 S 2 A7 i DX 3 DL B P =2 ) B 3
) CPU %5 i R 5l 4 1 B IR

Hovhannisyan 2 A\ VeIt T 2 IR 2% v 5t T 5 52 347 (deduplication-based, i < DB) (B 15 18,38 it 5 1 4
T AL — M A b 2 A7 B B, 5e M 1 TR 2845 18 R R AR 1 BUARR IS 2 A% O BB o 5 A [T s 5
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B0 MR 55 35 RAE i — 0 R AR B0 B0 P A — AN ST R B TR B 2 K T A — AN IR 5 4% R OB ST
I 1) 4 AT 7 W A A I T £ 1K AR R i 175 6 Block 2% AT7717E o 1o p UL P 80 b o b S0 T T bl
41 P P TV 25 0, 122 A5 3 R D 3% 5 R 72 HTTP 3 5K GET M1 OK 2 [W) (4 s 1) 1) o K 461 4 0 B2 A3 924
PR 1 RO T 2 R KR T R 8 AR 55 45 v 8L 17 SR 10 3 3 AR 18 i B GET R OK 22 (1] fY e 1] ) o K - T3 8¢
BRI 24 3% LU AR O B, R 326 U7 U A ek 190 R 2 i T R R T8 s S A A R 0EAT 025 T4,

Wu %5 N2y, B BT 58 6 15 B B2 4Ll x86 2R 8 14 et i {5 168 2 Sz o vl Y 0, DR B4 1 T AN LA v 5 9
e o] Sk A R 5 158 1 AME 8 % ) CLines(cache lines)VE RS B BRI R, R % 7 il 1 17 o] — 2 41
{17 CLines BSR4 77 i il X 6 22 77 B T Rl B R AS, 32050 7 I 7 ) X 2% CLLines B SR P A7 R ik F7 A 2 AR 4 8 <
T AR B A S 5 2 RS IR 58 1 PRSI R A CLines 5 ey PY A7 A 28 1 FH A 2R ) 8 0 25 R0 28 TR 25 40 3 4
b4 0 ANELHF 1,3% 458 (8 ) FEC(forward error correction)filh {f-3iF 15 18 4% 4 IE A 2, 358 F 2243 2 U1 B 4% 4w )
(differential Manchester encoding)fi &k < 3% J5 FH B2 UL 7 11 7] 25 i .

222 ARHuI [RIBE S E

(1) 2475 1) i) ZE (A= Hh)

1M R Rl 15 T8 5 5 T R A7 10 X 4% T B i A5 3 AL, AS ) 2 Ak B 1% 45 18 32 LR FH Al R G 45 K% 77
B ) B A SRS R 5 B S — REAF . BB SRR E.

Naghibijouybari 25 A "81F] ] GPGPU(general purpose graphics processing units)7E /i /4~ G2 B 3558 43 (1 72
2 VA g R i A T8 % T 92 1 S A Ak T4 [R] SMi(streaming multiprocessor) b R P A 1 3T Ly 2245 80 Btk
B RGIRE T T L S B RE TG B E SM WA B2 i B RS AS B8N T B 79 M R 13 T8 A% 0
SRR S8 I B3 B 4 USSR AT IO N 28 R R AT % 75 iy mP A SR U7 Il B AR [F] SR 2R 7 B O A 15236 45 R 3%
WA AR SE i I FE S 112 AN b R 3, T S5 4 i IS Dy 49 AN R U, 4 45 045 1 B A S T M R A T O
BEA [R5 LA LA CRAIE B 08 15 10 1E 3 34T Lin 25 AU L, 24790 AP T45 A R B RIE T SRR # R %15
BB Ly - P I3 FEES RS — AN THENERE RGBTV L &7 R THE AN
D 1] I 48 LG4 B R K, T AT 38 1 B 5 B BB RE 1, R Z UK 0.8 Fax ROy v, i % %1t T BPLSAP 1 TCTP
18,3120 WIFE Linux. Xen f1 Fiasco.OC iX 3 ik R 48 7 LAz 8. [ B, 36 5 ;1 HLPN(high-level petri nets)
Xt 3 AME B BEAT JAR, Tl 3 M 1 AR S R

(2) FLZZLH A 1] B 4E (A Hh )

PE SRR AS T8 5 R0 4% S 2 2 0 I 1) BE i 5 38 215400, 1B 2 ) FH A i 2R 48 v 1 2L 4 D B 15 2 R 3, 49
T, ELAT i X 35K 28 0 43 S T 4% (branch predictor, fRI AR BP)ZEFE 7 2 [ iy S 22 [ A sl S 1 5 05 R 36 07 3@
B2 I P I S 21 A B 7 I I S 4 K g P B £

Evtyushkin 25 A U9 By b 7 5% 43 <2 7500 28 75 19 /1 388 0 2 2 1A Ay S o i £ T8 . 24 0 1 5 — 0 S Bk
HELE 53 S TN 2% mp <<y v i) b ik 1) 6 5 B T B /N S oy R 0 s T, DR AL T DR i Sk 26 B 1) 4 D B RLAE
PN R AR B R B 0F — A SOk ik address. 24 A& LU AF O B, K% T S AT A S A address fARH,
613 BP WA EE address [ 1342 &7 address (HACHE (EAAT I 1) A8 K R Sh B R EL A 02 N 1.
Evtyushkin 25 ABUIEFIH] Intel CPU kb FE 3 (5 T Skylake Z2#4) r (¥ HL %k 2 B 2% (random number generation,
fAT PR RNG)E Ay Bl 5 S5 3 A 1245 1 38 i 5 O\ — B NF 8] 9 rdiseed 46 4 FOHAAT Y3, 4% 1l CB(conditioner buffer)
P BE LA B 36 i CB 1) B 35 4 o CB R FE R I BN = 36 4 A, R LS 1o 2 RN RS2 4 45, 3%
7~ AR 0.1%45 18 %/ Simultaneous Scheduling Intervals 1E g A28 B, 48 ] RS(Reed-Solomon) £y 4t il {F-4iF 15
SEROE A G
2.2.3 IR BRFAE 1 HT A A AN

W 2 PR, ARTTXHIUT 5 AR AN 8] [ 5 8 5% A O (¥ 5 B F 5 AR AT 20 A R 45 5 A7 A B i A 1
AN 7 B ) 558 i A 10 2 3 B YR 3R 4, 5 BN % A7 S5 L 2 R IR 00 U i) N S R AR AR A R IR BRI S, BRI T i R
XA R A5 R DR Ik, — M 2 SR ik 3 4 14 77 A B UAC 7 X A DX O3 A [ £ U7 I B 5, 8 38 SR BBV B 4
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VIS TNV 5 7 X e U1 10 7 0 2 A T A R 7 3 o P82 () I i A5 T 1) B R 2R 2 RT3 5 AR IR
FC AR T2 ULHE T 2247 A1 IPD [ 18] 538 0 AL A HAS TE 1, WF 7035 BRI A RNG BP 259 WAL =415
A I TA] S A5 T AL I B 7 9, 30 e 5 0 g 2 VT S ) 7 925 T L PR ) XS 135 38 14

Table 2 Summary of key covert timing channels in recent five years
F2 5 FESCHERT A RS 1 g

ERELER | Bks | Bl | iR | mein | RERE | Wik | R
ot | pe | pe | e | MERRY | gl | eees | GGH
oot | e | e | gepe | SECURG ) SRR RERRE D e
PRIME: | emn | e | o ARMIE ) by | MRS RS
Sneak. o | s | EEE | maase AR | AR | GO
Peekl®¥ BRI | R A i 1] T iR ES I 2
oo | wr | mr | wme | PEUE LSRR R | e
Seyinthe | | masm | Lo » J'Lj ,H;f - et i%iﬁﬁt
et | met | e | mgea | SRR w | fOREES | ERSE
ePary I T PEE L R | e | TR
o ogrn | | R | RS | i - el | R
Cosproosss” | wr | mr | EES | e | PEX | gms | NI
couPe PC PC IPD IPD K41 Egiﬁf; e ?ﬁuﬁﬁi
g | e | e | e | FO0E | miws | e | s

23 RARKEE

TR A5 T 2 A i 5 135 TR T B A5 0 R 45 5 T 7™ 2 11 B 0 15 AR 15 A7 £ 2 i 135 0 e ) B

A B A B, e S R i f5 TE AE

=R
;%%'Jl

GEIR 3 — AN 7 T 7E K 2 B0 0 T 2 T vk R I A 3 R i 3 2 I AT B2 80 T 1338 I ok il g 9180,
Wu 2 \BOZE Android T HLRTR 45 8% 2 1A K 2 1 1A 845 1 biTheft [ (538, i ] URL 9281 IPD /£
FeZF P biTheft RN 8T F AL K Z R HIH P RRAAE B AR 51 X (5 B E i A\ B URL W& R IF K%

PSR A MR B R PR IR N T Bl 5 J2 3R T 115 T8 A AU I 3 =

B AR 55 8 ARAE B0 9 75 IR 45 B MR AR A RN B IPD H I IR B & T LB LEE— SIS P RS B
Mazurczyk % N\ BUKE i (5 23 N B SEIHAL 4 9 b A A TF 4538 H 6 VoIP(voice-over-1P) B2 L4 (5 B & 3%
7 SR R 3% S R A B O B LA K IPDLA TS 1B U7 45 B 3 2 39 4 18 A0 A, 1 4k [0 000 £ B i A5
T8 B2 AT LR S B X e A B P Bk A B %A T A R IR K L ) B e T — A BB DRI PR
P (B ] PR ) T % R Zhao 5 AN PIEE TR B HR IR H T L MPEG 4 $Uife it 9 il f3 R 3k o (45 3.
Tahmasbi 2 A\ PS15ET- EMD(exploiting modification direction) 75321 802.11 DCF ¥l 32 H 7 —Fh#y % CB
(code-based) {5 & [¥) 77 1%:. DCF BMSCE ik Wi W7 A5 38 PAY 110 368 45 R 245 A6 00435 8 5 80, R 0 00008 /6 1) A 3% 1) Bl e
RAEREAE.CB 3 A 1 A 1) B 4 B — 6 43 B A5 B, R R 2 (5 B EMD BiR BRI AR R4 1Y) JPEG
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& H A EC T DCF Bz (538 1M°),CB {5 1 1) 2% B A7 W1 LI # 7t

AR 5 IR G RS A TE I OGS FUBEAT AT AR 25, W3R 3. 5 T P SR R S B AN F) LSR5 IE I
A5 2 b g R L], LA IE RS2 AS (7] £ e i A5 5 8 A ) T, V8 45 R i 15 T8 4 3 5 0 U 10 25010 R0 IR TR] 5 P8 £ B2 345 AR 45
S5 I TR A5 1 A o R B Rl A O mT UL B T

Table 3 Summary of key covert hybrid channels in recent five years

&3 L5 FERMIRGRRMEIE LS

B i {5 18 42 Bk RikTr oy | HEAE ADHLE] | FBHLE | SR SEAR | BREIDTIR
biTheft® | THLIIKES | %8 | HTTPURL; | URL W%, _ _ N

(CSC) (CTC) IPD IPD K:/% AN ZE

Code- - PG pC JPEG; Epy Vﬂ?fi; %l&}f ﬁ%{?ﬁiﬁ%; PJ"JJIJ e

based CC IPD IPD K/ | FReiair RS N0 4E

24 {TARKIEE

AT FIRRIE T8 F B B L R AR RIS S AT R I S T B i 5 B, L 2 R a1 L &
i, M EURE PRI BURARE Re s ) . S DO L R (S BB R T IR A B IR S A AT
AR R R TS TE I R

Kohls 2 N\ Bl VoIP w28 4 351X — I %, B DSSS(direct-sequence spread spectrum) R % it
T SkypeLine [ it {5 & .SkypeLine Fll & & (5 S 1E B HUE B0 E R B Lhgr 0 FOLEAS 1 WU 2 AFKE . A
I P 2 B M 25 R 1 4R R 1 e 3 2 81 5 N OV 3 3 o R A R R B e e S VoIP AR A S TE BT
SkypeLine f# f§ RS Al GC(Golay codes)fE 21 #8584, H:F|H VSD(virtual sound device){E i il # H A4 N 15 &
2 [) {748 O, SkypeLine 7] LA B 76 4T 2 1 VoIP %% = 3% . Hovhannisyan 25 A B\ g, 5075 5 T IPD 19 i [ B i 135
TE FE 4 2T ELPUR DU A, DR L3 H T 2 B v 88 (0 AT D W e A5 3 . R 36 D7 3 o 2 o) 000 0, 7 A i o R P B
2 3o (1 % £ 2% g B oS i £ R R IR MR 0 B 3 B IR I R % e 2% 4 S AR 4 B, 1910 20, A Route Wi B (1 B s
£, LR 0.5 18 &1 0F TCP A1 UDP 38 A8 43 51 B 11 1 AR B 04 18] 25 ML), B0 £ B B 15 1 IE i 36

Tuptuk 2 AP Orisen 5 # 115 5 1F il (5 B A9 # i, 38 i RSSI(received signal strength indication)
RSN AN B AGAS S 10 50 55 R85 A5 38 R 32 U 3@ o R ok B L 1R R S Th R Y AL Bl 5 2, R £ K 16 L FRRT S
fith (preamble) % 7 & i (2 2045 460 (19 - 46 1% 13 18 18 F Hamming Code 15-1iF 4 % 1F i % . Ambrosin 25 A SV 1y 4 4
B P 265 B B R ACRAS R D RS B B B A R A A %S TR R B R R IR T
WSR—ANREONFEEE BN AR CziF R RGP, N EM C LW 1ES A8 PIT(pending interest
table) ;58 J5 2RI RIFEE SR A AR C 3 C & TH ORI AU RN LLAF 1,415 C SR8 A W3 He 4 0.

Shen % \DOVRI A3 SE 38t HTTP WA MA B AT A F 2 Bl 38 LiHB. 30 W 88 4 vk U I i 23 3% N A
HTTP 3% 3K, I MR 48 U8 B B0 N AME SR AL 3 M AN HTTP A LiHB 1 % 12 77 067 - 30 B0 2 o 388 5t 4 o o o 4
VRS HTTP S BT AL & (093 SR, i st 4 0 B i A5 23Uy 7E W) DG b AR B i (5 U8 0Ly i85 TCP 19 3
UAR T WU AT [F 25 . Shen 25 A%t LiHB {338 #E4T i ik, 32t HBCC(HTTP behavior-based covert channel), 5
AT LiHB 52 U5 19 A [R] I T2 (1) 8k 550, R FTS(frequent traversal sequence) 3 7t T {5 1 25 & FH 0 RS 00 12

Mohamed % AP H (1) PSCAN 15 18 & 35 T3 11 HF 36 AU 4T M e 1508 . R 3% 7 R 45 72 =ML — 2R 770
FHFE SRS g i Bl (5 8, b PR S 03 1 RoR Bkl 1,50 RS B0 L RoR Eebs 0.3 & 1) H A 2
L3 171 252 306 375 SR I 455 A4 W 7, MR 908 ) 7 P 25 R 3 11 FRDHR 285, AT AR B i 15 8. Q1 5 ATV 8, Y P AE B T L
TR B 14— SR S AT RN B A 23 DU A TR R O B BICR A 328 17 R I e AN [ (94T 2 2w ) s i £

R A4 ST AEYY T T 5 SR RAT N BRIUE B R TAE AT N RS BAR R T L = R IR, IR
T B RS 7 5 A A b, e R R A i b D B A S T O R i A L ) O T R R KR e R
PEAE. R B B R S R AT AT 3 245 TG R, B i S A 3 AR B AT v E s A R b ) 45 1 Hh S
gt 355 25 5 10 AT DA B AR A 0 25 B, BB AT b B AT AS 8 B BRI 5 4 AT A BRI 38 R B I ) i S R
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Table 4 Summary of key covert behavior channels in recent five years
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Table 6 Covert channel restriction methods based on the channel categorization
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