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Abstract:  Studies have shown that the adversarial example attack is that small perturbations are added on the input to make deep neural
network (DNN) misbehave. Meanwhile, these attacks also exist in Chinese text sentiment orientation classification based on DNN and a
method “WordHandling” is proposed to generate this kind of adversarial examples. This method designs a new algorithm aiming at
calculating important words. Then the words are replaced with homonym to generate adversarial examples, which are used to conduct an
adversarial example attack in black-box scenario. This study also verifies the effectiveness of the proposed method with real data set, i.e.
Jingdong shopping and Ctrip hotel review, on long short-term memory network (LSTM) and convolutional neural network (CNN). The
experimental results show that the adversarial examples in this study can mislead Chinese text orientation detection system well.
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Fig.1 Impacts of adversarial example attack
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Fig.2 Examples of generated adversarial example es by WordHandling
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Fig.4 Adversarial examples generation process in this paper
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2. forxin X:

3 Scorei=F(x)

4 score;=S(x)

5. label=Judge(Score)

6. for sin score:

7 if label=="pos’:
8 index=Rank_descending(s)
9 elif label=="neg’:
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11. for i in range(m):

120 Xigeri =T Kingex 1)

13. return X’
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ANTR] A 5E AR JEAEAS B A A8 SO R .
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Table 1 Experimental data set

F1 KR HIRE

e BRI VRS ER SR VES B
R4 A 07 11 2 43 2% A0 i 1 2K
Sy REH 2 2
UEEICE)) 6 000 4800
MR (5%) 3000 3000
AR BIKEE(T) 108 37
SCA K () 146 26

SEZG FITAE FH A 2 T O 45 AR T G VEI8 B0 R0 5t R W VP 1 B0 3o 485 R 3 6 DE S Bl 5, b s BUIE 47
VAN TR 3 000 454 A I ZRERAS, 53 BEHLEX 3 000 4% A g i RE AR 328 47 038, 308 BP0 I 2 05 B 1A T 240 K P A
108 2, FEKE N 146 E 54T 5 AR IYIVES B4 42, N aE I 2 400 4% H 2 VPN DU IE THIVE IS AT 2 400 4 — 24P
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M 1) TR VE AR A S T ZRFEAR, 53 BEALIZEL 3 000 45 VPAN S MR AE A IR B K I BB P30 K B ok 37 2, P E K
FEA 26 -5 B v IR AN IR BT A8 FE 2 1) 300 L 28 bR 202 B A0 19, IE T VP IS AR A AR 10 28 1, U PR FE A bR ie A
0,7 % 5 X I RO AE AR 1 43 A B ABUE R 0.5, 0, BREAE 5393 0 0.6 F 0.4

T RS EE ) WordHandling ¥ 2801, AR SCR FH FRSE YIZR K LSTM 5 AXAE 28 % 199 A B3040 4 o 1 ik
SEFEATAE U, A R B 1D o SCRE B0 AR, HE X B8 X PR AR AE D i N6 LSTML,CNN 5 28 Sz il 38 80 B idi 0 T
WordHandling 5 25 5 F0 7685 0 D00 2 T80 3ok 3% FEE 2 S8 280 tof £ e 60 070 A5 A ARG 00 1 9 ff 2 Sk A B, T Tff 23 K,
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42 TWFHERLE
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Table 2 Verification of WordHandling validity on two datasets
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A SCAE AR N SCA AT B R U 2 B B ORI 18 S Ak EE A0 BT 32, 3l A 0 8 18 O B mU AR ARSI 52
B vh, SCASKOIE (1 COIR JE m SR A SCAS K 14.1%, 0B T SUA K N2 2 — 5 TR 5 Ve
¥ 4, A8 H WordHandling 59 A4 R BURE AR, JFFE IR BE 2% SIS kAT B8 G el 2L P - LS TM AR 4G N0 174 M
R 92.38% T FF 2 59.03%,CNN FERUE I A AERT R 90.12% F M E 66.42%;5 T 5T R WY VF 8 Hdli 42, LSTM
LA I (1) AE T 2R N 88.51% I 421 61.25%,CNN BB Il (1) HE R - 87.82% I F4F] 67.19%.
AR EWE 5 FE 6 fir.

095 | THARZ BENHEZ 095 BEHiEE ANk

t 5 i DaspW ordB L S i Diecp 4B WordHandlx
(a) LSTM #52%f Lk SE 36 (b) CNN #EBE0F LE 52 5

Fig.5 Detection results of adversarial examples on Ctrip data in Table 2
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Fig.6 Detection results of adversarial examples on Jingdong data in Table 2
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Table 3 Examples of original examples and generated adversarial examples
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Fig.7 Change rate of accuracy of adversarial examples with the modified amplitude m on Ctrip data
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Fig.8 Change rate of accuracy of adversarial examples with the modified amplitude m on Jingdong data
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Fig.9 Ratio of sample numbers to total samples in different WMD distance intervals
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Table 4 Proportion of long and short texts in different WMD distance intervals
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0.8 &Ll L 58.1 41.9
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Table 5 Examples of WMD distance calculation
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