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Abstract: With the development of the privacy protection technology of the Internet, identity authentication has been a guardian of data
andcomputer system. However, there exists some weaknesses in traditional identity authentication technology asit does notmeet
requirements of the new information technology, i.e., the rise of the blockchain has raised higher requirements for identity authentication
and it not only needs to identify different users but also has the necessary to protect the privacy of the users. Anonymous authentication
technology is a method to protect users’ privacy hiding, but most existing schemes do not supporta proper supervision mechanism. Once a
user is dishonest, it is difficult to trackits real identity. Therefore, it is necessary to establish a regulatory mechanism in the process of
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anonymous authentication. In this study, a supervised anonymous authentication scheme is proposed to solve above problems. On the one
hand, access rights are provided for users by anonymous credentials, and users can selectively exposetheir attributes when they need to
present their credentials. In this way, it can assure that users” information is under protection. On the other hand, a regulatory mechanism
is introduced in anonymous authentication, which can track the real identity when cheating occurs.The supervised anonymous
authentication scheme is constructed by secure cryptographic schemes and it is proved to be semantic secure. The proposed scheme is
efficient and can be applied toconsortium blockchain and other supervised anonymous authentication systems.

Key words: identity authentication; blockchain; anonymity; supervision
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Fig.3 Model of supervised anonymous authentication scheme
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55 B AR 15 3K CertQst=(Nym,IssuerNonce, Cq,$1,52).
(5) UETIIH R IAE
CA B 7 IIE B35 K 5, 8 JG# AT S AE, B ik i F2 a0
a) 1At =HSK® - Hrand®,t' =t"/ Nym®
b) A HAERAE ¢, = H (t',HSK, Nym, IssuerNonce) VW Cly =y T IR A TR S W P T i sk A
2075 ), P UE A SR TRk, CA FE 48 54 I P AR E 1.
(6) A=+
B PRSI SR MEAE Y attr =[attr,,...attn ]e Z§ ,CA B L PEREHLEEEL e,5'€Z,, R 15T Bi=g1-Nym-
Hrand®,CA FIH AR (D) A AR Q) H % 4:
B=B,[] ,HAt™ 1)
A= BeTlr (2
TR EFIET Cert=(A,B,e,s'attr).
(7) tHoRIES
F P AEAS S I 75 B H 7 UE 15, S0 E 2 ) 48 58 75 22 1 7 10 e 1, P o) 3 2 Bl 1) s PR (B3 1 NI
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FruEAT AR, 30 HiddenIndices=[1y,..., 1], 2, 1; A 75 2 I 0 Ja L AR PR R .

FH P B e BENLIE A v T e Z) SR 44 Nym, = HSK™ - Hrand ™ 28 J5 % TIE 13 11 (¥ 28 42 B ALK, T
HOA =AY, A=A .B% B =Hrand % -B%,s=creds+s',s, =s -1, /T S5, FH " BEHLIE PR BEEL o, Be Z,, 7 HE WA 4l
BhE 61=xa, S=xB IV T H P RA xo BB A sk RIBEBLEL e,s, o, BT 22 HVE I, i Ky

NIZK{x,sk,e,s,a, 8| Nym, = HSK* . Hrand™ A A'= AT A A= A"*.B% AB'=Hrand % -B A5 }.

RGBSR T

a) BEHLEPEREEL vy, 0,0 0 0y €2, B0 n, =[n ot 1€ Z) 0 | KPR —dLREHLEEE R T 50 A 2051
LTS

t, = A" - Hrand" (3)
t, = Hrand"™ - B" . HSK 4
L=t 'HieHiddenlndices HAttrirai ®)
t, = HSK ™ - Hrand ™ (6)
b) BENLIEFERER 1, 1y 0, 1y € 2, U T B2 50 57 4 0
T,=u” (7
T=v/ (8)
Ty=K:-he*? 9)
R =u" (10)
R, =v" (11)
Ry =e(T;,0,)" -e(h,PK) ™" -e(h,g,) ™ ™ (12)
R =T u™ (13)
Ry =T, -v ™ (14)
c) WL R m M BEAL™ AL — A 44 nonce e Z, SR J5 I R 41 2 Aok ST Bk R AA :
c, =H(t, t, t, A, AB’ Nym,,T,,T,,T;,R,R,, Ry, R,, Rs,m) (15)
c=H(cy,nonce) (16)
d) M5 s fH:
Sq =Ty +C-SK,
S, =r,—C-e,
§, =h +C:h,

SI2 =r|2 _C'(]'/Tl)v
Sep =g +C- S,

Sy =l +C- 1y

s,=r,+C-a,
s/,:r/,+c-ﬁ,
S, =I,+C-X,

S5 =I5 +C-4,

S5, =15, +C-0,;

Xt o<i<Litf s, =r, +c-attr.
RN R B AE T (35 44)

Sig = (A", A,B',Nym, . T,,T,,T;,C,5,5,,5, ,S1, » S S+ 4SS5, S5, S5, - NONCE) (17)

sp?
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(8) HiZRIE P HIE

X P 7R BE S S R R

) Wik e(PK, A) =e(g,, A) J& 75 8 v 45 45 2 7, IRIE 15 A% 2 1 Aff s 75 ), U 1 e 2k
b) FIA FFIA K BME:

t/= A . Hrand™ (18)

t =t//(A/B')’ (19)

7= Hrand* - B'* . HSK (20)
tg = tg’ ieHiddenIndices HAttrlsa' (21)

W B HUR I B P T AR S A e A Disclosure=[ly,... ], 75

t =1 (9] T pitonre HALE™)’ (22)
t; = HSK®* - Hrand * (23)
t, =t7/ Nym® (24)
R =u* -T° (25)
Ry =v¥.T,° (26)
Ry =e(Ty,g,)* -e(h,PK) 7 -e(h,g,) ™ - (e(T;, PK)/(g;, 9,))° (27)
Ry=T> -u™ (28)
Ry =Tyx v ™2 (29)
) A FFI R B R
¢, =H(t,t,t, A, A B, Nym,,T,T,,T,, R/, R}, R}, R}, R, m) (30)
¢’ =H(c;,nonce) (31)

HWT ¢'=c Ji 77 AL A A% S, WU ™ A 7s R IE 5 28 77 WU, R s RIAIE 5 T8 AL

(9) S1piaes

A IR A s R A P R IR S Sig Rk 4 CAE RATHL.CA B HIBER S ] TK=(&, &) AT iR %
K'=T, /(Tlél 'Tzﬁz) (32)

R P IFAH KRG B0 L P RN A3 List, i ZB BB H P I 358 5 47

4 REMSH

AICTTRIET dentity Mixer 77 %M. BBS #4544 75 VR Fiat-Shamir J7 5281128 5 50 % A ik i B i
Fa) 3 AR A 1 22 AR, T4 HH B 44 R R B P 22 4 T 43 AT
41 BRMESH

ARSI G B A PR L DL T 45 1.

2548 1. 77 Identity Mixer Jj il /& SE A ¢ AP i, BBS #4544 )7 35 2 52 4 B 4 oF, H. Fiat-Shamir Z 41114
UE IR S0 2 e 4 e AT SR AT B T A W) AS S RT M R B A4 AIE S A B A

TE B 152 L Aanony K B A 305 58 B A4 PERSTAD BL ki e w6 (M BT A 4 Bt Identity Mixer J5 5807 BT,
Asg s-anony N BT HERE 4 5 5 58 Al 44k 2 A TRCT Apor 4 BU Z R IE W 0 B B80T (BB Aanony P BLT T
T B £ 1, 52 A 2 TN R 5 A€ (Aigm, Asg t-anonys Apor) £ 77 BLits Identity Mixer J7 %, BE& 4 )7 %
RVZ2 SRR W B 13 38 B 38 1 R 0 5 B 4 A0 B0 V7 08 P Anony 1) 70 VAL P 0 8 A8 KA 3 AL, A8 3L B
fig Yrohi Identity Mixer J5 %€ BEAE 44 07 S A0 2 STRE W B30 B - 25 T0TE A anony BRI BUE T %05 R INEE 4 1, A,
At LA — W i D Mok Identity Mixer 75 %8 BEAE44 T7 8 10 56 4 44 TR 22 S UIE W] Bl
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AR B A4 W s SCHR 20 B8, 505 A MTEUT Aanony RIS ELISAT IR
(1) ﬁzﬁigjl\&/E‘k—yzA;}j:Lﬁf:%éﬁgzEﬁﬁ?z,ﬁﬂé}\fmf@/fAmm,Asg,f-anonyyApofZ{ Identlty MiXer 7‘7%\ ﬁ%z
T3 FEAN L E AR IR LT i 0 T A ) 4 JE S 8 AR R A4 PE B O R A S S 4 IPK A

(2) W E B 18T Aanony AT RAXS 532 AL EAT 22 AT S B i 7] -
a)  VEM T Annony WK i TR RO SKG, S0 AL B AT Ajgm, Asg ranonys Apor 26
R8540 7 SRV LT 07 8 H PRIV MU A 1 4 A 0 PR M A 1) 5 RGR [ET 45 Anonys
b) BRI )T AL RE AR RUETS Sig i K1), SVE A IS AT Asg ranony TEFFAE 44 T G AR
P R PR B A R A5 3] 18 4 ) 45 SRR 181 25 A anonys
(3) BRI BT Aanony EEUFI A F g,ins JRYEA attr FIHEL m™ S5 A 2 R ISAT B4 07 b e
ML= AR A R AL SK, L SK,, AR BEHLIEER bef0,13, 4T Aigm, Asg r-anony 7L Identity Mixer J5 % .
8644 77 SR R P AR B AR B 45 B AIE S Cert” Ji e b Bk i UE 1 Sig” = GSig(SK sk, IPK,
GPK,attr,Cert",m") 33 [ 45 T Aanony:
(4) W BB 2:80TF Aanony S5 MM BL 1 —FF, W] LAR 500 A 384T 2 T AT SR B0 30 1) (U2 R Ao 1T Asnony X
AP o,iy AT VR ), ELAS SO VRS Sig HEAT 368 5 0
(5) 5 I fY B ) B 8 R, FBCT A anony i H — N EEAE bY A7 AE b'=b, BE W TT Agnony BEIIHEAT T BUiE.
FUTF Aanony BN EA
AdvAamny (k) = Pr[Eprmny (k) =1]
= PrlA, oy (guess) =1|b =1]- Pr[b =1] + Pr[A,,,,, (guess) = 0| b = 0] - Pr[b = 0]
1 Aign (guess =1) 1 Aign (guess = 0)

< %(Pr[Aidm (guess =1) [b = 1]+ Pr[A, (guess = 0)| b= 0]) +

1
E (Pr['Asg,f-anony (gUeSS = 1) | b= 1] + Pr['Asg, f -anuny(guess = 0) | b= 0])

=Pr[Exp, (k)=1]+ Pr[Eprsgv'_mny K)=1
= AdVA.dm (k) + AdvAngVanony (k).
DAl i, 40 R B 2 Ajgm B BUE 1dentity Mixer J7 58, B0 8 Asg t-anony JE D BUT 125 44 77 58 1) S8 4 e 44 1, 2K
i Apor B Bk Z AN URE B B0 130, W) A gony 75 1T W A8 BEE 44 DAIE 7 G2 1 48 TR AR TS i i e 3R Mk 4K T AR 4 e 2
rRORE A AL 22 4 1 R ABRBRE, AT BT Aanony BUTT BEDIAT AT DL UG AN T, BRI 7 58 00 X2 P 44 12
4.2 FLEERMESHT
ASCTT S AT BRI AL DL S5 1R,
2538 2. #7 Identity Mixer J7 283 2 S A 22 4= VL, BBS BEE 42 7 %0 &2 s A ml B Bk, B Fiat-Shamir 2240
IR A B B0 A 5 A M« AT S P R B 2 AR U ) A ST A A S 44 DA IE 7 S T A TS R
UE B L Avrace N Bk AL 7 58 1T 38 R ME BN B0 i Ui 4 T T A A Bk Identity Mixer J7 I8,
Asg t-trace F BT R4 77 558 B M 2 2 EUT, Apor A B0 22 50 PIIE I P BT B Alrace OIIBGET T
ZJT E B ERE, 2 A 2 TN R AL e (Aigm, Asg araceApor) T 5 BT 1dentity Mixer 77 %€, BE% 4 7
SN 22 S0 U B P 1804 e 2 1Y) e ) 38 B AR AU MO R Avrace TR THIRILAL T IA N AE HOR AR 3% A, 1
H AW Tl 1dentity Mixer J7 28 BEES 44 0 SR 2 R0 AIE B B0 B30 R A0 SR BT Arace RPN T 1405 R0 T I8 B
P JULA i 8 A — R e Ih Tl Identity Mixer 7% . T2 44 7 52 1K) 58 4 AT 36 M A1 22 0 LA WA A3
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RS P IB ER 1 8 )2 3R, A T T Avrace WIAC TLIZAT U R
(1) AW B A AT 22 6 B2, L3 53 B AT Ajam, Asg race Apor 78 Identity Mixer 775, B4 4
T3 G R S AR IE W RRAL) Bk it 86 o 7 AR TR A 3L S AR T B R M L B TR 1 A 3L S5 IPK T
GPK ARG ¥ A LB HUR IR A, TR B R G0 8 9] ISK MIREIBER B P TK;
(2)  BE BT Agace BRI P IR BHBEAT 15 3K, 5000 A S8 S IS AT Ajgm, Asg trace FE 2544 7 MU B Ui
AR (18 5 1 ) 44545 380 1000 10 ) 5 SR 00R (8] 25 Avrace, S8 I VA8 000 JES T 140 66 i 0 B 1 2R C;
(3)  WIRIB B 180T Arrace TT PAXS BVE A, 34T 2 10U S H 14
a) A IR ECT Agrace THRUTIRI 1 BTN FARH SK, S5 AT IS B AT Ajdm, Asg t-traces Apot 7EHF
86 44, 75 G AU 0 it s v PR U D ) 4 45 38 5003 0 A ) 45 SRR (P14 Araces
b) BT T Awace HEFEH S FAP] SKL UETS Cert AIVH R m 33 3K i ], 515 A B I IE AT Ajgn,
Asg t-traces Apor 71 Identity Mixer 75 5 FIRERE 44 77 SR BTl i o (125 44 1610 1) 4545 20 1) Sig & vl
25 Atrace;
) BER )T Agace VEPE AN IR IUE TS Sig 17 3R 1 i), 5795 A B I IS AT Asg farace FERF B2 T
AU T o e I PR 2B 4 ) 45 B 1 38 B D ) 5 R IR 19125 Arraces
(4)  PRARBi B IR 28 BT Avrace B HSE TV 8 m IO PR AEAIE 15 Sig™ 2 B2 LA AT R 1% 00 R A2, T Avrace Ui
BT
a)  HRIIE TS Sig™ Ak, (HR A H AP JE R B Trac(Sig™, TK)=L1;
b)  HURIIETS Sig A HA 0 )k (K A RV AN & T A 45 81 3% L, B Trac(SigT, TK)=SK;e L.
FRAE FVE A T T Atrace 58 ., TUTF Agrace BT IR
Adv, (k) =Pr[Exp, _(k)=1]
= Pr{VerSig(Sig”, IPK,GPKattr,,,m") =1, Trac(TK, Sig") =L] +
Pr[VerSig(Sig”, IPK,GPKattr,,,m") =1, Trac(TK,Sig") = SK;" ¢ £]
=Pr[Exp, (k)=1]- Pr[Eprsgv'_‘race (k) =1]

= AdVAidm (k) ) AdvAgg‘f-[race (k)

DAL, A SR BT 2 A S BT 1dentity: Mixer 7 58, Bk 8 Asg tarace IO BUTTRERS 44 7 S 10 56 42 TR B 1
i Apor 8Bt Z2 FRAE I Y030 W Asrace £5 I T 1 44 WAIE TS € T AB R PEARAU I o U % P R AR T AR 4
5 B rPORE SEAC AL 2 4 P R B, BATTAG BT Avrace Ui U MR 1T L2208 AN T, DR I 5 56 A2 T 36

5 HEXLLSH

5.1 INRELEEE

ARICTT AR IdentiyMixer J7 880 T vl WA I ZhfE,CA 1T LG BE 9 P 23 L 26 40, 91 10 5 48 1 235 B i
FH 18 B AR AR 307 S 6 TP W 7 IE 15 PR3 40 38 0 T 0 48 44 B B iE 38 76 B0 3IF 1IE 15 1 [R) B B 36 00F 7 7 B 44
505 B Ik, SR I 4 CA AT I8 ER BT P 09 B 4, BRIk, R 3 58 B A Al o W R A e b AR S0
A 10 58 1 2K 3 0 B D R B I R E TR R B A AR L — B I B S T R AR AR I T R P B B KR AL
FA P AEAE By I, U5 7 AH S (9 AR, T8 75 Hh s 10 J 1k 4 T DULE SIE 15 v )R AT Reil, i 2 7 P IR R R AR P 5
SRR T 3G 0 T 0] R L, AR SC 7 I ARSI 1dentity Mixer J5 58 56 4 I 44 VR D RE 6 2R = 5 A — IR
FEAR L.
52 MED

AICTTZAE 1dentity Mixer J7 5 B3I T o M (M Th g, T H R 7 RTS8 5 M L

TEPEAGIA 26 1 BE G1,Go, B4k p & 170bit F) K54 BE N 76 35 B B 2 171bit(FH 24 T 1024bit [ RSA J7
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1717

), KHEEK B ¥ 170bit,Gr 9 7C 2 K B 171bit.5E X E HIEBUE S H A 7S 5P A XU MR8 5 k
R AR RPN R D B AN S R SRk L INVIs B T R EOT AR L a5 R L3k 2.
Table 2 Comparison between Identity Mixer scheme and ours in computation cost
F 2 AICITEM Identity Mixer 77 % BT TF A8

ESYES Identity Mixer™?!
- RATH T FH P
B (k+11)E+2H 3E E (k+11)E+2H
UE A sk AE+H 4E+H
UE 4518 sk 36 F 3E+H 3E+H
A A4S (k+2)E (k+2)E
H7RIE (1+26)E+2H+3P (1+14)E+2H
7R AE 536 E (k+22)E+2H+7P (k+10)E+2H+2P

HI& 1 AT 0 A 3007 28 ol T80 ) R A D g A H ZRAE TU R IR ST YA A 1dentity Mixer J7 S ST RS T
B AE S5 B ST, PRI TR S0 7R (S o 51 e(h,PK), HAG™™ )L b4 5 77 S0 220 B 51,
HRUE BB AT B0 IR 2 26E+2H+3P, 40 E 15 T 5 5 )y 28 (k—1+22)E+2H+4P B A Uy ZE vl k> 5 Ik
XLk 0 32 5 K IR TS HUE S A8 T 384 0 (k+5)-171bit 72 fif e, Fo et k 4238 @ L1 /N4

7 Win10 64 {7, Inter(R) Core(TM) i7-7700@3.6GHz,16G W17 PC ML L] 77 ZEREAT 4 FL LB , 20 bt 4

Kl 5 P,

400
¢ Idmixer —— W & B Bl
350 1
@
30 L g
£ T =
= =
Toasof —
o
200 [
*— — L
D e N RS S
150 - - - S <N & & &
5 10 20 40 . R & A o
I Er A & N
o Polr 357 3 L = sl 3% 5
(2) ZmIETT FE MR AL (b) Tt 5 R LA
100 : : . 150 - — .
140
130 1
R
120 - - 1
e
b 10|
@
£ £ —* -
= = 100 -
= " eor -7
80
70
60
sol—=— . . 50 . . .
5 10 20 40 10 20 40
ik A~ e A bt A oA

(c) HZRIEF AR

(d) UEFS 58 F AR LR

Fig.5 Efficiency analysis of the schemes

K5

UES &Sy

Kl 5(a) @724 ¥ H P E AN Bk 5,10,20,40 I, Identity Mixer J7 % 25007 % DA M i 5507 9 1) 3% % b
J& PR N T B SR TR 45 7 i i) — s B AR O R (HAT 2 L 1dentity Mixer J7 SERCRESAR. UL L 45 Rt
I0F T HAS BT B E A . B 5(b) B R, A ST RIS U7 SR R AIE P G AR I R A 2= ), R T
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HAE HRIE AR S FE AT, 5 #R g5 e — 2 5(c) R 5(d) NIk — 20 3 0 AT H 7= E 15358 3 A GG AIE 38 4>
2 I JE A 8 0 T 388, Ty 5 A ek B e b i 1 A H T D6l i T R B A3 A A ST SRR AH B 1dentity
Mixer J5 28 BAT — @ FEFE W [ ABATY 8 T ] 82 52 IR G 1 (BEAS 7 ZFEIN AN A2 0.58), HAFFE S T (175 1), R AT B e
1y 52

T EWAAE TR L LR 3.3 3 WAt T ol I DhRe, 77 R A KR4 KB EAILE Identity
Mixer Jy ZE WA 58 I AR5 J8 T T 42 (1 Ve 1.

Table 3 Comparison between Identity Mixer scheme and ours in storage cost
£ 3 AR Identity Mixer 75 K A£G TF 5%

AT E Identity Mixer™!]
CA FLH K J (bit) 510 170
H 7 FARH KB (bit) 513 170
NI E (bit) (k+5)-171+853 (k+5)-171+340
E 15K B (bit) 682 682
HZRTIE 15 K B (bit) 1701+3407 1701+2044

25 LB A SCT7 S8 A5G 0 AT T T RE A [R) IR BRAUE T R PR B AT ROR R A 1 R, AT 5 11 T RE RN 52
HITE.

6 ARNHA

Bl 00 2% 1) 1 35 R G il e BT L IBOS% S5 AR 1 45 b I 2% I 2 HH S 55 , 4% T 4% R £ 2R B8 01 53 2 11 19 4%
FRBEAG AT 2 A5 AT 03 VA IS 4 6 PR A RIS AT A A 3o i 5 B, o 5P 45 A 25 5 A 1t 55 T 135 JEL £ XL
W, DR b, 20 7 S R B R T BB U AL 45 5 0 U E 7 VAN A2

b0 DAL i A, AR S 5 R M A B A DAUIE DT S AN D DR BE SR, B T — P T XU I 58— B A E R 4
B AL AR SS T5 He S — S AIE . B O BEAA DR ORI AT 4 (R IR 55, R BT 1] 6 s

&% EF B j%
G—SHINET & I
m%%gzm&:t: Rt I
==
EM| s RG
B s L
R '*‘ | st
Ajmggqé ass
Bt @é
Rt e
Ap BB IR

Fig.6 Model of unified identity authentication system
K6 S ik RGERAY
REHGE ANEFERY, IRSRUETr . H A B SR & X o v] i 2 AR BT X B
BERLH B8 — INE T & AR &5 307, 0 F P R AL DA AR 45 vl MG B 4 DOIE AR Bl L P UK J8 M 13 e 41t
JEPEIE B, M P B R AE S I 7 7R B840 J8 1, T R s A R A, AT A OR T B B 4 BERA. X HUAE AR e )
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WO T 7R 16 e 44 A A5 MR G A L, T S e A4 DI B mT O e X B B P s 1 R R AR R A
H DL s, 30 T M AR B A TE R T B B S

7 % 8

ALY T —Fr] A B A4 AR TS 56,0 R G A T A IEBOR . B2 44 M AN AIE I BOR, 76 A% SEIE
FBOPGIA T MU HLE]L AL CA BERE S s 44 UET5EAT B U dB . — 5 1, A7 SRR T AR SRR p 17 S 4
o A A B I R i (1 ) AL, R B A DA R PRI BOR T BELR7 I (1 5 3 2 R TR SR PR 535 PR A B SR s A v
LA £ HH 73 UE 5 10 Je Y 3 e o 8 e A5 I, O — U T AN ST G AR R g 1T B A4 AR T BOIC TR M (1 1)
7L, 15 A 2D 4 I P RN SR AR AT A ) b 7 5 5 T Y B A4 DR BRI X SR BOR A S T 48— S A IE &R
GBI (ER L X S B R G Bt FLAR T SR A AR SO SR I R AT AE T 3T I A 1)L R, 2B AR Rl —
AR R 77 S8R 0 R T S A N Y L AR A S B AR 8 i SR BEVE BRI 58 AT S v S B AR
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