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Mimic Blockchain—Solution to the Security of Blockchain
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(State Key Laboratory of Mathematical Engineering and Advanced Computing, Information Engineering University, Zhengzhou 450001,
China)

Abstract:  Blockchain, originated from Bitcoin, for whose core is decentralized, detrusted, tamper-resistant, unforgeable, and traceable,
can be used in management, storage, and circulation of high value data. Blockchain has been applied in a variety of scenarios, but the
security problems of blockchain have always existed and have great influence on users’ rights and interests. Mimetic defense is a new
network defense technology proposed by Chinese research team, which plays an important role in network defense of a new class of
system. This paper first introduces the security threats faced by the blockchain and the existing solutions. Then the core ideas of mimetic
defense, the typical dynamic heterogeneous redundance (DHR) architecture are introduced. Second, in view of the potential security
problems of blockchain, combining the definition of security and parameter selection, dynamic heterogeneous consensus mechanism and
DHR signature mechanism are put forward from the ideas of DHR architecture and cryptographic sortition to construct a security solution
for blockchain which is called the mimic blockchain in this paper. Finally, the security and property of the mimic blockchain is further
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analyzed, the result shows that the dynamic heterogeneous blockchain can provide increased security over the typical blockchain in many
aspects.
Key words: blockchain; dynamic heterogeneous redundance; cryptographic sortition; consensus mechanism
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a3 AN B E O 60, W EESR T P AE SR AZAT By i 110 BN S i O 1 m] 3 R, BUE - B 1 A A Tl o
AR 53 SOR HHEAT B iy B A S TCAR B A HLHRIE AR T — D IIRAIL =1, BIFEAZ 53 R AT 60 > HRe A 7T LU
BIAZ Ty X TR AN e A e B 5 AT B, i o A e KRR A A A A 4O A2 R LR .
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Fig.4 Decision-making mechanism
K4 PesepLibl
2.4 FIRT R ABE L
AR 20 25 A SC TR BRI SR SR 7 Al P R A — 5, ) DU ol i Mk FE 2 40 dliff SR SO LR I

(i) A5 R 55 AE AU RS txs S AE AP BOW RUUR B AZ Z B RG4S & 50 2.2 RS 2.3 5o Tah s
FCRHLHI AN B 2 5 A TUAR 25 4 HUH R H8 3R T sl 25 7 4 X e STy i AL BRETVE (LR 2).

Table 2 Node processing algorithm

R2 PRI BLEL

Y 5 Kb B A

%t N\ :Block,_y,diff txs;
4t :Block,.

Bk

Ce/ = H(sig;(H,(Block, ;) I 1)) ;
Block.={};
for tx in txs:
if tx is valid://RIFF & 54 25 44 ALl 3 ik
Block,=Block||tx;
else continue;
endif;
endfor;
switch(Co, = Ce/ mod 3)
Case 0: Block«—PoW(Block,_;,diff);
return Block;;
Case 1: Block«—PoS(Block,_,,diff);
return Block;;
Case 2: Block«PBFT(Block;_3,diff);
return Block;;
endswitch;

3 MEXREREMFAMEREST

31 BESRHELEMES
o 1/nXik
Un B & 38 SR Wt 32 Re s S A 1n 4R & S BN 23R %« R 400 it 20 4 T LAl i DoS
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Tt R BEL b9l (0 s HEAT 1E 3 3 C IR, AT B 11 58 P 7 S (0 R AR S S BB TP AP AE 3 A AN [N IR LR
S AL BN A T R DB 3C T AR T R T O ) i 28 5 RS AT, EL AR A I RTY A R A SRR T 58 R
SCRE SR A E 19, R 2 AT 1n SO A LE, 2 00 25 DX v A o — SRR B U 2 TGk 58 I i
155 (1, Ak, 400 285 X B R DAAT 280 AR 1/n 2oty

o KAWL

FIAAZAT Brai )2 Fig LU R S8 O PUE 55 5 JFANFESE — I TR A1 B R 3SR D B, i 6 L SR ik | 2K 48
BEAT R RIS UUE 55 AR5 A0 2 (0 Ik, R I 23 A B S 2 S S0 IRIXCER IR 3 [ 23R LR AR A ] ™ T4
TERCHT H L H AR AR I B AT Bl iSRRG E AR T2 Rl S A AR B T i AR A X e T
BEASFCURRE v SR 1077 A2 2 e R 4 68 1K) TR 5 2, 7 K 2 SR e () 3 s il 25 PR IR 1) LL AR AT i,
YU R AT S SR 1 B AL 5 AS AT T 1T FLIE F PoS 2RI PBRT JS ML, L ARAZH™ 77 A= 1) X HAS B 8 ik
13 FERAT A AT, B AR BUAT AR SR B A2 B ik

o HuHul

Hh I3l 7 5 S1% Il AR 45 &, Bodi # 1 6 AR AN 8y B0 A e A2 5 B B AR IR s AR A K
R A AR R PR ST Y R BE R AR G iR K A TR ) 3 X R 23 S R X BB R SR AR T A
45 T A FCTT (R 5Z 53 LA 2 A AU DX BRI T — e 0 IR B i il 28 45 21— A A1, LA S i R G RAL
T3 (KBt 2 AN 2 JA TR R SR i L SR B A K 2 DB A P O T BIL AR P 2 S R
S IR AR THZ I LUt P . DRk, 005 DX B mr DA A5 1 o 5 B DR e

o R TUEALE

e G DX BB P 10 A SE AR AR 5 44 AR 00 T8 b SR ) shor S92 AN 2 A1) AT B oH S LK W] o 4
AE 4 i, R AN PR Aot mT DUHR T A o SRR S P SRS, DX D b ) v B s S AT IR ORI 22 2 B DR B
A8 AW e AR FRBE A ARG AP R L A8 A4 R 148, 6] T DX PR 1 A RE AN A7k A AN R
BN HIURZE L HUHIE LR 5 8 SR AP A Ha(Pko) £757E DX B B LS HY B ) UR 75 2248 oA
A A% T i 1 25 45 S, [ I S BN 22 4 1) 25 40 S35 ) BRGEE A 8, K mT REA7 A8 i) L) DX RS T 3] 4 34 A 11
Uf RS2 AR BR8] RN AN AR DX BRI PR RERIAA Al T P 22
32 BRI RLEANFEES T

MR A () 3 A2 44 WLk SM2 S0k, JEF4fi i) CFS &4 Sk PRI 40 RSA STk o AT 3S SM2
LR T openssl ZEAT T I, I L5 LERy AP A AT 1K) ECDSA SR 17 HL e MR P4 456 ML 3% 3.

Table 3 Test environment
F 3 WFAIE

N

CPU Intel(R) Core(TM) i7-4510U@2.00GHz 2.60GHz
A A 8GB

e RS Windows 7

TF R 358 VS 2015

BT IR 45 3 LK 4.
Table 4 Test result
Fz 4 WMALER

ECDSA $.7J: SM2 5%
AL FR PO A NSV N (2 (52
T VBRI 2 4258 130 VRS BEALERL, UF S 5l 26 AR AR R, T B A4 5 2 TR A 1 AN TR
AT 2 889ms 2 935ms
CoAnStYi-d 1 790ms 2 013ms

AR AR 8- G55 4 6 A 38 2 v R0, 400 DX R b A P ) 52 PR T SMI2 32K F 8 I P ] A0 R B9 I )
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DX H A (1) 2 4 T 30 53 Wi X DR e o 10 B 8 ) L AN 190 486 5 B e T 0 A0 PE A AR S RS, SEEBR. A

L5

5 ARG AT 10, DR AR A AE 22 4 ) L. T DX SRR I8 A 1 P A el W 4 22 4 S LA A Do PR B o AR X 2
PRBErR, 22 A R SRR ol v, DR 0k A A 1X DB B 05 U AT A5 B S B I I o I e R R 1 B A AR ST
AR WA A B A, 2 vt T Sl A SRR LI L IR B 25 5 A DU AR R A4 LR, T #E A T A0S DX DA 2R 0] UL
ASDCHVBEIN 2 AT T 58 SO AT St T 2k BT 5, 0F HOR 28 A4 BLRIEAT 1 &< k. H i, B (1 400
A XCPUBERA K 3h 45 S A LB LA J& T ) 25 2 M B B, AROR K 2 — 20 25 1 3 245 J7 A DU A% A, 18 o X R 1)
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