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Abstract: In the information age, people are increasingly demanding high quality of software systems. Program analysis is one of the
important approaches to guarantee the quality of software, and has been receiving attentions from academia and industry. This article
mainly focuses on the research progress in program analysis in the last decade. First, the article introduces the basic program analysis
techniques, including abstract interpretation, data flow analysis, summary-based analysis, symbolic execution, dynamic analysis, machine
learning-based program analysis, etc. Then, it summarizes program analysis approaches for different types of software systems, including
mobile applications, concurrent software, distributed systems, binary code, etc. Finally, the article discusses potential research directions
and challenges of program analysis in the future.
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SR T 3 3T B A 40 T 25 R E K U T B G 4 R 75 A TSI A SR e 2R R T R 4 A 7 9k 3% A R A A 2R
J8C 7 B B ASE 75 285 20 b v ks 00 8] P — AN 7 AE 0 R B 2 B SR B B (R R BRI I Bh A A A B IR LR A — AN B
B B0 R A A R T A2 7 a8 AT 1 F p 2RF2 2 (A B 32 3, 1 B T8 AT 122 5 B A B2 A 3 N2 75 AT LA 3 B0 sk
W4 110 2 A= 2200 5 A SR s A S0 1 0 A R, U G 75 K R 38 AT 4 S8 AR T A R A BV FE X B .

1) &miEEHEAR

BNESIF BT AR T2 17 1) B AR IS AT SR AR I S e 5, R skt 35 T v A ) 8 AL 9% A5 38 A7 B3 Ak R ek 1 9 % S B
)N BEHUE AT DA 0 5 25 20 AT AR I B8 7. ConTest227 2E 2 ¢ 38 47 I BE ML I N M 2 (451 20 o ML AR IR B AN 26 72
—/NE B)), R — AR PR IRB AT, & A AR A8 & 7= A 22 e AR, X Fh 22 e R e S BUR D I —
53 FF R R A AT DU 1), T0 ¥k U0 A A i A ) 1) P 5 e R A A T )

PCT** A1 RProl Vi 55 37 10 3 Al A ME S AR IE 1D 31 BE B2 AR PCT T — ANFR e 1 MR 3 20 7= A I BE LA B
A7, T 3% 8 B ATL U B FE AR 28 B AT DLORAE SIS 20 A fr B 45— AN R B A 2 PCT 5 E AR 2 BIg AT 3L N
FE 2 PRI A2 JE 5 /N 0 TR L 78 IR RS K IR P B PCT 2R 2 RPro $2H T BFE -2 A2, 3 45 A S2Br,
5 FLBE 0= AR R B R 2 AR R 58 B RR A8 AT V0 B P, AT A O i v T R B PR RS U RBE 2R 5 — AN AR R R
UL,PCT 72 RPro LARE iz AT v i A 4 B O~ A2 I 1) — AN 1.

2) MREHE

SEERE NI RTE T T E T REMNIZAT 262 NP MR D4R, RN 3 T IR 2 8 H R R i
— ¥ L. CHES SV L 58 43 [ R PP v 51 R AN 52 38 AT IO F0 0k A3 LR RE [R5 LA KL T volatile 28 B ) 1) 45, H 3L
SRR SE R 45 52 B PRAN R E A 2 9 I i1 SKITP O R T T 2810l ) S B, 78 28 45 9 A% rp ol el i 17 o s 47 R 3K
B 3 A ey Maplel i iof s SC— 22 2 00 AR A R TN R e AT o 0 s 7 I A AER 2K T A S B b B 2K
SRR AR A A7), — T B T RO BAE 7 3 B 22 T T (R 30 0 A T A S 5 R I 2 2 TR AR 22 9 R B

3) ERAAE

I BRI T EALIE FEA (deadlock) . ¥ 35 4+ (data race) M 5 T 1:3% J% (atomicity violation)**] AN [F] {1 BB
2 — SRR R R T

Bt B 5 4 A I, Fast Track! > & 35 7 A T8 P9 A7 U 1l 38 B85, 76 ARAIE T AFE SRS A7 EAS TSI SE 1 DN SE 40
FAF T, Bk T R 2R DrFinder™ U@ ik U 3 5 % [ 25 1 T ik, 1 v B0 5 4 R ) 78 26 1D .C PO i e
& SCEHE 55 4 B D7 VAR — B AT TR U B0 B 2 O S g B R X R T R R RIEEE — M E E R R R A —
AN R 5E G i TR T 9. Race Mob 2 3 3o 75 5 5% 0 i P it SR T DA 48 502 0 785 0 0000 5 4 B A 2 S S ) (R L4 4R
T RS S T SR 1 SRR B AE B SE A SR IE A T R B A 4 AT (R R, P SRR 1 O b P T IR R



92 Journal of Software k3 4% Vol.30, No.1, January 2019

G 4G b LiteRace! Vg 4 38 ek PR A — AN RE v 40 8 4 U8 FH 100 75 Y2 f 1S 92 SR Uk 21> 6T 1) F 484 . Pacert R A
FASRAE 10 7 ¥, A A5 SR SRR 58 4 (R0 R T 3R AR R 2R 1 56 R Carismal PV ik — 2B %t Java #2157 o [/ — AR = 4E
) A% B R AT SR, A SR ZR ARG, B0 5 4 PR b I 280 SR I SR A 20 B B AR D 1 I R B A A PR A T 4
I 55 4 IR TN A B, 9 BT k7 IR 3 45 0 Hr A A B A DataCollider™ O3 iof 1 24 SRAE (PRS2 53 (0 SRR ) SR A
Hom 75 G LB ARUE SRR 2R EUE S8 SR M2 R 58 R (&5 Pacer 28400, 1M ELI I FF 45 b Pacer B/ HJ2
DataCollider F REKG I 2143 g 27 i Hhe 4 5 4, BI85 W0 1] PR, 5 48 A BORD 373 A — AN e B0 5 8 4E B0 — 30
K 35 4 RaceFuzzer WIEAF — AN B AE B8 55 4 A 10 67 B 25 U8 B (491 4t 2 2 5 452 ) A 96 10 28 R SR S i 3 A v
TE B EE 50 5 2 1 2 A ik . R IR L fid K B A 5 A e Bl R R GX B T VAR — e AR b ek ) T
2 WY 5 4 1R ORI B8 77 75 88 52 1) T BT A5 1Y P 18 88 B0k 17 B 1) 18 B2 O AN 2 38 DR 00 35 - A I R 0, T B
0 1) VR FRE AR T R 3K — S AU T o T B0 808 5 4 R R, 78 A8 25 XA AR 2 4 k21724 Huang 26 N P91
WA 7 TR IS AT I R AR R U B B 2 1) B S A IR O VX PR O R R A X R — IR AR R B S
e SRR I 1) 20 5 4% A5 JEL A 8 1 B335 5 401 22 (100 I A%, TG 9 R 3 A e AL B 1) 240 3K 4% 4. CR Sampler® 5%
FAT —Fh 37 284 100 o) 58 Ak SR (1) 00908 38 4 5 SV, A8 G W] DAE T [R) R4 AR (9 17 00 A R A ) 25 8 AR
5 FR I B8 55 4 AtexRacel S U 2 — AN g 5 5 38 4T AN 5 28 2 1R B0 36 4 RAE BOR 78 KB IR 40 % 1 7, =
AT A3k /> 2 0 5 ) R [ 48

JER - 1 T e O £ R, T 2 A R A S R R R N A U 1) R 12 SR BT . — B M DX 3 R ),
i S ARG R 2 L 2R 5 AVIOP* Ui 3o M IE Rz AT (0 F2 2 v R ) B /N8 B b 9 2% U7 ) 36 4 B B TR 2 X 3.
MUVIP*E— 35 2 & 22 45 B {1 P 77 U 1) 10 S5 7 1 (X 4% Atom Fuzzer™*® B 45248 W 4 b J7 325 v 1) Y A2 U i 2 SR
TPEM. AtomTracker™ 1 Ui ) 7 R 75 B R T MEbn i HLANSHE RUR 7P X8 R A B HCR R T K I8
MJ7% AH 2, AtomTracker % BI21T — MEF 2 X, A A RE S B H#R 11T

SRS [F) - H040E 58 4 f0 B T 1403 i, 08 I B R AR 2 [A) 1) [F) 25 TR RE ZEA — B A, I JLAR 25 5 Ml A 0 28],
R ] DA — /N R A R I o T 98 7R R B, TR RE A I SRR 5 40 AT H I — A L G o Y 2 R A R
] 5 22k A M ST iGood Lok 2225 HY 1 UK i 5% R SR R BE e AN R RE X B SR BUAT Dy, I 3 T i
KRG KA ZE AR, 76 far I it F2 Hp, bl T 7 2 AR K B Y R (A 38 7R 28 & iGoodLock <2 VE FEIR 2 W A7, F
AR AL T MagicLock> %2 gl A Ay 2 588 R 7 1 A 1k H i e BR AR 0 7 vk HOoK AR 5 5% R A o R R SR
WAL, AR B T BUKE IS0 28 R 5 AEE M 58 R UK — RV I, (513 2081 ORI 25 30 KRR .

4) HHIRIR SRR

I SR B B ARG 0 2 A AR T2 T 4 R, 3 B R 4 R (active scheduling) )2 4 A, 9 FH T IR AR
k& .RaceFuzzer ™'V Hl  AtomFuzzer®** i it 7F 3 ¥ 76 Bt B 14 w4 N U8 B o5, 3 38 3o it L A 32 Sfc fi & 91 00 4l i
DeadlockFuzzer®*? 5 Fl 7 25 4L ¥ 48 335 3K fil &% 28 8. 3% 8 3 R %6 52 4 T Thrashing, {3 2 fill & 8 % K & .
Conlock"7-22R1 ASNIIE I 77 A= 27 5 LA K I 2 B 4 fid ;10 06 82 46 2 SR o R B A8 7 — 58 2 1F R IX B R AR
AT DLARAIE il A TSR TR 4.

T 5 T B A 43 W SR 72 AR TR AR, L b — AN R IR 2 B = 9 R R 1. ConTeGe > 4Lt Java R, 42
H T 0 T 2 0 1 AN 2R R LB e B A S AR i ) 9 R KA ) AE R . CovCon® i — 2 B iR T IR K&
T80 75 B8, AT BT R e AR /D 4 788 5 PR AT e A= il (Gt 438 B 22 1 X 491
33 NHREL

i 5 70 SR R 22 () A 5 B A B 1) 2 i 3 A R 4 A SR GO A 15 B 2 A8, B n 4 A U7 R
G, A ERESL. R RS SERFE ERSS S A0 KM 5 T R S HE HDFS. Hbase. Hadoop.
Spark. ZooKeeper. Mesos. YARN 455 1% 50 () ML R GiAH L, KA 43 A 30 R G0 B BT T J o 0 25 4
RE 77,3815 AR T B 7 B BRI R ik, 20 A 2R G TE RO B 9 Mk 5537 55 LA R BRATL TGV 56 BRI K BT AT
25 i) BAG SR AL 35, O LA SCHE MU I 4 2 A AS AT BRBR 1) — 38 7 K A M KR R O KB BB A ],
W B, B BEESRITIZMA.
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KA 53 A7 30 R Gr o A0 K o0 A sURRR 2 fF . A S HL RO B A A 2R R G = i 52 4% R Tf K A 43
A1 2R G AN 1T 3k G b £ T A R, 5 ) 1) K R 2t P BRI S R R T RO 4 41:2013 4E 1 10
H, T — A% 5 i 5 e 55 s 1 7] 25 4 1%, Dropbox st FE#E T 15 /N/NEF;2014 4F 6 H 23 5 24 H Microsoft Lync
&j Exchange #H 4k #f, S 8O0 F P 9 /NI TR U5 I WA 5 4052017 4F 2 7,0 B3k AWS IR %5 0,1 i 2
T By 3dh 2= R 55 1 ELIE X B2 VR B AR R, 20 A 20 R e P B R R L S R 36 E AR B 2 BT A
) — A AL

1) 34 2R G B 1) SR 5T

R TR E R R0 RGPS, TN O 4310 28R 487 098 P Bk B 38 4T SEUE I 50 DUIIER
IX R (R AR CBS 5t 6 AN JF IR 2311 28 & 4t (Hadoop MapReduce. HDFS. Hbase. Cassandra. ZooKeeper
I Flume)d 3 655 M SRFAREAT S8 & M- S B 90, TRAR 25 1 20 A 20 R b tH IR 25 Fh R B 28 28 40 45 /] 5
PEL PERE. PTHIME. e tE. WIS I T I BR A, IE T R — AN RO 23 AT X R e B S0 4R H 2 ,CBS %
XA RGPS [F 2B R B AT IR N 20 AT, BL G sl B A 20 4 TR i, U SR 98 06 20 A R G P e B 2R LY
BRBEFEAT IR AN BT TaxDCPB3R N 047 T 4 A IF U520 4ii R & 48 (Cassandra. Hadoop MapReduce. HBase #
ZooKeeper)H 1] 104 /> J K AH KB Dai 25 NP0 11 4N F K 25 IR %5 R G0 156 AN (timeout) AH 5 Bk 3 it
AT 7 53 M, g8 7 25 T B A G B A5 X CREBP SO %t 4 S JF I 49 A1 X 52 4 (Cassandra. Hadoop MapReduce-
HBase il ZooKeeper) 11 103 A5 15 SR UK S AR R IR G AT TIRA T, B4 T AR ARG P& T3 sk
RO AR 5% BB B 20 Guo 2 NP0t o3 A 0 R 45 b M R 80K AT S HEAT T IR 2 U B DR RO R 1%
57 I FE k. Yuan 25 A\ 26215} % A2 7 Cassandra. Hbase. HDFS. Hadoop MapReduce 1 Redis L] 198 > %
GERGIAT T RN AT, B 53 A 20 2 G v 1A e i X 2 A8 O L P T R U AR . Wang. 2 A POIRE41 43
TILFAERSEE LM 290 000 AMAE A 2R MO i, R I T 4 4R 2 280 2. b 3 SEUEBFF 52 A 451 58 N A X 43
A 2R G P A R B B A AR 2R N AR, - — 2 20« Al RE DR R B SR A1 S 4.

2) BT A/ 0T R 4020 2R Gk il

BT 10 U R G 5 A 1 IR DG BB A o0 A L E BRI 43 A 20 R Gede B ISR, e dn e T 9E 251 i
BIFER BRI T RS R R B IE . B A SR B R A5 A5 25 T D AR R 0 40 A 3R G R B BIR N AT, TR R
PR T — R FH I K T H .DCatchPUg 43 A5 3 2 Gt b I & Bl B U5 45 09 4% s A i F) P9 77 U5 10 b 9 il 8.
DCatch 8T id 5 — IR IE I B AT o I OB S A (0 A0 a8 LV ), 3 S A 2 R 4 v 4 2 TR PR O 7 56 2R, 7
A5 K 3K L AT BT, TR I R P A U il e 9, R BT B I 43 A 3K R G 9 R BB FCatch R I 7 K AR
AR LN AT RE I oS R, 1 M T 5 A5 R R S () B Aspiratort SV EE T R L A B A 1
f Bl B A8 3, JF R T — AN JE TR0 ) e A A 2 % R LA 24 1 S A B AL 5 30U &R 45k 2. D3SPO0NE i AE
AT I A B R G2 T i SO 48 8 190 A 20 VE BT S ok i BT B 1 1) R, I 4 At S 3500 R ) RS R B Sk
BT 2 58 Bt A e ) R X 5 A0TSR 43 W R0 5 SRR SR AT 2 1) HI A6 M0 52 & A R £ AL
P85 ST 7 R A3 Tk S RFAE, 2 MUK I 2R B8 3 A7 1 ) L Dinv P8R i A AN Bh &S R 40 B 5 2K E B
HAHEWT 23 A0 RGP A A e RS [R5 R, AT S BT K 3 48 B R SR IS AT IR B 20 2 @ R TR
b 2% 2 E B 3% 5 DEMIONE i3 5 25 7 HEFR 2780 Delta debugging!? '3k B 2 Hh B ek 43 A 28 5 G5 (0 4 1R B AT
B, N T SE A7 48 1%

3) ARG BB 50

KIS0 KRR HEE AR BT E SRS AT AN B 2 2% W 130 8 37 P50 00E 1) 4341 2R & 2 8 A i
W) — AN B B Verdil? ™) TronFleet™ il Chapar® V3 ik F1l I E BAHESE Coq T TLA SR 3 57 0] 36 IE (1 43 A X
RGN IronFleet 454 TLA A% PR A HURE MR AN EE /R 3 %5 50 10F SR A 2 S B 1) EL R 4 iF B IR 1R 0 A SR 4.
Verdi T8 3 %55 %P X 45 15 SCRIAS [R] s B ik AT AR YAk A8 45 51 R 38 R i 23 A7 2 2R 45 S L) mT DL 8 e B & 1Y
W B A R b, v S FE — AN AR A ) B A B b 3R AT 58I, K £ B 1Y) 1E A P ORAIE 5 RS 3 — AN B IS 1 e e
#i# | Chapar #]H Coq F1 Ocaml, #5546 M IGHIE Key-value 77 fif S I A 25 77 Uit F2 7 19 DR SR — B0 AE 2l i 56
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VEJ7 V25, LA /IS BV e OB SR A S RT B IR 1 L 30 ST ) KRS R G038 A0 — 58 TR M 2 T T 7t B0, % A B i
) o0 A5 2R G SR SR AN 2 58 4 A S 7,

BT HG B6 2 23 M BILAF 20 A 20 2R 48 A 5 1k 1) 2 B T B MODISTR O R ik 73 M 40 A7 ;X R G 42 T A5 ] R A
I F o 2P R TR AR 56 0 5 YR 3 A 3 AR A A T R K IR 45 4% 18] . DEMETER VR I 43 i X R 4t
(IR B BT B A s SCBE PR RE M ot 2 10 A7 R R A7 i 5, AT KK 4 8 T IR A5 22 1] . SAMCP 78R 38 40 A SR R 48
AN B AR RS B AT TR SAMC SR FH 2K & M HE AR 7R AR 4t BB SR B R B0 (R Bk il B A A R
G SUAR IR T 48 TR A 25 T8, S AT Rl bt 38 4 780 A 56 v FR)BR 2 R e il AL SDER TP UIF e 7 — ol ik,
RE 8% S5 2 b Y DRI 3 P ) TU AR AS A48 060 23 A0 A R G AT /T /R A5 AT ORI RE.

4) BT RBGEAN SRR R ITHA

S MARG P ET SRR TR Wi, BIERBE RS R AR MR T EINT SRR
HROIERA R, DAARAIE 3 G0 () TE A PR AR BT mUR RO AL R8Pk 20 A2 M DA, B S N LRk T — &R 51 1
H oM 434 30 R G5 10 < 300k 24T 4. SETSUDPSOUR F XoF 22 45 14 35 R 245 AR 8 i SR 1 b 4% o 90 B0 O ) e, 2 35 40
iR ARG R G2 T B PreFail ' — AN Al 45 F2 10 26 IOy N T B, SR VF A P E o SCR B N SR i FATE
and DESTINT® i ixF 58 4 I A ) (0 0 A2 4T Ay ok ST i b R 22 A 22 B 1) 2R 3% e L AT LA i) Datalog 5K
R B AR T vk DA % oA 2R G BT, AT 2R G A AR 0 A X 2R 4 v e A2 5% i PACE RS il 3T R 48
A R AR 200 A 3R GEIAT AT RE AR I SO AR B SR A I S5 BT A AR (] B 2R 280RE O 1R 4 A 1R G i TR
CORDSP* i i) v N S0 28 G 15 A 0 43 A 3R 45 10 2 20V A2 fi 77 MOLLY P*° R I 3% 28 5K 3 f) i i i N 7 %
R B e 2 A 4 A BB A P AR e R
34 Z#HIREE

Tt o A R B A IE I A AL S R SRR 2 IR T R R 1E S (Python. JavaScript %) 4R 5 (H A&
EAIAR T T E AR 7 SR R R AT B I8 I RV I 2 B (T R AR 5 4 Dy — bl AR HAT . 55 — T L AR G W #
1 2 8 S50V R TSR im0 LA AR 2 B C/CH+ 558w B NE 5 g 5 b A0 IR Fh K &1 &% 1T B R R A BR,
BATHIAR R C 1B S M5 B Z R 7 T N 22 4 10 A B Sk ik, — kAR P b vl R 51 NVRBE R A2 AR 1) 2 4
] B, 4 41 Thompson 32 H 4 P 28 J5 11 1] B1128) . Xcode Ghost 175 G i 28714

R A3 BT B TR S o SOV G, BRI AR ) e )RR e ) AT T S A T R TR R Ok R R R BN A
1) A P A T 2 PO I 4 7 2 2 M A PSS 3 5 3 4% 3 4 A 1) 0 R AR SR T ) O KR 3 0 g 1),
RAEFE L MG LT T — %48 2 AL B MRS AE 2 368 VA3 7 15 25 — A B ORI Bk 50 28 2 B o vE R 15U
[F1] B2 Wk % 4 2 Bk % H b Cifuentes %5 NP2V 85 7 U] 1 45 AOKG 1) 422 b % 2 8E AT M A0 3R 0% MR A — 22 15 R X
REAE 1 R H2 Bk % 15 A 1) E AR Kinder 383 7E (48 56 58 ) 48 il 38 B 1 330 47 50808 It 20 A, 138 T 5 3 42 o 0t P, 06 AR
THb AT BOHE 20 B, 38 45 Wk RS e e 4 o) 0 1 289201 a4 N 29205 i sh A5 20 M R 0 T 32 Bk s 11 B bR, 3%
SR IIAT 10 7 SO BN FE 5 AR F A % A%, AT R4 S R X 5 8 42 o ik ST Bt A N T e R I R T TN A A
PR 22 ST R R B SO S o 451 4, Shiin 28 A P93 1 RININ 3R 5310 — 33k 610 7% 5% o 1) B8 i3 2 SR T, SO G A7 8%
S — AN TR I ME R IR A 7 RATRAFAEAR 2 Jmy R4,

R AT TG B S — A R R R R SRR A Sk R AR SCRT DA T 2 Fhe 4 R i TR 2
WA 2B . 5IRE AR A F, g Ry R OREAE B e Bl iR & 4 . KR R AR e .
R BR HA 5 2545 B2 Chua 25 APPSR AT 1 AR08 5 A T3 2840 (0 B AR 1R 5310 — 33 1) 2 2 140 B B 1 (S B 2k 2
JeAN%0).Cifuentes 25 N P9UE i 011 1 B A2 ok 208 36 4 B0 380 6 K 00 0T Ak 28 % MR 40 e 2 aXARR 1A 17 531 2 o
O s Reps &8 NPT R 5 b B S A0 A R st il . BRI RS SR ) 4 R AR BRI A B 3 1 B R
AT AR T 2 P9 A7 S 8 1 0 3R (] 45 SR 5 s Bt — 3 R 5 b B0 P9 A7 U el R R T SCRR . Jin 2 NP0 ik i AR
VB A 20 AT BR B this 8 B AL ), 1R A 046 1) 248 i 7% bR 400 % % e, AT Pk . — R AR T R ) C++0 B Lin 55
NP T — b T B 25 2 W (0 B0 45 K 1R 500 7 92, X B AT 3o R o ) R B T 3 s 8, 34 T 3 AT T 1 R
7] 4% 3 23 AT AR B 25 A% 196 281 2 50 S B ) A A BB, S HE i 4 AR s R 2 BRI A 57 A RS Lin 4 R4 F JE A8 R T 2
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P A% 3 ARG rR T AR 59 A A% R sk 2000,

IR o M I T B AR AT AR RS B S A 3 28 A 2 O A SR A
P2 of B B R A D o AR R SR B b e R AT S R R BT R AR T S A S LB 1 R R,
A B ) A 2 T W P o Kk R e T G 0 A A 2R R T S HE A T I Y 2 25 SRR AT AR 4 25 1T RE 3 SRR R 4R
1T 5% Smithson 25 APV T — R &5 %€ SecondWrite, I8 33 15 B3 A S0 1) A HD B LA B2 of 1) 5 ik 45 45 433t
171 5F B8 B s 45t A8 — 3k 1) 7% 55 2055 9 IE £ .UROBOROSE23%VRT Ramblr®04 75 22 i i 44 — ik 1l 75 55
S i, BT FE I G G b 3R AT 4 25, e 5 P2 28 A OB 1) b o 2 e 1 O AT kI 2S8R 2 ROF R E T
¥ I RIFE AR T B [ R R IR B HEATAE T 205 R AR AR AR SR IR b5 i, i 5 — 3k i 48
5%.Song % N4 H [ BitBlaze 1 AP VINE BLHuE R — 3E #F8 5 56808 VEX Hh 1878 578 o B R 2.
Brumley %5 A48 H (1) BAP F G PEE T VINE 42 H 7 — B A8 5.5 3 2805 R R e 47T I 1 2@ i
T PAT B E HARSEA TR bR BT 2 AT AT 3 25, A (0 7 RAHE DynamoRIOP, Dyinst?*),
Valgrind®!L % Intel PINE!O,

TR MR VF 2 e Ao T B RN, B AR 2 A N g AR IR AZ R . R B R A AR AR
IR ¥ 7 T, 3 ) 3 BT SR8 S 3o D P3RS VR 2 0 5 R A5 98 R T Machiry 5 AP A o M
5 50 A A, K 30 6 9 A 53R 0 A 260 X B0 9 T Wang: 25 N B V2IR 7 SO0 IR 0 5 R s 0 R 7 R P e S
FERZTHRILT 24 WU . Dewey 25 AP IIE T 525 40 B 1R 50 1 68 SR FE o5, 348 11 56 - T 30 2 4 A7 18 31 A o
KR TR A R AR R 5 T, KR 43 5 R A 3 3o DG P 3 R AT AR AR S B Feng 25 AUV I 5 4
G AT 2R TR 4 P 2 2R 45 50 R AR (R R A7 VT S, AT IR 3 Android % QRS Kruegel %5 AP haid i 4s4
BT A A% A 11 IR T A T U 1) B0 A A% P9 72,5 B AR REER BT U7 1] FF) P9 A% A A2 804 T 6 L AT R IS % rootkit.
Bergeron 25 AP0 358 SR FH 4 BB AR A5 5 B e BAR, Bt ARARAD F R 5 O 508 B AU i 3 538,
T I 0 VR ¥ 1 2 R AR A 22 A B P 5 D, 9 1 ) O B 18 I ki 0SS BB B T 1Y i 42 SR B Padraig 5%
B i 05 T E SecondWrite X — i il FiE BN Ak 22 0 SRS 2 (4 75 7 7 2, 1T LAAT A 4 3 o
3B A HEFIACHS. Wartell 28 NP L@ i 5 A 205 BRI 520 R R N AN XA R i B R AT BE ML, BE 0 A 2
SRR Bl AR T 4 — A5 RPPLEIE X BT APL W s RN 2 A8 2, B 51N 2 4 I s B ok 1
8 R % 41 Zhang 25 N\ P20 5k s I g R RE R, R RN $38 0 O 8 B g A SR T DU RSO 2 A
HR E R Batyuk 25 A B2UF) #4540 M VP48 7 Android S H 1R 2547 4 BAR), Hed i — ik o XS R AR
FH B 4T O . Zhang %5 NP2 5 5 25 20 B AR a1 R R R D BB T e A X B v A S A K M 2%
fif 7 R EUE R B

4 THEESRE

TR 73 M7 o — T E 1) B A e R e AN R 08 BB FH T R I SRR P R B b Sk Bk A o 3 T A
TERAF I, B0, 44 DL SRR T &5 Oy T R #E A L A8 MK AR il AR SR8 7 g BB s
G A8 A 0 K ) — A T ) R 0] [ B R B R K AT A B — 5 (R 35 2 Xu M
ZhangP PVt C FEFE A B 0 IAR, SR 755 30T - L0 AOR AR5 42t RIS B0, 1 3 #0457 B R 250 308 4. 76
BT, Wu 2 A$EH T ChangeLocator™* 78 £ 1l 3 43 Mt FIURE 2 1) #0356 Bt b= MR 908 1 o 5 35 1 3
R H 51 & 3 5t AR HE AR B (crash-inducing  changes), M\ 1T 35 Bl - 35 858 e 2 38 A 204 3 vt 140 o KT 5 4 381 i e
R AE AR B T, Gao S N PPVEE T B B i o M B R 8 B A S R R I, B s s SRR
) P9 A7 TR I CRAIE 22 4 P Xuan 25 AP35 25 40 W SR B2 38 4748, K R 57 & IG5 240 SRR A il A1, 9 192
F SMT 3845 Al & &2 5 AOA QTS 0 T .78 SR B T 77 1, Briand 25 A\ B2732805) HYRE R 23 B 1 R SR BT 17 % 08 5
FHIR) P SRV RN A P S AR A A AR B T T R R B 1 2K

Wi 5 37 2 A T T R IO, 2 7 2 AT R A T I — S %) 1) . T B 37 % ) 3 BB A 4 I ML 2% 27 S B
AR AT AT I B
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41 HEEEASANEFSH

T B R B B T (bitcoin) 1 X B8 (blockchain) B A T BN 8T 25 Mk 6 v 1 A o X HL B AT 4 1A 9 2
— A, B O B S G AR B T SRR B AN B Re b T TR S IR (S BT E R A
24Tl 8B 1 2 0 A6 N (decentralized application, ff #X DApp). - T 5 8 DApp HIHF &k, — L85 F X BL 88 1 R i
X Y T & BB T A, b i e 51 A B RS2 BLK Y5 (Ethereum)P2%), LK 97 3 DA g & — i AT 4 72 A (X e, ) 7
AT DAAE b 4w 5 FE0 22 B A B8 29 (SmartContract) 20 511 DApp. H #i7, LUK Y5 5 58 & 20 7% 5 4T 19 DApp A3,

R A L1 Solidity 5 JFR 4 P8 719 S5 7E LUK YT BN EVM _Hi2 47 th T8 e & 27T R 30E
g E R B TR, B RN T BRI B bs B2 A L0 X B3 T N B 7 5 4k D303
B FEN T G AR 208 3o 3 A o0 AT 43 AR S ar W 3 UE Y e & 2 1) 22 A M AN 78 SCRIR (332,333 ] 74 5 AT BR A
TFAE TR 2 TAG U 28 B B 24 R 119 6 60 28 10 %) 7 7 e VL A A N T AR R R R A 2 P MR R R N (RS —
R E Z B0 A7), 1845 % LA T Ak AR A AT R T 2 A B e A D BIE RGP0 s R AR E
J 45 W AR B0 U PR BURT 5 SR P R B 56 S5 R R SR IS IE H AR 20 1) SEILR 1 B A ORIt S AR S A ) 43
T LB RE A B W AE F AR AR FE IR T2 R KR AL i TR %8 B s 0 e & WAL # o © o 56
UE F 45 P e SR 20, 4t B O 30 0FE R G bR I Y i 1 0 5 B8 6 24 B9 4 T R ) (e SR [338]H, BT RE & A1 1)
Solidity RS ¥ #> LLVM Bitcode, 1M AT LAFI F 2 B 73 A FIEGAE T B RIGIE R Re A A H R e G 41
AT CAR B — SRR R 1, R HH R N8 IS (8 e 6 20 - G 2 57 350 0 TR M e DAAR A e SR TS 09 o 2 1 % b
T AR AT S 9 B R 4% A5 R TR R LT BB E 1) L IXON R R A A T RGN o A R S T AR S
TR H AT, REA L AT TAE TR B 32 ZEPR AR a0 ) A R B AR 43 17 BT 75 19 22 A U s M ik A3 A 2 TR I
T 5 AU RN WURTRR P 56 UE 60 U3 A A R P 48 B 3R R I S b Ak, 3 e 2 A SR B RS b TE AL T e 2
TR I o BT 1 P A I A 22 4 0 AR, 5 B R 8 S DT R R VA . e v 2K b 43 A B 7 9 S 8 e L & — A
B[ EEh-$ QoL MR
4.2 EENEFIRGNEFSHT

AR AL ) S A R e R AT WA A3 2 T2 R L U IR 2 ST HR S T RAIRE &R
Al BERER . B3RS T ROCRBL AT, T T 2 AR 2 2 &R B A P 4% 4544 |
BE AP O SR R B S 2] TR MR E A LU B A A i R M DL B S R B RR T
— RHNVFEFF A0 MT 7 S F DA ML 2% 25 51 2 G5 100 78 78 U F0RE e 48 A 32 T HL 38 2% 3] R4 R & P00 Qin %%
ABHHRH 7 R TR A R 5] RG SRR J775 SynEva,i% 5 il i 2 31 3 SO RE & 1 H T3
fHLES 2% > R G5 Sun S NP 7T 19158 B 2 > I B &S 5 AT 05 10, 1255 5 ST 5 0B R 7 SR B =
2k 112 H (quantified linear arithmetic), PA#H 28 7078 55 2 H AR IR B 1o 8 X 485 11 66 12k

FE T AL IAIE 77 18, Gehr 25 NP K 6 AU 26 W 28 554000 CAT bR %5, 1508 i R BB B R X CAT i
(AT SR IEAT B AL, AT 56 A 6T 7 4o 428 IR 8% 1) Jy i 6 R . Wang %5 APV it T 56 T 745 54k IX I (1 7 2 A6 B8 AE
77 %, H R BGAE A3 B AE ] SMT )@ ¥ Ruan 25 N BSVef b 1 5 o 46 0 2%, 412 1 17 35 T W 3iE B {7 % (provable
guarantee) ) Al 7% £ 73 M7 779 Huang 25 ABYUR ML 73T SMT TR 1 28 R0 2% 1) 22 4 PR IR IE J7 35 WL A 2 ST 8K
PEAE A MR T A 2% B B8 Kb B A 0 50 2 ok K DA R ) () R, 2 R ARt T 5 T vk Ma S5 ABPIR T
LAMP,i% J5 % BRI T84 75 25 1 B B LA 2 >0 S A0 sl 555 2R, LU (B R 5358 6 B B . Gulzar 45 A P40
Wit 17— RIS 7 H TEE T Spark B KB 7 B R 7 i #4718 A 138 BT, AN 6 I B A
AT AR SR, BT LS 2% ST HOR B 5 AR Ve AR T4 B3 B o BT P8 22 ST B I ER S i ahis oy
AT 45 7 THD AR e L B SR B R B 2% 5] T R AR T e A AT TE AR AP o B

5 ZXRiE

BRI E R RS, RmRERENEZFE R TR, BFPRiHiEs. #IER%. FR
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AT AR AU H 25 32 B SR TE ROBIT TT 7 1] 4ok 2 48 MR B R e e M CUAE 2007 THERAS T IR k20 F FE N G ks
B E IR 5. NTHERE. SR e B EERME & 8 AR RS KR ARZ R 2 IR, FH
I IF AT e R B B B Ak 2 A TR H A S TR B AT DT IR rh 3 8 AR 22 BBl . il A 28 TR AR
Koy m) A BN I R A T BB L TR TR AR ST R R TR 1 %77 1 3 S ) — 0 2 2 B AR

TR PR A AT BORIE T — R A PR LE IR e . w7 R IR SE S AN BT R S I e A 40 L TR
o ) 55 R B KR P 0 T B B A T I P Y R D e e DB s A T i SR 0 B v R P 0 AT A PR
TFR il B2 RS ) 4 L RE B RBEK

BUf AEASCE AR AR, H AU R 22 88 i 22 A0 [ By BHEOR 22 1) g it 1 AR 2 s ek I, v [ R 2 e
BRI TR B 75 AN 0 B 5 B B B 1 B0 BB AR B — IF At
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