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Security Reinforcement of Accessibility Service Based on Decentralized Information Flow
Control

LIl Xiao-Juan, CHEN Hai-Bo

(Institute of Parallel and Distributed Systems, Shanghai Jiaotong University, Shanghai 200240, China)

Abstract: With its ubiquity, the Android system offers more and more functions. One of the important features is the accessibility
service, which was introduced in Android 1.6 and optimized in Android 4.0 and above. With the accessibility service, applications can
retrieve active window information, such as the text contents and users input, and can communicate with applications’ window
automatically, for example, getting the button content and then clicking it. However, these advanced features, when being abused, will
bring mobile users considerable safety threats. This work carries out research into this system service, analyzing possible ways of being
abused and their causes from system API design. The paper then proposes and implements a new system called Tassel, based on the
decentralized information flow control mechanism, to make the service APl usage securer. The new system tags, tracks and controls the
accessibility service handling as well as the accessibility event. This system is evaluated to show that it can prevent accessibility service
from being abused, and meanwhile, it does not impact the system normal functions as well as the performance.

Key words: Android system; accessibility service; system vulnerability and security; decentralized information flow control
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o S b 2 R AT DA I AT S T B i AR Y i 4 1 a0 “pm - install” 3k 8 Bl 2 26 B BEE R Gu A 1IN
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privatestaticbooleanb(Contextarg3) {

1

2 try {

3 v1_1=Settings$Secure.getint(arg3.getContentResolver(),“accessibility_enabled”); /Wi ik %5 7T 4
4 }catch(Settings$SettingNotFoundExceptionvl) {

5 vl _1=0;}

6  publicstatic void a(ApiContext arg7) {

7 HashMap v2=new HashMap();

8 ((Map)v2).put(“deviceModel”,AccessibilityManager.a(Build. MODEL));

9 ((Map)v2).put(“deviceBrand”,AccessibilityManager.a(Build.BRAND));
10 d vO=new d(“http://api.wandoujia.com/v3/autoinstall”,(Map)v2),arg7,new c(),new
11 com.wandoujia.accessibility.d(),new e());

12 v0.a(“Accept”,“application/json”);

13 arg7.getRequestQueue().a((Request)v0);

14

15 AccessibilityNodelnfov0=arg4.getSource();

16 if (vO!=null && v0.getPackageName()!=null) {

17 v0=arg5.getRootInActiveWindow(); //3k13 K]

18 if (vOl=null && !TextUtils.isEmpty(a.b(v0))) {

19 Iteratorv1=vO0.

20 findAccessibilityNodelnfosByViewld(“com.xiaomi.gamecenter:id/replace_btn_install_oldpkg”).iterator();
21 while(v1.hasNext()) {
22 a.a(v1.next(), TaskEvent$Action. AUTO_INSTALL_CLICK); //35 30 1860, & 225 4 41 ) B 2 i

23311}
Fig.1 Code snippet for using accessibility service to install automatically
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Fig.2 Relationships among activity, window, view and accessibility elements
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Fig.3 Design of Tassel system
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TN RER] 6.0 MUAS Y 22 B R S8 h IS AT IR FRALE], ATV R e — Lo 7 I R 5 4 Bh 4 e 45 1 3)
F2 T BRI N B8 1 20 25 A0 BR 31 23X R, 22 07 FH 20 ek 12 IR 4% 3R 15 i 2 % U I 75 ZE BN 3 A AL
BEL A8 45 o) 8 Y5 A FH 70 P g s e B A
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WL BN T R [a) i 8 v TR k. B A 128 M R AN B LA F 1 I P T L B AR A P G I 1 4l B e
55 S%oF I Y R 7 24 D G B 0 S A R AT A 3L A T e B B, 2R B T T B I L A (I 45 RS N —
A4 JR AR B v A AT I R Y Tassel R 45 % i FH 23 T (1% JC Bt i 4l B8 428 IR 25 10 AT it R BN, FH
4. sharedUserld J& 1 K 3& S 4145 T ¥ taskaffinity & 1.3 6 Ja M o ) e s I FH 2 T PR S 5 .
FPAN R AB AR SR 1), W A 7 AR R T R =TT AR S B3 S A T B i ol B 1 R 95 Ak

© TEBREEEEIEDT  htp/ www. jos. org. cn



2RRAR F LT oA X2 8 s 4] 09 IR FE4H B MR 4% 4 An B) 1325

PR 22 IRER A5 R TA) T6 2 5 e 22, W) 78 S0 b 3 I R ) P 356 45 7 D0 20 v U 6 I B s i B 12 R
5% AR A AR TG TR AL Y T B 7 1 7 AR 0 G R S A O R A5 A R g
kT ) W R T 1) o3 2 LA AR B AT 43 A I R 3 MU 14D I s 8 e I8 2 O 95 100 i ek < — A N P 1) T B 1
ol B T 5 1 M T B 42 A 2 AR SR 3 12 M 45 AT LA 3R G0 Hp AT AT B FH 7 2 19 48 o 2828 1) B g R AT
AREE K T B LR BRAT IR 2R B E 14 T R 1 A T I 45 M i A A I T2 4 L A A R T R A e e
AR FH 7= A ) R A
75 LA b SR 4R T R TR 43 R O BG4 I, 2 1 S8 I 7 AR AR K B FH AL 44 A0 UserId 704 40 4% 3
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BATRC AT IR LT I e 5 R 25 2 A5 8 T IR — A NP A 7= A i 1 S P 55 40 38 02% 5 (00 G e il B 1 i
S5 BT R IG N 2 75 AT SR 3 0 R I AR 5 IR 2 DL AT 3 — /N 4% A I, 12 TG 1t A5 2t v DA g I 45 4k 22
FiR [l 45 R
B 4 W ROR T AR R G WA B IZ AT I 00 Gdmic B (s RS Bl AE — AR H APPL #2235 I, RGE I
BIAR 45 A BT 2% I P ) 0 5 R I 1 M 55, AR 1 48 B AR TR 1K) UID A5 J2 e . v 118 I i A B 8 2 e 45
BE PR L srel{ty,t}. 4 APPL (11— A6 8 7= AL — AN JEBE G A4 1, R GEXT %05 3 0 (0 2 - AT b Activity1{t,
tota} M EE 2 AN B e, R G X AT R B AR BE AR BRIk sre2t )l i xS R ) g PR AT R AT, X R
AR IEARN BA % R R AR N IE AT R P Activityl 22 AR SR FRIT O srel B TC RSl B 1 IR 4% Ak 3
T AS BEWE A A sre2 b e B 10 3 sk i B Ik IR 2% &b 380 T APP L 4 516 o st i B A IR 95 76 A AT B 4 300 1) RS R Al
servicel Axic MIARSS, H A 1% 25 B Ab 31 45 S LR IR [ 45 APPL T ANJ& APP2. i T-FRid AL R S5 servicel
ANReRE APP2 o (¥ G A 4l B M IR 55 )2 B, 3R AT R 25 b B &5 SR

= =P Prevented Flow
— =P Alowed Flow

Fig.4 Information flow control of accessibility service in Tassel system
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(AR 5628 AR G v 10 T R A 4t B IR 4% Ak B R 8 v RTRe VR I T 20 A T R 4l B ek IR 2% 75t 24 i 1R G
I 15 A 3% e WA TG i i 4l B 2 IR 2% A B I, R e M ] AccessibilityManagerService IR 45, 1% IR 45 3 53 340 i =4
SR, AT 0 06 55 410 3 rh gk 3 T LA A 2 iy A SR R £ T i A Al B R IR 5% A R 8 R A AE 2 AN T RAAR BE 24
S O BG4l B IR I 55, R G 2 s 4 T 7w TR IR 95 9103 A 1T ade % B J s Ak B 485 S0 [T 25 R D 07 3%
ARSI T TasselManagerService k%5, %M % 72— JAVA BEIRS ER S E 8 ME 9 B3RS 45 )5 3
TEARIRSS T RAT TSI T b IR 55 BN F B b 25 (CEL A S8 2 PR S M)« SREUBR 28 45 Dy R 3K 26 5 ik ] LU Atk IR
S5 R T A DAL 8 P G R f ity L, A A T A Al I P R 95 e 4 A FRATT I R BT JLAN I i
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1)  PackageManagerService JIz 5% .75 H %2 I8, % Ik 4% £ 53 M A N R 4 60, FE R AT T R A v vl b 26l ]
76N e B AT I RE SR A5 N T 1Y) sharedUserld J& 4, JF 3R 1555 sh 41 #FH V) taskaffinity (2.0 228 H
FARARAC N S5 SR S N BRSP4 1 A B P E e T i P )
)G B B b A B DU s 2 M v

2)  View HLEL—AN B SESILE AR I GO I View JE5E RN IR RAERL T M
PEBIRIUE A0 S 53 R AT AL BRATI R GEH  FRAT B V76 ) 4 A T B 00 2 A b R P 3 0 — S8 8 kA
BB UID R AR ks 28 91 5 0 B i = 11 AT A i

3)  AccessibilityManagerService Ik 5% .1% 7GR fig 4t B 14 I 45 55 BRI 95 470 B I8 FH MR A TG e A it B8 P T 45
AL FRMS LR A AERATI RGP, A T ARUE A5 B E A EE G R 15 4l B 4 R 25 ANk Y BRAVT £
B) JC 15 A 18 P R 45 Ak R AR B 1 S AR AT IR 45 1 i 2 7 S 1 R AT A A D TR A L A
3 TR RS 7 G B A B8 28 e 25 15 A Ak 0 2 09 o 28 2 5 WG i il L A 53 58 P R T G B i A B P IR 25 5
V5 T FH 0 LA R 25 (1532 2 Mk ok e o 2 5 AT AN 1) SH At B 45 1) A B 8 R A D) R S b B e 2
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L Service Manager J
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—
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v
Activity
ManagerService
View
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framework |,

Fig.5 Key modules designed in Tassel system
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1E RS S FE P BRATE R 2 5 R G0 B2 1 e B AIDL (W RRME % & 8 025001 infout J& T ok 2 16l
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3.1 SRR

AT 224 0 R e 70 22 % 6.0.LAOSP_HammerHead K&l b 3547 16 ot Sz 90141, P9 B2 W A & 3.4.0-
067595d3. 3R 1 F 1) 1 % 4 Google Nexus5,4b BE 28 & Qualcomm Snapdragon 800 2.27GHz.
32 RBWHERRDH

BATEBENRG M T HVE A R P fE 7 TH A TAE AT DA,
321 wHH

ARSI Tassel R 40 F 2R A0 42 8L RGBT —A> Tassel 546 45 5k 45 BILC b 15 4k B 4 ik 95 &
A B B AG FE ATT FAN E ZEB AR BRATIN R G R, % AR AR I B AT B G5 I G S i B R 25 )
WEH AR, R HE N A A R R BT 1205 45 A B <A T 450 1 52 22 0 o 5 SR WG 190 240 30 4800 2, >4 3 3 400 P o 0, 5 A
B RV % G R A 4 B I 55 1 — SR A AN R SR IR P B — A B, 3R BN BB 7 A 6 D B A
AT Ab L.

G PRAE CUG I R G0 H4G AR U B SN TF- LB 45, AT R B 46 R G IE P HLIZ AT 40 R Geig 4T H
B ARG I Tassel Mg IEH I8 1847, 10 & 6 JioR.

SystemServiceManager: Starting com.android.server.tassel. TasselManagerService
TasselManagerService: initialized.
Tassel: start the tasselmanagerservice.

Fig.6 Piece 1 from log of the Tassel system
6 Tassel RGEITHHEREB L

RGP RSB R & E 4T 1E % A 7(2) 7T BLE B, “No services installed” 2 7R 2 40 W FH %A MGk
TSt Bl MR R 45t B0 28 = 05 R A U T R 5 ol B PR R 25 9 5 — N REAS B 2 B AR 1 & v iz N R VE N — AN
W T it B M AR 45 L 7 () BT, T DL 1) 0E R R A O 1R SR IBUIT 7 BLRR

€ Accessibility

Services

No services installed)

System Use windowchanged?

Captions windowchanged needs to
iF

‘| Observe your actions
Receive tifications when you're

Magnification gestures
off

‘| Retrieve window content

Large text

High contrast text

Power button ends call

Auto-rotate screen

<] 0] [
(2) REBUHRE (b) 2 v G o A e 13 R 55

Fig.7 Normal functioning of accessibility service in Tassel system
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TEAZ N FH 22 2887 U J0 Rt A 4 B 1tk IR 45 3 R b FRAT T R GE i (W) Tassel IR 25 5 608 B IR 45 VA H T AR 14 il B
FIHYIE AT PR EE W AR AL, ARAG N 10— LS 0 A5 ROV M AR I s el B P il 9% 1A T i

taTag(for service):com.example.accessibility_apk1000.

L TCREAG A B PER 55 TF 5 5, R G — Be i 1 S A AR AR A I A0 L TE R ARG R, AT Tassel Jik 45
LEFAF IR I BEAT BRI th T % AR 3 50T S AR RIS M A R g8 UL AR RN Y B 5 & 1A 4L, R
I A2 X XIS F A A AR

taTag(for eventl): com.android.systemui1001612020;
taTag(for event2):com.example.accessibility_apk100029158.

LEXF X PIASFEA 3 KT Tassel 55 AW FA: 1 AN A ] A B0, T AAS 3740 5 Ak B T s Ak B DG C ) 2
2.

322 etk

BAVWRGE F LN T MR TR H B PR 25 AP Bzl FH 14 0 0077 v K ZE AR R e v A T 8 — AN B
JEI: U £ T B 5 it B0 1 55 I e g A 1 8 A 53 85 1k % AR IR I P 7 2 118 G Bt iy A B — AN I (¥ 6
B 2 BB AR I ] s A SRR S AR 1A I P VA 0T £ 0 o A 10 M I 5530 9 Ak 2.

AR, 3R AT 90 5 22 2% W5 S W H :com.example.accessibility_apk.apk F1 com.example.accessibilityDemo.
apk. X PN B A B 5 sharedUserld J& Vi, & AT 23 03 I B 1) T B i il B 1 I 2% 9 A i

taTag(for servicel):com.example.accessibility_apk1000;
taTag(for service2):com.example.accessibilityDemo1002.

FE I A2 AT W), B T 3R G838 47 15 B0, N Ig AT B 3G P 20 A 3 P AN IR 550 38 47 ok 7 v 7 2 1 25 A s B
A AR () A B AR B Dl 40 1] 8 TR

TITTJ 5 A IS 1 0 s 5 i 80 42 e 55

create tag for accessibility event. TMS

get the packagename of the event: com.android.settings

get the affinity for event:

Tassel: Mismatch, cannot dispatch the event to the service...

115 E “sharedUserld” & 14 J5

/LI 5 com.example.accessibility_apk /¥ FH ) 6 i hs4 1 12 IR 2%
get the packagename of the event:com..examplei.accessibilityDemo
get the affinity of the event: com.example.accessibility_apk

Tassel: Match! the event can be dispatched to the service

get the packagename of the event: com.android.launcher3

Tassel: Mismatch, cannot dispatch the event to the service...

Fig.8 Piece 2 from log of the Tassel system
8 Tassel RGIEITHER B 2

I AR 25 UG E, BRATT A ILIX L8 i 55 #8 FUGS 25 19 AR TG B i S AR aE AT A B T A 2 25 A0 B G A S Y 7 2 1 T e
ISR B SON A IF R sharedUserld J& 1, #0247 0L 70 B R e AT H A&, A A BLIX Y A4S B T 7 24
{14 70 B A5 A T DA AT AR B (EL AR A RE AL B 2 8 rp A N T 7 7 (R T b A L3R 3 FRATTE 5O
H AN I R 2l B 1 5 “password™ s < A R 2 N I SR Bl 12 2, WU 1T S A A fi 2 R R
-4 B 1P e 5K P SR AT P PR 8 T, 2% 49 BEL 1 2 TG I B IR 25 PO B4 AT s it 181 9 s,

get the packagenameof the event: com.example.accessibility_apk
Tassel: the accessibility service is blocked because this view may have something private

Fig.9 Piece 3 from log of the Tassel system
K19 Tassel Z&tiaqT HE B3
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