A 2#IR ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn

Journal of Software,2018,29(5):1379-1391 [doi: 10.13328/j.cnki.jos.005497] http://www.jos.org.cn
O [E Rk Bt F AT 58 T RSB A7 Tel: +86-10-62562563

E 5 Android £ SR G E =7 SDK RN
5oal

Y FREE WENRE AR SR LK Br 250101)
CEMPEARGE R EHEWEALBEIAKE), KR g 250101)
EIRAEE: DL, E-mail: makaisdu@gmail.com

# E: BA,F% Android AAFLAAR A T A L0 gaFALEARFYHNES =% SDK 6975 X5 =
% SDK 2—# 4P 4. HPBERLTH. AR RNE& B RSREFAFLS ZFRENNFLNGITELE,E LR
Z Android & 2 £ 469 & 2 R4 A28, — /A SDK A &4 RiF, 2 FEPTH ©8-1% SDK 69 5 A2 5 5 % & X
EEHh T Android £ A& A% A B b T3 EIRT 129 ANAATH 5 =7 SDK, st oA nidtiTT 48
DA A T R B AT AN NS =7 SDK 4 demo E AR K 43t %, 7428 T 541 Android 52 & A7 269 4
M k(e 505 BA8 35, AT RAEIR. A BG4 T B (#)4= flowdroid. droidbox 4).4 R 2
TSI G X s SDK W A2 it 60%4A &AP IR IE (7] 4e HTTP 49328 . SSL/TLS # REABLE . HCRATREA .
FiRA . ARIRS, BB R R EME. FFAAR KR, Z A KA MR F MR T B
X827 Android; % =7 SDK;a4A~ M 547 iR A

REESES: TP31L

Hhacs R SYLER L ) Android S RTINS =07 SDK 244 M. cpE 24 41,2018,29(5):1379-1391. http://
WwWw.jos.org.cn/1000-9825/5497.htm

#3520 Ma K, Guo SQ. Security analysis of the third-party SDKs in the Android ecosystem. Ruan Jian Xue Bao/Journal
of Software, 2018,29(5):1379-1391 (in Chinese). http://www.jos.org.cn/1000-9825/5497.htm

Security Analysis of the Third-Party SDKs in the Android Ecosystem
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Abstract: To shorten the application development time, many Android developers include third-party SDKs in their apps. Third party
SDKs are toolkits developed by third-party service companies such as advertising platforms, data providers, social network, and map
service providers. These third party SDKs have become an important part of the Android ecosystem. If an SDK contains security
vulnerabilities, all the apps that include it would become vulnerable, which severely affects the security of the Android ecosystem. To
address this issue, this work selects 129 popular third-party SDK in the market and makes comprehensive analysis of their security. In
order to improve the accuracy of the analysis, demo apps of third-party SDKs are taken as analysis object, and certain effective
Android-app analysis methods (such as static taint tracking, dynamic taint tracking and dynamic binary instrumentation) and analysis
tools (such as flowdroid and droidbox) are employed. The result shows that more than 60% of the collected third-party SDKs contain
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various of vulnerabilities (e.g. misuse of HTTP, misuse of SSL/TLS, abuse of sensitive permissions, identification, vulnerabilities brought
by the local server, information leakage through logging, mistakes of applications developers), which is a threat to the related applications
and the users of these applications.

Key words:  Android; third-party SDK; security analysis; vulnerability detection
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TrustManager tm = new X509TrustManager ()

{
public woid checkClientIrusted (X509Certificate[] chain, String authlype) throws CertificateException
{
}

public woid checkServerIrusted (X509Certificate[] chain, String authIype) throws CertificateException {

}

public X509Certificate[] gethcceptedIssuersa() |
return null;
}
}:

this.sslContext.init{mull, new TrustManager[] { tm }, null};

Fig.4 Code implementation of certificate verification
4 AR AL S

© PEBEERKCEIFR  htps/www. jos. org. cn



oL %@ %) Android A& A% T 9% =5 SDK &AM o 1383

o  HAARMMRSEZRME =77 SDK

Moplus j2& i B R 5188 E L W REIT R 1 SDK. i FBATTC7E T2 Moplus (¥ J5U46 30, BT AR AT 1 B 4
B A5 8 1R 2 FH SR AT 9 e BB AT Ay 28 3k ok SEHLRE 1K) manifest SO REAT i 4, A1 1 &2 B SDK 7E— AN B 1)
HERE b L 3 SR 45 PR com.baidu.android.moplus, i i 45 7T LI 3 AS [F) () SR SR ful % B0 00 R 88 S 3%

L A3 5 moplus SDK [N TP, SDK K A B IF RS b i B AL HTTP IR 4528, U i
socket W ELEAT Wi ¥ 22 moplus i it 9B NanoHttpd kik 33X — H ), NanoHttpd 2 i JAVA %5 (K — > U5
HTTP JIR% 25 HTTP JR45 25 Wi WiWr TCP i 1, 3205 I M BT M 752 IR 45 25 B 72 i RO R 8. — BT T I
HTTP 375 5k, A< i I 2% 25wl ) 482 e 31 1 904 6L B 45 NanoHttpd IR 25 25 (4 action, #R J& FF 18 04T % 2 B 4 S PR IR 25 43
AT DAR 3617 SR R R BUA B . TRRHME(S S s B B4 i L A AU B b b Z0ets 2 AT R T
ARG RN T 300 SO0, I b A SCAF I A K S A 0 T LU I TSR R 1% HTTP 34 sk ke 58 Al
Sendintent & —FiAREK (KA 4, T T 1) AL SRR P R 3% FR 4 v LA R T AR 0 ol AT e f 1
RILHGRTY B IF 2 3T A B R P AN b IR 25 S 2 o 338 SR R HEAT B 47 30 T1E, BRI wbb vy LA ey B 25 fid % i 6 75 8
T R R 45 % e AN, Bt 3wl LUE A Nmap 3938 5747 Android %4 1£) TCP it 11 40310, 46 25 5t 11 2 7547 T

2 =7 SDK BRI 4T
AR A B U] % B R 43T 25 =5 SDK.
21 E=FASDKHI%EF

M Android & F 723 R B = U7 SDK, AN A& — > B (R 45 15 58, 35 =07 SDK 72 I FH AR )7 f gl il 72 o
ol A e 8 I R 7 4 8 e SRR 1 N P R M SDIK AR RS 22 1) ) 3 B, AN T 4 SDK i J3 4 ik 1) 17 F A
FR G R TR TT % N B3 A I 2R 8L T ProGuard ) 3 3 R YRV T bR R4 T Ay 4% 52— Bl e B 117
IR B, W AR AT R 4 B T FLJIG R S A K 4R 44 “com.google ™ 4k “a.c.” 3B A — A ) 2
B St B R N e 4 R IR BT 7 v A8 R U, 1 22 5 5 A AR DR IR 3 BT T2 T I F R P vh (R BRRL 5 e 4 1)
PR T NATIRE T 2% Aol ) JE AR P R, B A B A T 5 124280 PR A 0, s AR kB, SSLITLS(P9 #5) %
S pEBL s AP (5 FE BSA5 AR 11T, 3K R 5 AN B X 40 R R R T R N B3RS R SR = 75 SDK Hh A4 i, i FL
G AT 45 S A R P 16, AN B TR BN IE 447 b B JEC O R N FH RSP JF RN B IE A2 5 =7 SDK FF R A By
& .

S THEmEE =07 SDK A3 Mt B, ) B CRAIF 1) 58 A i 2 (R R e BT R ) WP A BR £ 4 s R L 4 57, 381
BT P SCARE T — 2655 =07 SDK ARG AR .28 =75 SDK A JLAN AT TV S 9k 491 fan, AppBrain £
SDK.cn. P sl A HHRAAT IR =75 SDK af H eI U2 5 =77 SDK H1 [ —/N#i 4> AppBrain & i T
Google Play,ifi SDK.cn S8 & E 1173514 2 25 =7 SDK RAE—ANIF R FH /NN — AN iindbds. i,
PPN ) S0 L 5 B2 0 1) 5 = )5 SDK AR 47 2 AN FRAR . Mk Ak, — S8 55 = J7 SDK S 33 FF & A 5 AN 0l i
ICEEXHBATT A Q7= SRR

5 Android v H 27 7T L Google Play 251137 3 UAS [R], 56 =77 SDK — % &5 = 77 {1t 1 i $2 43, ] b i
LA L SDK AR S T EH O &8 T Google Map 45 2 T ik 25, Bt o [ ¥ I % 1 F Android N JH T35 71 R T
I SDK LA K R (430 2 v 2 b P ). 2% s 38 o [ 284 R T L T 3 0 46 K FRATT A o 6L T 3 A0 ] I T 3 i 4
SDK. AT ST 5 1347 o A28 B AN T 28, T T AN o [ i 3 R0 [ o T 3 4R T RV AT B 22 I AT SDKUH T IGTE B 3
TR SDK,FRATTIE BRI AL IX B8 SDK N 2.

22 g

A HT I RS 3 AN B

o LBNBORWNE =77 SDK TR 5, AR BT M. demo B A AR)F ARG A0 manifest SC A

o 2 BRI B LS EA A B BT B TR B AR5 AU T 3 AT L AE B A A Bk gy

© TEBREEEEIEDT  htp/ www. jos. org. cn



1384 Journal of Software #i#F%4% Vol.29, No.5, May 2018

MridfE(nE 5 FiR) s, AT Jen 8 =77 SDK 1 demo M JHBEAT I 2, 4R & HEATACHD o (15
WebView A~ %4> AP A ]\ SSL/TLS Bo B ) A5 £070 4T (U1 1B 6 FToR), 3 OV 19 4% 32 43 Rk R 2503
AF (B R IO TR ) . AE B A 75 £UAr B I R eh AT T DLIRE S i A 40 A7 DR GV ZL S AT 1 7 AR (R R 4R R
T AR (190 G N 2 A8 Java S S AL 5 T o0 B 5 L BT 14 28 = 7 SDK W] BEAFTE 1) 22 4 n) 7.

o BB 3B FRATTAE I B AR IR A A V20 T B AE AR 1 2 4 ) UEAT B0 IE.

Manifest

A

Smali
A

% =J7SDKI SO
demo¥i Sk

AR o 2 (3]
SSL/TLSHC &)

AR EAHCAPI
(f5ingetDevicel D)

08

CRG(HHium ) iy —
e FRERI AT A 5T
(PRSI |
Httpurlconnection)

|

Fig.5 Static automation analysis of Demo application for third party SDKs
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Table 2 Vulnerability distribution for the 129 collected third-party SDK
F 2 ATTUEM 129 AN5E =7 SDK FITA7AE I I 43 Aii

% =75 SDK Numbers Vi1-1 V1-2 V2 V3 V4 V5 V6
) 21 12 4 3 2 0 0 0
XA 10 0 0 0 0 0 0 0
ik 16 0 0 6 4 4 0 0

=Rk 23 0 0 5 2 3 0 2

N FH M 4 TR 11 4 0 0 0 0 0 4
b Pl 11 4 0 0 2 0 0 1
s Ik 25 6 3 2 0 1 2 0 1
VIS 10 3 2 2 2 1 0 2
N IRER 5 7 4 0 0 2 0 0 0
HAlh 14 5 2 4 1 2 5 2
Mt 129 35 10 20 16 12 5 12

3.1 V9LIERAHTTP

HARAET HTTP P iCHEAT W 45 % 52 N B A 2 A 1 AR FRAT R IVE 2 3 = J7 SDK {588 i 1 it i 18
5 R R 45 28 AT I AR SRR (1 02, — L8 EA IR @ HTTP 383 BB SC sl 3 SO e L 4,0 IMEI(Int|
mobile equipment identity).

o WISCINEE L HTIR, T & Kuguo I HTTP LW S xUA% S Uk 2ol o 2 vl LL SRR AN 1l 1
SR R BURHR FRAT AL AT T 129 A4 =75 SDK, Hih 35 A~ SDK A5 1 I . 5% i K G v 7
OBz e, B e B AT TR,

o  FEIAERMMLER S =J7 SDK 45 7 ASK I HTTP 3036 A% 5 (10 Bods HEAT In 28 e 80 e A4 B
5B SUNNEE 28 G0 AT 0285, 0265 35 1 A b 2 il P, T A 2 3 ok 5 3 2 I 45 9 %5 A Wl i 26 (1 HTTPS g
). I S A0 2% % A S 7R SDK (150 SCA R, Zrds 2 n] LU I iR AT .s0 SO ARI AR n 2 ARk I AS 1
T RS 1) 56 3 T SERGRA PR AIE 52 31 18y

Juhe SMS % iiE SDK A& —Fh e 1k LN A2 P AT SMS T B3R UE K 28 =77 SDK.Z3d 40 7 AT Rk e

A 5 SRS RN 38 Sk 2 34 18 B 8 #5348 724 Juhe SMS 197 v 4 M LR I I R 24 (1) POST il 23l
B Juhe SMS JII% (& BeAT 56 128 B 2 2 B (K 1 8 L A 0 35 8 A 0 AR i A ol v AN A2 38 5 S R R 45 % 11
SR AR B (ZE HTTPS B th).Juhe SMS 1) jar SCPE TS0 SO0 s Th s FoAr Tl LA& te.so S 4T ER
HHORE 0 14T I 1) 4% 4.

POST http: //112.124.2. 236/ /0p/mob/tk_gvcbpn.php HTTP/1.1
Ccontent-Length: 160

Content-Type: text/plain; charsert=uUTF-8

Host: 112.124.2.236

Connection: Keep-Aliwe

User-Agent: Mozilla/5.0 (wWindows; U; Windows NT 5.1;
zh-CN; rv:1.9.2) Gecko/20100115 Firefox/3.6

JABAAL1ZCIGECEGZTFEEF1545A293686E89CE27881F2D49FFOCOZEFT
BF3520BB99F2C66ET42F21A9BEAZIFEDLIFA477 627 B0ACEDT0ODEESGS
46EGF40DEED9SASCFS10831FEEFE92ZEGTAF1GELBAGESE49981A

Fig.8 Encrypted information sent by Juhe SMS
8 Juhe SMS JJT 3k I N 15 &
3.2 V2:ilASSL/TLS

HTTPS(SSL/TLS i) HTTP) A TETA 1 i) SEBLRINC & F A2l 45 {5 0 2 4 B AU 7 24 1) SSLITLS
TR, R v D6 ZBUAS 2 UE 5B R ML A A A A A SR A ML A S AR A g K R 44 DTS, D% 3 ML 4 AT A i REE S
BT DL R, A A A 200 (L) & B AN IE 15 300 T ST el s (2) ARIE 15 Hr CA 7575 7 i [ %5 4 e o
RL;(3) L2 T L AMEBRIREI T, AL 2 JUE N EE )5 7B ) CA 2544 SCHR[40] R ZEMIF X T AN IEAff
M) SSLITLS F 556 ik i F2 e iy >k 160 B 0 8 ot 40 B, BT 1 R DI 28 g oy 7 5 — 77 SDK A AR AL,
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Android 7 ¥ X509TrustManager # 1 7] RLAE Sk X509 E 15 (645 AT & 1 8%, 5k 4 22 4= 1) sockets 14T & 43 5 31E.
FFR N G LLSZIL X509TrustManager 2 111, 5 S HiE 15 56 UF i #2819 S0 AE 40 B 38 =07 SDK (13t 2
P FRATT R B 2 5 vk 1 49 R S A X T R AT At AN A, BRI L B VR E S R R AN i
AN, B AR — 28 SDK AT UF 1556 UF 5 R AE 2 TF 150 M sl 1, e TR BT i F o SR I AR SR =
SDK(fil 4 )" 25 ~F & Ak 6 23 81 6 ) oAH 24 5 AR IR 23 B 45 5L, 20 4> SDK L7 15 SSL/TIS AH G 11 il .
3.3 V3l FAEURAR

TS BLR Android N FH R 723 1 SR LEIT R B K 5 22 (AR PR. B AT FE A A 1A A BR Sk B B P I B RA
S L RN BT S A A FRAT T 1 43 BT L, 16 AN SDK AT FIR TR AT 2 N AR TR A B3 = 7 SDK
TN Z R FH R e A B, 2K BB . 20 B 2545 B 8 I0 2 manifest SCEHR.

Umeng & —AMHEX Y B SDK,FT DU SR I Sk &% SMS. 325 SMS FI9% Wi SMS BRI 78 ) Ho At #3231 &
SDK 73 HT 2 ), RATTIA kg 3 e R T 1% 0 Ty B R U AN 12 2 BE 1.

A, =5 SDK T LA 3L AR 35 55 manifest S0 rf AL B, 2l 2 i, B4 SDK 7E T & SRS e
A 74 W 75 SR PR, 2 S manifest SR I 64 Bt mT DA X SR PRI 4 SDK R RS SRAS: 2 1 E B
T2 P 2 A5 1 3R T AU PR (AT A 2 (A 49 i Pl 9 o).

PackageManager pm = getPackageManager();
boolean permission =
(PackageManager . PERMISSION_GRANTED ==
pm. checkPermission(
"android.permizsion. RECORD_AUDIO", "packageName"));
if (permission) {

Fig.9 Permission check in Android application
B9 Android i FH H AT BRAS 2
3.4 V4 FHiIRRH
HEIL W B SDK 2 5 = J7 SDK H iy — N LU DL IR 287 e e 8 35 B A% =) N2 HI R e T v Tl 2R ) e b
ZAT ) APP A& i3 1 VA0 S0 HE16 7 5 SDK ¥ 2544 1 ] 10 Frm . 4K B AN MR 45 16 25 46 I AN TR 3 (R DR A % R
55 S EE VI RN D15 N 2 18] A8 B IX AR AR & 25 2 A

App - Push-massaging

Server ™~ Server
(I_'> Push-messagi

App ~ e ging

Fig.10 Structure of Push service
K10 HEIL RS 154

i Google #2141 Google Cloud Messaging(GCM)SDK #§ ¥ 2 [ Fil #2 /311 [, {245 Facebook. Oracle. Skype
2 U IZATHLHIZR LT Apple Push Notification Service $E3R1E, — 44 M 2 JUSE 0 T ] GCM e il & 4k
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PEE4A B T Google AR 2 A I8 V22 JLA SR = 5 #3261 JEUIR 45 B A 78 40 I RS e T % A\ B $24)% SDK.
Ht Push-messaging SDK:Push-messaging SDK [f) z it 4% % 38 & I 33 0 1D 540 B 1 3 F5 EAT T8 A5 4%

T, B ATHI 2 M7 o B 1D 253t 88 F P iU (s 8. ik 20, AT & Ik Push-messaging SDK Jir i ] 1

ID 2T HEFB IR IRIMED. BB 84 (MSI). MAC bl fi6 42 BRTE ¥ % i 8 22 .

AR B A U B R, S0l v DU B B M ID.H T SDK G v M 1D SRR BT 2 e % bR
L R e & v 5 ID IF AR 2 HE W&, B4 B A BOAE TR IR 45 28 FCHERE T .8 T B X
P Bk, BATT I G n B AL, 451 0 5 )N ER AL, A4S A 1D AT DA A s b =2k

5 41h,1% Push-messaging SDK A& iE M 1D 856 B N 28 S5 (AES) I 28 Jig A7 il 76 508 1 vp AR i n
BH AR A O A2 g, TIT A A 3 ek 5 3 R 5% 48 1 85 AR B e R AR B (A e HTTPS Pt Bt 35 v DA ek 3 ) T2
AT BT DL RN AL 1) 23X A B T o A i 7 2L I P R 1D,
35 VEIAHEAR S eEm KA RIR

TS 2 5 i, B A IR 45 25 1 58 = U5 SDK W] LAWSCER 15 4% A5 JE 20 1T 3R A3 50 46 M43 B SR A b IR 2% 25
ANTE 2 M BAT U7 I 42 6, Mo o w] BV ) e b R R A R A R A 5 2 15923 moplus SDK JCiAT Ik
3K URL, PR 8 AT fie 2 W9 25 SRR T fil & IX 2 45 60 75 Ik SDK 9 9T A 8 FH 2 3 R B K R ROy

Baidu Map /& —4~35 % I3 N H, T LA (b 7 6 R s 2 b J¥ 44 R iR 4% 1 T+ [ F P 63297 1) Google
Pl IR 55, DR1 bk 8 L v Bl )32 S LB 2 T R T T R R e A Y e A R R A A R R 14 3 000
TR PR S A i SDK H A HOE BT N i, XA AN A BRI b — L R H
T hRAS T B b SDK ARAT A K 5 FH 2 A4 29 32 B0l I hRoAR . S Bs b, FRATAS F Nimap #3487 &% B2
#[¥) TCP i 1 40310, K LI 7 2 Be A AT5 SR 4T IF i 11

HS BT — e B A AR &S 2 A5 =5 SDK LA R 2 K AN F R 5 A, 21X 86 SDK, 41 Gaode
Map. [ RFN 360. 454 AH IC 1K Y FH AR 7 #8410 i EL 6 13 1) TH RRAS TS AR AEAR 22 e 4% 138 AT.
3.6 V6:kRkp HEERIERMR

Android H&E RGN RN DR AL T 10 30 8RR 3 A &8 AT R 0B 1 H ST B S N5 & 10 347
b JF R N L@ AHF android.util.log 4T ENYRIE S AHR, dn FA AT 78 B B 48R oK O B H & 45 Bl 22 4
WU AR T R R S A A debug J& P iz AR i e 2 A i H (0 1B 11 Jos), XA A 3R AT IR 5 2 15 2
YR JE Y ZE Android 4.1 JRA 2 1, 75 READ_LOGS A FR¥) Android [ FH 27 g W52 BUA 4 b i o F A7
1) H SO TR R U B BN H R 4 S BUBUB I 8% 7E 2 BT b 3R ATT I mapbar SDK (M (1 FiL 7 b ]
RSB B 0E B, IMEL i H BT e % AABRMIA M 129 A% =75 SDK #,4 12 M4t
TR,

<application android:allowBackup="trus"
android:debuggable=""Lrus"
android:icon="@drawable/ic_launcher

android:label="@string/app_name"
android:theme="@style/AppTheme

Fig.11 Attributes of Log in AndroidManifest.xml
B 11 AndroidManifest.xml H )45 5% Log )& Tk

3.7 MARFARARMKIR

(1) uid ¥ H
— L4t 40P & 4 Facebook. Twitter BRI AEHEAE T SDK I 158 = 5 8 5, 1w LA By H 7 DR 5 il
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s W R, TE T 20Uy il () R AR BTk P IX 4 SDK A OAuth 2.0 B H - (1K - 54T &
A3 56 UE . 0 P T8 S AIE, SDK IR 45 35 443 (8] 75 1n) 4 FURT uid (FH P 70T & R IRk — 4R 3R) 214 5 3 AR 7
PR 25 2% 2 e N FHRE P vy LA U 1) 4 RERT i U5 1) B P 452010 2898 AR, — 6 3 PR 7 9 N 63 A A wid
YER F P (R S5 A0F AR IR 0 e ] LLRAAR wid, I RSO 6 i uid JEAT 5%

(2) A 2421 API

2455 =75 SDK 7 WebView i i JavaScriptinterface It}, i f Web T i nf LI i 3% AN 2 O AT A b i 4.
2 WebView g 7R T I, 2575 JavaScript ACRS H i A AR 26 72 90 0T m AR s S PR 00T B 2 4
(L&l 12 i R).

function execute()

{
return aboj.getClass()
.forName (" java.lang.Runtime")
.getMethod("getRuntime" ,null)
.invoke (null,null)
vexec (cmdArgs) ;
1
Fig.12 JavaScript code that executes local commands

12 JavaScript {5 AT 2 Hi iy &
4 it it

(1) ZE="5 SDK il it 5%

5 =77 SDK BT, W SA7 70 I T, 6 P 34 s 1 22 4 T sl K481 1, Moplus SDK 52 i 2K £ 3 000 1~~4 000
AT ERBOEEE N AR T8 =07 SDK &t 88 = 7 55 1 4 F 4R, 4 20K 1 2 IRASSS I DAL I
H NAZIE A TINGE = 5 SDK IR AT BEA7AE 1 22 42 R

(2) UEEAIF

BATIHI 43 M7 45 W, SSLITLS il 76 55 =75 SDK R .

(3) =77 SDK {3 L

FERN AT LU L LR 5 U SDK AR ARRD TR A Java S S ML S AR R I8/ . so SCAEHR;
SSL/TLS M IEfffic &% 2) root 1& 1445

A A5 Java (19 [ ST LA KN G B AR AT JRCAE . so SCA A 73 #0440 A1 5 = 7 SDK A2 13 58 [RI 3. SSL/
TLS IEAf e 5 A 9 i fR8 15 %0 4. 2 root 55 root B84 A1 LL, BT T 1 FD 20 4= XU K S 386 .

5 % 8

FEAR SO FRATT AT T 76 Android A RS HAT M4 15 TIRE 20 =7 SDK 776 115 I 2 4 Ba i 45 1
SR TRIE X 28 SDK H i id 60% & A & PRI (6] 40 HTTP 3¢ H . SSLITLS WA IERATECE . SUSAY BRIl
M S, RS @it HEE RGBT RN R RR).BANF BTN TAE LA RE = )5
B 2% 75 1) SR, LA 13 SDK (1222 4 i) .
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