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Mobile Advertising Loophole Attack Technology Based on Host APP’s Permissions
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Abstract:

As an important channel for mobile marketing, mobile advertising has become more and more popular among app developers.

However, in pursuit of targeted ads delivery and other illegal tactics, mobile ads may introduce serious threat to users’ privacy and

property. Recently, many researches have paid attention on the threat of advertisement platforms, advertisement providers, and mobile

apps, though few studies put focus on the security of advertisement network. In this paper, based on the automatic analysis of host app’s

permissions, a man-in-the-middle (MITM) attack scheme is proposed to inject malicious code into the ads’ traffic. Through analyzing

network traffic, this method can identify the name of host app and extract the permissions from the official app market. Moreover, it also

extracts the device information such as system version and sensors, which is helpful to excavate the loophole of corresponding WebView.

To generate the attack code automatically, a capability description language (CDL), which can describe the attacker’s ability in a
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standardized format, is also developed. The distribution of loopholes among different Android versions are studied. Experimental results
show that the proposed attack scheme can affect many apps, and the attack cases also illustrate the feasibility of this work. In the end,
several protection methods and security enhance schemes, including host app name confusion, ads content integrity check, and the
remission technologies of MITM attacks, are put forward.

Key words: mobile advertising ecosystem; host permission; man-in-the-middle attack; automatic attack code generation; capabilit description
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Fig.1 Mobile advertising ecosystem
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Fig.2 Hierarchical structure of mobile advertising ecosystem
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WE 1.2 TR )N RN T 8 077 2R — iR A B S X R A7 AE — e T, A 15 B 3 e %
GEd ) R B SR E B, 8T — PR R Android JRA BRI T K& AT 09 BT &
P12 S ot A S A o 3 R 1 o AT R A AR T SR AR RGN Y AR AR R R A SO A RE R
kRN AT I B s 7 1 BAR SR U, A S T 7 2K WebView A OCTR I, @55 WebView A= AR S04 T T VI «
WebView ¥ il A 4% il . WebView File 35 7] Y5 5 W S50 il . Web )2 [F] V5 SR B AR HT R T . Web )2 R0 4 dth
T SCRZEURN A8 A SC A 00 s 00 R G b 0 553 B8k PR T s e, R AR TR R IR 40 0 AN AR SO R A RN
A1 L WebView 1T & AR AT I I A 491 E ] 2150 1.

Android RN T HENHH Java (CALFIM T ) JavaScript JIAAZ H,7F WebView #E4FHSZIL T
addJavascriptInterface % 11l i %3 11, W 00 R 1 IS BEIAS GEAS I S H FR 1 Java ARSI Java X G 4k Ak R R &
TR 2 T B R BT L K getClass ML AT LLAE IS B 17 ). 454 Java (9 SR ALI, Booh #5038 1] LAk A3 R 452
1) R 45,330 1 o] AREAT AT AR $04T . LA CVE-2012-6636 4, MU 4 & J6 7E WebView HiAs Il JavaScript X%,
FE HF — SRR, L AR R I SD R b T A5 B st W5 2 WRITE_EXTERNAL_STORAGE #(BR. R J57E IS
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i 77 Window X %, 3k B AE getClass J7 15 X4, 10 Ik [ S ML, 753 2] Runtime X 42 82 F >k ] LR FH #1257 1%
RANAT — Lo A Le s 1) ST i 2 5 S5, NBRAT iy 2 J5 32 1] 1R A N 38 0 45 380 5 43 B Bl SO PF 44 1A RV 45
BARZIR LR 2013 45 8 H b (a2 B v, U5A 1R 2 B A2 7 st TR AR 22 N T 2 1 BA DS Dy e =2 22 4 3
TR AT R AE N FH A Bl JiT B b A ] addJavascriptInterface 4% 1, AT fie % 4 B0 o 35 ) .
2.5 HTEM

Android F 5 1) % AR P 2 50 1ok A PRATL T 455 S 1R 1 R 5 45 A 1R AT B a1, B TR P 26 BRI S 60 F Al
DAPAAT AF ] 5 oA S I FR 3« R R0 T 7 Al ke 47 T R ) R B 4. — AN BV 2 3 R E R gt — e b &, Bk
A CH 7 T AR R RCRR, 15 WS AN BE SR B SN B A TR 00 ) 35 P A AE T 32 5 I 1 2 [ o 2
A S e DA E R BRI T35 R RN T 4 A AN B SR A B 28 1Y) Tl e 70 2B i B AT i, — HLB AR R A
TR I B PR B U5 1) 52 BRI 208, I8 4 — 52 & fil k. Android B7 37 2R 48 (1422, T 52 FH P IR 5.

B b AE N AR 2 R AR T3 & Bk & 1 fie ) BB B o B AR A 3 Y 9 RE o E A
I IR T4t S A7), 1 SR AE 5N T HR % T ACCESS_FINE_LOCATION AR, B0l 2l vl LR — 26 g 1 s ¥l
W) 7 a0 g =Y S T READ_SMS AURR Bt # 3t T LASRECR 7 1 A5 8 AH B, SR 32 B FH
AT X P AN AR, et 5 AR U ) A R RLAS I o R L DR 0 AR SO T A N AR A AR T —
il B B AR AT 1 58 Ak B 5 v, e i KRR B HUBE . Android RZEEE .

TE T — i AR SOk S 3R 4 18 30 2E i B0k 3847 1 B8 22 e T R SE B4 5

3 ETHEENRMBEHEGTENERTZE

AT VRGN S A3 11 A PR A B0l B 8 375 R T5 125, RERE AR AN 7] 2 ARIBCRR FRIR « AN ) %5 7 i 2R L )
WebView ‘% 4x il A 31 1% £ e U0 10 SO A I A oA A i Xt o (4 2 plob BRI 4 o, 260 0 3 ANk
Ye:(1) Be I HRTE 5 AL RG(Q2) BeIMRNTI(3) B B . 8 Rk F R OB AR B Rl e R A% SRR T
SIS A 93 A 210 i SR 77, A A 10 2 B (1 R S4TSR G S A R iR v AT 20 B,
AT PR ML T B A A R 9 5 2 2 R AR M A, AN B o A R R R R

e IRIRTE 5 2R AE 1 it A A
< attack ruld > :: = var list to_ extract={ "Picturd " “imagd.jpg’, .},
<JRTT> <1.0.2> <http://> <wwwjrtt com > .. . )
<802>; TX PR b/ function extractFilesFromSDogd
<AdMob> | <ACCESS FINE_ LOCATIOM ; for( var key in listto_extent) {
< LOOPHOLH> var file url= file://sdcard/ DCIM/ Camerd +
|<src="http:// attackerdomaircony location pay FTTTT OO TILI T T T T list_to_extractkey);
loadjs'>; LGN readFiléfile url);

< attack rul@> :: =
<JRTT> <1.0.2> <http://> <wwwjrtt com >
<802>;

I EETL i

function readFildile) {

P var rawFile= new XMLHttpRequdst
rawFileopen( GET | file, false);
rawFile onreadystatechange function() {

\
|
|
|
|
<AdMob> |[<CALL PHONE>; L :
|
|
SR : if( rawFile status== 200 || rawFile status==0){
|
|
|
|
|
|
7/

< LOOPHOLH>

|<src="http:// attackerdomairom' phone pay
loadjs'>;

<USER CLICK~

W) 25 4 Ve

var allText= rawFile responseText

}

< attack ruld> :: =
<JRTT> <1.0.2> <http://> <wwwjrtt com >
<802>;
<AdMob> | <BATTERY STATS>;
< LOOPHOLH>
|<src="http:// attackerdomaircony battery pay \
loadjs'>;

}
}

WebView myWebView( WebView) findViewByI@R.id. webview;
myWebView setWebViewClicfit new SandboxWebVigy);

Fig.4 Stages of automatic attack code generation
4 Az B R
3.1 BENWIREBFTEM
N TAE TSR A S AR BEAE F2 0 A )7 i 2R GE IO AR SR AT R AR SCHR H — R E D Hii8 i 5 CDL(capability
description language).CDL A% FHRARICAL IR 8 CBCIRZS AL, ik WebView il 55, 3@ 148 — 1) 5 ik fifiik
i I AR S5 (LB .CDL 35 35 1€ LT
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E X 1(CDL B /1383435 = capability description language). CDL J& —F B #5238 4t 20, FH K AL S A0 AE Ak 1
FHE M5 B .CDOL AUE T Loy i [ FR 25, Be i HI SR 8 & A i 24 IR TIC B 2505 .CDL W) A SE IR0 ke 5 (R 1
T AR, B Bk 2 nT ORI B0 B 5 FH 3 55 160 9 A7 ) T 288 8 R AT 48 AT ) 1 5 R R MUk A e g ik 3
fR et H bR 0 R 0 N A R A1) 35 1] 308 8 3 s 0 R A R D 0 e g A 0 I T 8 7 S R 496 ) U
H B

A SCRIH RHY 8 20 (Backus-naur form, {6 BNF)K ik CDL #3512, £ VF Bl & il & SRms >k W1 ik i A
T4 A P SR U HE . — AN LY CDL (Wi VAR 2 R

(attack rule)::=(target app);(subject)|{permission);{channel);(related point).

B S B WA S T — A H AR (target app) bR 375 5 R 1N R4 3 3 bR B0 65 B 44 9
FRAS k44 SBAE PR SURI S 1.0 T ARV B R I PR B S CDL o VSR TE ) 27ROk A Ik % 2B bR
A7 BT s,

(target app)::=*|(name)(version)(protocol){hostname)(post),
Horp (protocol)::=(http://)|(https://).

A N ] GEAL S AT R AT, (subjecty S N T — AN B B BRGNS R R B AR
H1| F AN [ (permission) e 7 A 3 W H 75 B2 A3 (WA PR 76 24 J (0 ek BRI R, ) BB AN 75 ZERCRR At mT g2 1 AN B
Z AN, F R,

(permission)::=(permission)|(permission list)|J.

A R R H) I B s AR GRS 2.4 1 P A I T AR, H (channel) 267 O T AT Bt & e
T 7 GHORE S8 1) B g B — 4 MUt AR AT T WA . A I JAr o Y T ROR P 73 A ) v, e T U i) 45 ) S
oA AR ) Mk i A, 7 S0 W R AR, R .

(channel)::=(loophole)|(methods)|{permission list).

T30 T 8 B R s W), 7 B P LR SRR R R e i . ORI SE, H (related point) TR

SR Y PR ERSY IR ENG L A (S UG e S S LR I 7R
(related point)::=(user click)|(text input)|J.

B A3V R 0 T A ART— i 5 V5 5 0 5 T A RS MR w] F k2 B) S AT b R U T T R R A TR
BN A% SR ] B R AR 2 R R B R K b — T T SR AR IRV R A e U AR 5, B 05 2 O Al AR B 10 Mk SR s
R 2 5 3 ] A AR D — B By 7R A SO B AR R R AR 8w (0 Bl AT e I AR VE IR AR, B I,
CDL i 5 s VR £ 56 UE i Be ok s, LLOR UE R4 T2 68 0 WL I B4 N i 2ol sl oy 2.

32 HENMRH

LA TINS CDL SCAFREAT AT, LA 2 AH I 1) Bty 5Eng . CDL SO AR AT D7 VA AR B B0, i 0 45— 4%
Yok SR W 1K) 53 B, 70 TS 58 SCIF 1 0y B0 e v ke 9% G T 1) B8 A R 30 il 1) e 07 ¥k e A 70 AR [) 11 2
FH3 50T PAT A B B AT 9, A0 0 F I Bo s 2 X 50 i R S HE . 5 s 4 42 1% )8 W (advanced  persistent
threat, fi] 7 APT)E AR AL AT Hh (10 Bl J7 VA AE S 3y B iti 22 i [ B 5 08 16 32 I 0 e 0 64T R 7l (i e 5
AR, B 07X 3 B M B BoR TR 2 A48T R L B it 5 13 7 10 2 N g #% I 0T %5 %% 21 Android
F48 WebView B 2 #8551 B, AN 0T B B BOR AR BEIE L) = P9 25 K T $hAT IR AS A et TR b, 7 SR
5 S B A DU £ AR T T A B BOR.

TR P B B BN W] R B R A R IR e ) SRk LR 3.

1) 97 B A

IR AR Tl 2 2 % ) VA% i KR XU 22— xR U B A R OK R 5 0 R AL A 7% 5 1 4% ok
AL 1,78 3 P B 378 T-HL A7 6 2 R SR B, R R . IR AR AR A 5 45 A SOV 1)
P B MR ARG R &5 B AL BB FTJF WiFi. ViR A RS SRUEA e, $RiTh
6 WBCEE IS WIUTFEHOEE . TSR TR OGO WAl A 3L 12 TR R AR e ek
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B IR, T LORHE AR B Bl AR B4 R 1 IR 55 4 L
Table 3 Summary of five attack technologies

R3S MU LA

7 | R R ER T | iR
I Rt I LT
1| iR m?%ﬁ%ﬁgﬁﬁe 2) WebView IS 5 2 5 5 1 I 5 i
- e R AR T 3 £
D Bl % RRE S ARG B
| e g e R E K i 44 \ B
20| PR | e o b | 2) R & TR R R 7 # s
S R
s [ wama | ATREFARILAER | 1) f kA f R o I b | i
BB et i PR | 2) B0k b 5 % R AR
WL AU R [ ) fd BN G W% . I
4| RS | B R SRR . i 5 5 2
Ve pk i 2)  RGHTARK AT f
BT B AR AT | 1) 18 LR AR ) -
S| PORRRE | e mwptan | 2) Bk & M A N A =

2) MK TE

W 2% JR VE A2 48 SR F R A S s sl B 42 D0 1 v B BB B BOR PR AT O AR B A R I AT o A
SCRTE I M 2 J0VEAT g EZERRIUH &R 5 5 BB QQ /4. BERAL k. Ml NS T
X G5 S B BE S 25 3R 1 F P AR AT N ik P9 2% A I R P X 4% 4 a2 TRE 2R DT I B P AR
G B I AORE AR B IR 4.

3) WEMk

Yl 25 SR BRI (0 1542 7 16 3 2 B 00 FH 7 I 38 4B 45,38 3o 17 i 52 1Mk 455 08 B 3 0% R A I 3 Re
5 REAT R AT O A A A R I A B I S EAERGE T T EAE L RE AR P AN AN RPIRAS TR B8 T
N TR B T A R A AR T X LA Bl IR RETE 5 & W AL B Sk 47 5 578 Mk 555 15, DA s 4 1) 2l .
I b Wi 3k vy LA I B 3R I 0 A T A ok R SR AN TV FE P (0 B T TR R £ 3 A SRR T Bt B
N

4) 455

T2 M 55 Bt J2 — s DL 0 RE % Mol T B e g ik B AR WL 4R IR &5 EE R WL AR 48 PC 16, Bk
H R T B - AR (1) GBS I 5544 110 2 e DXy, AN B WSO 10 19 248 38 425 (2) A FH TP JOk O, 30 A I 25 74T
vk 1% 5 AL BT X Android “F £, 48 SCR B 48 iR 25 732 55 PC A BT AS [R], 2 200 3 % 1 4% 4 G 45 3%
MTFHIE B P JCIE A 0 B A FIAME 3D T RRA A g B L N IR e IR AR

5) Wik &4

BT LA BRI T AR R I8 10 B0 T B 7R A BN Bl H 02 5 A 2 0K 1 £ 10 T8 A1 3538 S i A 340 1k
ki /& LUK H b R MER 9 B 10,08 % 61 L B ARG B AEAR SN BE % 5 T, T52 8] Android AUBR
BLAHI A 428 o, 20 e 2% AT RETCVEIS B Bk 4 AN li 280R AR Pl B, RS Bk 35 A8 e B 3R EUH 7 19 & Ffr ik
TR T DLTE RS R GEREAT BB IR, 53 FEY P (0 R4 R TR . B 3 2 20 e N T A A R B T VR o b
H P g IR ke RO AR S — e B T BL.
33 WITEN

T8 356 A AR 2 i s VR R 40 T 2 A IR R R 19 B3k R T T I B B R I A AR i B A
KICBREGAE T WA AR AE CDL ST 1 i, I 13 B b AR v 3 8 8 45 385 1) 5 4 8 R K A ) B 1) o B 7
VR SR (W ARKD 2L 5 0 Wi A P 4 B 1) B0k R0 TR S8 R 3 5 3k ot I Ik s 48 vy 114 v 1) N ks AR
AIE RS 51 Android B 2 45 (152 B A SCRI AT BROIR A A S WLz 17— 15 1 56 48 2R (breadth-
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first search, fij#K BFS)Jj 2, L1 A R Bt H5 A 2 T (8 4 0 M1 ik A2 P 122 % % R A Fe 06 0 7 7 224 110 A9 6 IR
AT WA B B AR E LT H AT 5 SR R St ARG Rl G A A0, ,CDL SO A S O A AL R I T S8 7R
HORES A SRS FA 1 BUs B, 2R )5 T3 8 11 2 FAT LA — A2 SRIURIH . 45 58 e RS 2 5, R A s R i 45t
KA BARA I BB A

TE X 2(B FRIR 7S B 374 finite state automata(FSA)). 7 FUIRA HaIHLZE — A H It 41(Q,2,6,00.F), 24 11,Q &
—MH TR RREE DL M IS O T RER 5.Qx 25 Q R R q0eQ RBMIRE:FeQ %
BORASE.

B A o A ) BUR RO — AP TR, AT DA Bl 2 AT AT L B i A A\ CDL S ] 3
Aiip 2 B R, CDL A o B0 i SEASRRURT ™ 75 2 3 98 A 1A 08 8 1) T 8K 0 B s P F) B AR A SC K CDL
AR AR R 1] e R v I R 23 B JUAS 1 S B 2 b vy BICAR DR RS 7 SRR AR D B0 2 il 18
RN B G, P DA AT BRARAS B s Lk il Mok Bt A plad B2, R BCs 25 (0 A 038 Ll R AT BRARES B 3l AL
FRIR A fte.

A —A75TEH(Q,1,0,6,00,F) S F2 7n Bk #ifir 1 A 3 A2 B 18, Hov,

*  Q={Uo,--->UnTarUn-Uc,qa-Ue } TR EE Qs .. .U RN ARFNIG I F1 3R Qo - ., Qe TN 5 RBEFIA;

o | jEfii N\ CDL CHFIMH F5 -4

o O LU HIH AL A 554545, 1x0 £ FSA I8,

o SQxIx0—Q ZHH kK, 45 5w — AN e 71, i 45(1,0),FSA e % 3 0, — M IRE,

o (oeQ BRIk E;

o F={0a,0p.0c,0a.0e} A FEMOIRS L RN Bl # BB 15 FSA 45 A H IR (0a=07 HUBA R, 0p=19 26 K T,

0= L 411 2%, qq=1H 26 IR 55,0 =T R R 4¢).

e A g4 o A 8 AL B AT BLE U FSA=(Q,1,0,6,00,F).

i AN2:4 I={READ_SMS,ACCESS FINE_LOCATION,...,loopholel,loophole2,...,loophole7}.

&y A HS 45 A O={getLocation(),sendMessage(),...,delPhoneBook()}.

TR

IxO={READ_SMS/sendMessage(),ACCESS_FINE_LOCATION/getLocation(),...,loophole1/delPhoneBook()}.
¥ ek ok
g, x ACCESS _ FINE _ LOCATION / getLocation() — q,,
g, x READ _ SMS/sendMessage() — q_,

g, x loopholel/delPhoneBook() — g,.

A BURES A ST PLR R B — AR L W B 5 s B o1 sl R s AN [ (1 R IR, 9 L2 ) i)
TR 7R ATIRAS T b PRI A My B R 1 58, BUeh B I A 5 RS (o) 4 2% R A SRR 210 2 I NS5 B £
FAGT B (Ga) J7 125 A% 2R G0N A 57 AR by BE Ak 1) B Uy 92, SR T2 R IR O 45 45 5 308 1) 0 45 9 B R A AR R BB 11
15 B HRAT AT e M ek ) 1 A AT 5 BBt 28 A SR A 8. 88 AR s 7 I 1) B ({0, -, O ) ) 72 2 1 AT I 2%
A () B R HURIE (). 2 R AE BERL G IR S T BE S A3 B 7 1 S 0045 S (WA H 7 44 SRR 45, ik vT BATE
TS0t 38T T NN 1 2 4 #1288 (g ) R AR . ) SRS 5 408 150 DO 92 T 2 4% 100 R4 IR 95, 3 W0 R I 4 s b 45 R a6 4 9
17 FH I, T SR e 408 42 1 A I 55, T DA L BRER AT 0 2l WAl a5 S AR s T 2 1) B o A 1 OO0 B E A
T B P NIE L8 IR 55 (o) FUB IR R G () BU ek X PRI Bk I vEAR A B 51 H P (g3, R ke, R 7ETT 3 Fh

Bt T BOGVEIE BIRURIN A 1B SRR
AT BEAACHD FF A I 4w < A ORI AR 16 TAE AR, A SR T Metasploit! > HE 42 i () A8 e A e 38 i AN
A1 Metasploit #2417 RF /- AT #HAE R LU F & 2 46 10 Yo A7 B8, 45 Android,Linux, Unix,
Windows Hl Mac OS X 43X A, A SCH AT LAAEAf € 1 323 T IR BRAN T35 194 45 (0 ) 2 5, AR 22 38 1) el
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T I T S (OB AT 7 A5 O FLZE VBB T 2 5 A T LA 45 4 4 W 0 MK 7 T B 1

Fig.5 Example of status transformation graph

5 REHA S

34 KEHZH
TER BN 5 b ) N Bods (0 B AR Szt b A SCRI . ARP 300 3K HR A 5 8 51 4 IR 4% 7 2 1) PR3 4 S
M4 AR AR I B i P R

o 1 B A AT BB ARP K Iw 7 v AR B N T AESRET R A K TS RS TP
X MAC Hibil 2 rp(a] N =AU MAC sk [FRE A 45 IR 45 7 A A B 30 % 7 i TP X B ) MAC Hb
k2 o A e N EALE MAC ok i2% 25 B F) ] Dsniff (9 2% W88 T BA0 5230, 7T A 3 3h 40 07 s 1 e 3]
{10 S iR A0 B .

o B2 BUKPUISATM ENALE G AN KR SRR BT AT A RS AL E SR BIEB R A
Yok WL ZP BRI K-Means IS0 50k T 25 U v R0 H 1 2 8 D (R4 1, 9 B2 At &
Uity ()P B AR R %P TR b [a) N Bk LA 2% T 25 08 SR AT 08 o8, 1T 2 4% B R s sUe R T 5
P& RS2

o 5 3D BGHAEMRYEE 2 200 Hh A N AR R, ) B U7 N T T 3% IR EZ N T A BR 43R % 20 BRR)
H Scrap 3L, T AE Python JT A B — AR 1512 K Web SECHE 42, g 6% HTEL Web 2 s 3 T
PREN 5 14 1 1 H5 A

o N5 4 D W EARIEE 3 L IR I B (e RS I B A R, T ST AT R R SRR 1K
WebView AH IR %20 BA FH dSploit T H 58 3l 1% 4 HEAT RIS Wr, A 6 ik O H . 15 B 3k IEE.

o BB S OB ARAETE N I BCRR LA K B i IR IR T, A B I f¥) CDIL R ) i 3 SC A

o 35654 CDL SCAFHEAT#HT, R FH Metasploit HEZE 1 3l 26 Rl Bk 341

o 7L ERET A AR i, AP FERER R S EHLBGE R 6 DA
Brki g AN B0 9 3 o, IR [ P i

4 KIRITFMG

4.1 REIRE

A S0 (P R R D 2 ER B A ) 6 s L v v TR) N et L S it A R I L I A A e R AR %
FEZ N RKIZERL . — G L% H BackTrack $5/E 2 4 1) v i, [F] I, IR A0 471 7 B — B SRRSO A0 NI TR 46 M =
AR i S 3 AN & XiaoMi 5S,Huawei Mate8 il Samsung Galaxy S6,'E 1144 H##¥) Android fixA<
N 6,5.5 K1 5.0.2. 4 0] AZ i EHLIEATAE ThinkPad T470 2EiCA b #5%4 BackTracks ¥ R4, b i T
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Metasploit . FL4.

N TR

. ‘ > TT
' EEE
e JEURT N

bR SR P R 3

~2

Fig.6 Hardware and network environment
Bl 6 fEfFRI 2 3 558

76804 4 77 1, 4 SC A PlayDrone®” )\ Google Play Store 11 T &% T 17 245 AN i T3 AR T A 893 %5
T E U TR E AT A I b e, AR SOHE IR B N B AR B AL B AR RIS AT A 3R AR 1 R 4 = T
G W T TRAT A5 A B FH 2 AN IS 1), 2 Y RE K R 1 N ) A R0 i ) Bl A i LA R AR Android - £5 #2 fit
(¥ F1 24k 4 BT Tt MonkeyRunner™ X RN I FH 3547 30328, 20 AR BT REAN N FH (3 A 0T 1T 26 I 103 A7 ik A
SRR NG TS B4 LIRS AR AASDK 5 8 52 IR 45 #8 (6 1045 0 o 76 1 4% L Ig AT W 46 LR T R ki il AR
08 i 3R B P B AT OB UL ISC. an SR AT R B T 5 R 55w S IR DGR GR (19 41 AdMob), IS4 AT Y (1 8% 2
FUBOA N AR AT I A ARG 3 S 462 MV H) & WA,

42 TWHER
42.1 BURAHT

AR5 462 NN IRBLRR FRE I AT G vk, I 45 T IR B A4 IR R R 22 T 1Y 20 SRR, A
K 7 Fron A H A LA B INTERNET. ACCESS NETWORK_STATE 4% W 4% A S A B HH i B AR 3 %2, i i
5 000 AN B EE T IX PN BCBR. 55 Ah, — S8 BRORA AR O¢ BB BR 2 F H B, i1 ACCESS_FINE_LOCATION
(2924),CALL_PHONE(1488),READ_CONTACTS(1464)F! SEND_SMS(866)%% i L6 4% [ 7T fig 52 b i A & ) 5
LA AR & RSSO T kT R e, TR TS R AR — RS K=
ZHAENFE@I B TEE ). T IX 0 2 IR 25 1R i T B RE D % 5, T AR 299 3682 NI
AdSDK ¥ 338 1 /11§ WRITE_ EXTERNAL STORAGE R 3% 6 S0 fF 92 4746 A M A7l v A 5 8 R 13X
SO IR A PR G BESE AR N AR & R R R B R4 T rT Rg.

Fig.7 Distribution of permission requested by mobile apps with ad

K7 A7) 5 KR 3l N (AR FR A 23 A
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422 IsiFHT

AN BT b A AR LA Android MRS IR EAT 80, 45 R AR 4. - e 1~Us R 7 43 )
A AL 2.4 5| HI K 7 B WebView Jilid. A3 T il LUE i, Android 4.1 R R 2 UKL S A2
HJ . R 7 A48 Android 7.0 1R I T 582D, H ARG R FE A0 0 U TR A e Rk 23X 18 B BEHS Android R 481
AN T2 A 22 O J0TIR IR LR 30 2 b R S 52, 10,32 B Google 2 B % WebView AH S I ¥ i B2 403K 4
(15— Bt T AN AR (117 3 o A 3R A% Bl HE 44 55— 10 & Android Kitkat(6.0). % R 4875 2017 4E 5 A i)
AT N 25.59%, 35 K B A T 40 L6 T 508 2 48 Android 7.0,78 2017 4E 5 A543 R AN 6.33%. %3 40,47
3 ANV Android WA (4.4,5.0 F 5. )RR T 3 AN, T8 5 A 2851 55%.3% 122 K0 Android RS
TR A e R i 11, i T R B AR S % ) AT 21 T (1) Android AL _E X FE, B AR BT AR Android RSB E T —4&
L AR ] AR T2 K T SR BE AN [R], T3 E AR R EE K Android FHLIEATAE IHM R 48664 Android
T3 3844 oy A ZE R HR T, St 2 75 98 W DA K dk (9 TH 2R 498 v e Dy b AR P 2 60 e ] ¢ 2 ik

Table 4 Distribution of loophole among different Android versions
& 4 AT Android FRAS 13 43 A 17 B
Android A I 1 i 2 i 3 Tl 4 iR 5 i 6 i 7 i H (%)

7.0 7 _ _ = . - 6.33
6.0 - - L - \ \ 25.59
5.1 - - - v - \/ \/ 22.52
5.0 - - \ \ \ \ \ 10.44
4.4 \ - R R R \ \ 22.53

4.1 LLR v v v v v v v 12.59

423 Wil

h T VAL B B A A I B ORI B Y A SCREALIESE 1 000 MU E R 3)) T & I B ] HEAT 9256
i Android $24[1] appt(Android asset packaging tool) T..L X X £ 3 FH ) APK SCARRIAH N [19) 2 A AdSDK 3¢
PEEATER AT 00,315 DN RN T 25 FE TP AN m] LA AT JavaScript ARILH iframe,104 A4~ N FHE
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