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Real Time Idle State Decection Method in Fuzzing Test in GUI Program

ZHANG Xing, FENG Chao, LEIJing, TANG Chao-Jing

(School of Electronic Science and Technology, National University of Defense Technology, Changsha 410073, China)

Abstract: GUI program’s idle state usually causes low efficiency of fuzzing test. This paper tries to solve idle state detecting problem
based on function trace by nature language processing method. It first analyzes the difficulties that traditional program analysis method
faces in idle state detection, and then proposes an idle state detecting method based on Bi-Gram module and statistical analysis. Bi-Gram
algorithm transforms the function trace of the GUI program to probabilistic characteristics sequence, then segregates the idle state
probabilistic characteristics sequence from prgram’s probabilistic characteristics by variance characteristics in idle state probabilistic
characteristics sequence. The algoritnm finally extracts idle state features which applied to the real-time idle state detecting algorithm.
Experiments of source code and binary program show that the new method is more efficient and accurate than traditional method.

Key words: fuzzing test; Bi-Gram module; GUI program testing; idle state detection
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1 AR A BRI R A (1 52

R LA A7 0, b PAY A 3 SR I R PR U CPU i 28 S 00 77 925 e I RS 00 2 i DU P A 00 81 4

© PEBEBPHIFST  hip:/www, jos. org. cn



1290 Journal of Software k4% Vol.29, No.5, May 2018

DN P32 A7 AR IR 0 s e 52 0 B A I TR) i, 5 AT 2% bl 0 R v e {0 ) ey N B AR A 22 6 X A
TRk e R 2 B i e g, B o g e 0K A 49 e DR P A 0 1 1 Ak B 5 I S e — BN ) A Bl E
1 L P 1), 50000 288 3 AR AU o0 A2 2% 0 P 81, T e L B A 3 AR A B 5 00 P 497 s 38038 I 1) B A, 3
B AT 200, KR A TR AR O

BEE | PR 4 5 | L R
ST 152 2 R i 1 T
SRR
WA
RS | PR b - | SR
— >

DB S A 5 FRBINE IR, serbpAdn

SR e

AR S

Fig.2 Influence of timeout method on the efficiency of the fuzzing test
2 ER IS IR VR0 SR N 1 ) )

oAy T 3 A IS I BB 00 7 v oA PR RSER fl L 15 A Peach BRI TR MRHT T CPU 418k
WEWN 1R 75 ¥k A% 7 TR P AE MR A B A B R b CPU 2R L v, 1T A5 36 N CPU y 3R AT 1) JiR 2 A
SRAZ T I BB 40 FE P 28 AR R AR AFLE )L 15 56, CPU o FH 2R I AN RE v b S R e $0UAT 1% O, 7R A B 5 %
FEAR PRI 9] 1), 2% 3 CPU 7 FH 230 I AIC I A3 SO0 AR AR 05 FE IR, — S8R P 70 20 e RS I AT 98 2 A7 1 Qs I
I 48 3% JG 65 SCHSEAT N, A MBLIE S HeIR 2 CPU SR B i 5 SO AR 00 155 00 5 , e T D0 K 85 1)
e FE,HB 43 CPU i 26 1R 98 ) A 22 M RS ik ok 1, AT L 43 3 00 R DI

AL W b 7 2 AR AE — R R A e TR e 2 i SR R AR 2 A B AL 1 L (B e T A U H
T P 20 8 R A JTURRAIE, L REARIBN T 28 56 s FUAh ¢ A 5 DR SR O 2R AR S FS AR AL, 5 0B o BB 003 ) 38 = 75 1H
AN
1.2 GUIEFZ#IRFE R

X Windows Iy GUI FHIH AR 68, 4 T PR UE ST R I8 47, e AT 2 R 2 e R R 0 ST
T 5 H i b £ 53 T Ak B AZ AR B R B AT R0 1] 3 TR

/1mwﬂﬂ?ﬂﬂ”?%a[}{mﬁﬂﬂ%ﬁ{
TR - IﬁszmH . |
AN

I
. Translat Dispatch
\_nsen [oma | B i B
|

|
|
|
I
|
I
|
|
|
|
|
|
|
|
|
|
|
|

Fig.3 Thread execution graph of GUI program
Bl 3 GUI B ia AT S Fe o Hopi AT I
ST 2R FRAE N4 58 R A FUH 2 5 3E A LAt T GetMessage— TranslateMessage— DispatchMessage 1/ ¥

© TEBREEEEIEDT  htp/ www. jos. org. cn



KL E AP @A ARG GUL AR5 B4R & A 7 ik 1291

PAT IR AL I A RS TR Ay 11 S A5 At 2 WU 7 AN B P38 AT I v 0B AT — S8 3 b 4 0 A BB, T 5 B 2%
B ) R A XS LR WA S 5 BRI, A S AT I T 491 Ak L T AR R T A T I T 4 ) Ak B
FEFTA AR LR 58 Bk ) Ak B A I, 1 2 A 5 LAt e RE 15 AR AL T B8 O PR AT IR S IR SRR

BHRE.
AR ) B AE I GUI R Py I8 47 3 e v v e G 0 b o P BB N 2 DR I L 0 2% T, v
LR PIAS T B

o RPN TR e R HR B AR Z T A A5 AR I 2, 0 R T AR b N A R 1A I %) AR D A T
TRATAELR 100 7 506, AR 0 1k P 49 10 52 23 R JEE AN [, A e R (1 4 R 00T e A ANl e 1) 2L, e
Fotb 2 B 15 S 1 e R AT, JCVR A ROE AL TAR LR e, i 20 et Pt BILIZ A B 3 e ) 1 D, 2 30T
55 23 AR ASAZ S B, AT S 0 A 15 DA 2

o 2 ATBUZEIRIHTRE R I BR BCRAT I AL R AR VE A 2 0 R AT IR S W 4 o, e A X
R AR LR RS C At 22 1 bR 2L

- r
PR Translat B Dispatch || b %k 1
GetMsg eMsg X Msg X : GetMsg :

Fig.4 Function execution graph of GUI program without distinguishing thread
Bl 4 GUI FEFIEAT AN X 0 S bk B AT IR 12
VB AN 12 2 SRR PP v 2R B0 JF SR AT A A5 IR R 5 AT B R B0 B — € MBEBLIE, 2 — 22 &
B FEIRZS (K03 DG PR AT AN P, A A5 — 1 B A A0 B A 5 H2 ARADLIR) AER A7 4100 EL = A B i)
PR BLE AT U A3 B AN TR, A B 5 s

i e e e e e e e e R, TR e TR ———————

| -
AR AN AN N AN AN N e NET AN ERD

—HoetMsg P sia P ma [ s [ eMsg [ i [ e [ mo [P Msg || sic @ﬁe]
Y
NEEANE AN AN AN ENEINES T

A [P wosis [P msia [ msc ] emsg [P ko [P wkis [P Msg [ 7] e mﬁC1

S Jifl | yfTranslatlyl Jufl Lyt JUAl L) S 1) J6fl || DispateR o JUfb [y} S |

|
|
|
|
|
pispatet] | Jbit |, 5 | |
|
|
:
GetMsg ™™ gwa [ kA [ emsg || e [T e [T me [P o [P Msg [ mse [ s e
|

Gt 2NN
Fig.5 Idle state execution graph of GUI program without distinguishing thread
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Fig.12 Method of idle state feature extraction in Section 5
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if (abs(N(G)-ldleNGAver)<Range){
idleCount++;
if (idleCount=IdleCountThreshold){
return True;}} IAE E NSRS
return False;}
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Fig.13 Flow chart of real time detection method
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Fig.14 Relationship of every part of the tool
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Table 1 Table of the needed function by the trace recorder
R 1 AT AL DT T 0 K I R AL

e A B
FLY B 51 9 ek 5 v
A R R S R N
75 e P P A 0 5 X

AR SCR A PINPUAE g AT 328 3 35 9 °F- 6, DR Ut 3 A 2 PR F) 2 Y o 50T DA T Bl o 77 5 I s M s 4R
T, PIN G A2 )T B 5 58 S0 B KA Ik AT W4, DR, A S 58 481 IDA PRO G # 0 F2 J3 2047 23 #, 26 A
B SRR HB P

PR LR AE W R I8 AT R0, 1 e RHFE 7 58 R AT ik e e i T 48 Windows 7 SE &I RGN T
bk BEHLAG(ASLR), K FR P B 5 1 I 2 bk £ B 25 75 58— XA T 5028, PRI e, A% SCPE R e g N 4 v
IF, e s I A b B 18 8 SRR BN FE A IR b R R AT A, DT AT 8 A SRR T AR R 718 AT I L i 4R
IR A E SCRR AN H

FRAESR B ER = B WIANE A — A BT 2E T Bi-Gram AR T RE 22, — 2 A il B T 17 25 IR 25 )
WA AAE . TR 2R SR I T B8 1 2 12 X R BB AT I U 748 )5 LA GetMessage/PeekMessage 4 4 B& #F 1 o B AT 128
Y BN g i) 7 E #1E Bi-Gram BRI C(fio ) BL A C(fio)), H it 5 0 1g(P(Rilfio ), 4 FAR A7 A VE B R .

EVEARI IR 1) S ok R v BB R P 2 AR AR 3 R A C(fi o), C(fiy) LA K 1g(P(fiffiy ). B 15 i TR H0 40 122
WA C(fisi>Tbefore, C(Fi betore KA S 1g(P(filfio1betore)s BN — AN 7 AT 78 f B4 57 AT IR B C(fisi > F)nows
C(fiznow BA S lg(P(fi‘fi—l)now)sl)_l\ljﬁ%ﬁji}a MR TE R 1 N AT C(fi-i=>f)new=C(fioi =>Tnowt C(fimi = Tbetores C(fi-1 new=
C(fi_DnowtCFiDbetore LA 1g(P(Filfi ) new)=18(C(Fio1—>fnew/C(Fiot Inew). I I 1 i 77 v 5 Je v ek 2 F 530

B2 A N(T), A 30 3% F % 1dleNGAver BCE-2 . % Range #1 1dleCountThreshold B KA 16 7 2 92 B0 25
PRESREAEAA B SE BTt T AN A 1) 1d1eNGAver 78 [A) 1 IR E L2 T 8045 (1) 22 BF AN S RO BRLER A IBCT- 34 19 O 15
M Range FIRJE T2 HARAERAE I B0, o8 T RUAT BE M 395 AL 20 B R A0 TR MR 3 R0 in N 38000 1) ) 1 3 P
K ) Range; [FAE, 1 51 A A <7 55 i, R ] i b B 1R 400K 2 B S5 K 1) 1dleCountThreshold.

SIS RS I ASE B PR AR S A8 AT IR FH B LA B 3 ANRR AR AR S5 I 20 W R 2 7 N 2 RS SO I A B
ST INEGE R LA R T8 SCRREE AR S AT M I 4 B S T AR B E A RS SRR AR B 13 T,

6.2 KIHLERN

AT A — NGRS A — 0] L S BG B0 TE S I R H AT TR 107 GUI 2711 TestApp, TestAPP 53
TR AR, TR SO N A T — B I B K e A R B R B O B AR N B R, SO
AR F IR B ) SR AR AT TF 5 RIS, TestAPP I8 5 F2 )7 I8 4T I e v B AT I 3 B0 BA 10 A 55, I FAE R )7 52 ik
SCA I aoE 5 DA B B R JE AR B I o B D g SR AR A A IR S TN SR % AR S AT R
AR R, FFE, SR 7 45 R 3 N 23 3 PR I8 T 28 7 T 3 SRV B 1A 280 300 %o B AN Y JEVAT B AN Bk 1)
TR =RFRIONIRTili

WP LEsEIG IR 7 2R 8, 2 2 IKEView. WmDownLoader. VUPlayer. FoxitReader. WPS A%
FlashFXP LA % Dupscte. % 3X 7 2K 84 R F 78 IR A PR 55002, 70 VR0 B2 7 1 N 30 25 6 R A8 IF 45 oA e ) 6 £
S AT, R ) PIN IN#GX 7 K3, 20 I GE vt IX 7 34 DA B0 21 S 1118 5 P 7 22 (1) I8 18], -4 12 6] [R] 1505k 8
I HSF R 7 AT [0 £ F T A A FEASE BT 000 3 A 000 P P 7y 92 3 47 8 R 0 0, DA SR Al 5 28 3 RS AR I B
ABOR I Y A (1 R0 TIE B T AR SCHE B 1R 75923 Ll A% e i (1) [ 4 D7 325 5 2
6.3 SKIMLER

6.3.1 IOUFSIG 45 R
T A ) VR A 27 >0 e B RS 00 4509 S T L R 3R N A R A IR BT 2R T U R R IR B I SRR A S
HEN A AR ZS BT D3 00 S G IR I B3 AT Bl 258 38 3 i FH A 8] /0N 1) SC A AT 0, A9 T 1 L B8 A5 A 5cih X 43

© TEBREEEEIEDT  htp/ www. jos. org. cn



KL F A @ @AM R G GUI A2 5 T E30IR & LB 77 ik 1299

FEIFE P 10 AR AR 5 28 TR 25 A FH 1 BRAT T8 4% B30 3 s T8 ARk 2 A 3 IF ) 380 1) b B0PAAT AN B0 TestAPP i 5%
45 PR TR 58 SO FH 81 Ak B 5 30 N 5 S RS I T 28 7 0 IR R TN B, 1% T REAE TestAPP Y51 1 SEIR,
LA s 4 R R FL ;TR S50 45 R R T S R 5 AR FH 491 Ak 3RS 3R O\ A BRI BT 1
T VIR FR (A 550 5 VMR 58 U, 23 RIS P2 B TestAPP g 3 45 S 5 1 5L S5 48 S 4 T I B 4585 A ). S 36 &5
WiE 15 fis.

10kt 1000KEH iz 11, 11 M HE=10 0 ——eeeeeeeeeeeeeeee—— = WH093
R L T R B3 PP ——— —_— %097
10kb, 1000KB I iz 11,40 17 ik Bi=1% — =] 4098
LA 1000k8, 30T R=100% . W =098
LA 10kB TR E=I0 ————— WA :0.96

LIFER 1000k 0 TS5 — — — — — — w097
B e —— rwal W:0.94

KA 1000k8, A (T ER=1 0 P—————————— ] W :0.92

R L R b e —— s W:0.94

0 50 100 150 200 250 300

O LR S TestAPPid 4b4S L

Fig.15 Graph of the result of the verification experiment
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Fig.17 Graph of the result of the comparison experiment
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