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Abstract: Buffer overflow vulnerability is one of the most widely exploited and dangerous security vulnerabilities, it is extremely
difficult to eliminate buffer overflow vulnerability completely. A lot of buffer overflow detection techniques and tools have been proposed
in the academy and industrial. In the face of numerous tools, itis a specific and practical issue that how could users choose these tools
effectively and applied them to the application aspects such as detection and repair, prevention and protection, measurement and
assessment. It is necessary to establish a clear map among different user requirements and multiple buffer overflow detection techniques

and tools for sake of solving the problem. On the basis of an overview of the types and characteristics of buffer overflow vulnerabilities,
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buffer overflow detection techniques ant tools are analyzed and elaborated from three application perspectives, i.e. software life cycle
based detection and repair, buffer overflow attack stages based prevention and protection, knowledge and understanding based
measurement and assessment, which created a map of user requirement and techniques and tools to a certain degree.

Key words: software security; buffer overflow; vulnerability detection; attack prevention and protection; measurement and assessment
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Fig.2 func function and its stack frame
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Fig.3 Example of stack smashing attack
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void notSafeCopy(char *input)
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1

Fig.4 Example of off-by-one overflow
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Fig.5 Heap memory allocation and heap overflow example
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static char buffer [128];
static int (*fptr) (const char *str);
main {char *str)
{
fptr = (int (*) (const char ®*str));
strepy (buffer, str);
(void) (*fptr) (buffer);
1

Fig.6 Example of data segment overflow
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void copy (char *str)
i
char buffer [80];
unsigned short len;
len = strlen (str);
if (len <= 80)
strepy (buffer, str);
do_sth_with (buffer);

}

Fig.7 Example of integer overflow
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Fig.8 Features of buffer overflow attack
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Fig.9 Stages of software life cycle
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W) 2 AL RGN RN T — A R S R ) A A (ARt strepy SR H R SR EUX A B K TR ZE i X). 28
L8 Loy BT T B A Prefast®™, PrefixP MarpleP 2% 32 ik [38] #4917 — 40 benchmark & 4L 3E AL T
Splint,Prefast,Clang, UNO 5 it U &5 25 43 7 T 1 1 e 5 MEAA 26, 45 3L 557 Prefast £ 3C A #5142 b xo 2%
PP DR i Y IR PR AT DU T i 6 e ik 41.8%.
o AHAHT
SR MR 2 A7 58 R 43 12 K Wagner B¢ 1) BOOND VU HE 25 540 Hr 19 22 1 [X 3 HE RS 900 T L £ S B4R %,
FOW 45 5 B Bl ol 5 50 2 AR e 2 e DX A g — A % KN R 2 1K 8 10 B BORE, XoF 4 i X (1 45 A e A
Shy S5 2 e DX TR P 465 50, 300 T K5 0 1 DX 1R 40 SR 7 A ) R0 A kg 8 50T B 1 240 o SR A o 80 o ot A R R 4
FAE SR AL, SR R B TT R 1A 9% b X 34 HE BB 12 BOON S FRIAG J J3E S50, 52 56 35 W, BOON [F1 3R AR 3 3% 90%.
o FFSHAT
5 AT B ARV 3 100 7 2 3R R BT SO 2 % S 3 AT 1) — R, 8 8 5 A s B N BRA T
Tk R AT SR A S A0 R, B 0 R TR R MR A A0 B 10 240 AR A A SR AR 3 ot A R 481 3 AR S AT
FeARMEAT 2 0h B 35 B K T (0 T HA5 ARMOR,ARCHER 1% i ARCHER J2 5: T 45 5 447 A0 4 42 UR A T 4
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AT R 00 FH T 20 A 300 v e 2 3 ) A 5 A 20 W T L ARCHER T 3ok 38 7 20 A BT A 8 0 Rk Rk BIL B B 6 T
VAT U 1) T8 3 3 A ER 5 1 FH SR AR 385 AT 7 1208 ) 2 5 mT AR, AR 5 ST SR AR 8 (RDIRAS T 75 5 AT 0 vk
LA A v A VR Ly SRR A8 Y %0 P v I B SR A8 8 1 B 3T DA 1 5 5 AT 10 9 ¥ 5 3 A7 4 1T Ak
PHFR P A2 BR (1 1r) 2 SCRR[4 118 2 T — 4L R4 B4k 2 #7 T ARCHER,Splint,UNO,BOON %5 240 #7 T H,
g5 R 7R ARCHER R ILEUF A I 208 90.72%, JLT- % A 3G UNO Kl 254 51.89%, [RIFE 3 A 4 ; Splint £
MWZFEH 56.36%, 3R F A 12.03%;BOON F I I 2, Kl AL A 0.69%.
o EMEH
SE B AIE W B2 K 10 3 A AR B R e O AT O 1 SUR 22 4 P TR i i o 38 i o P B O 8 4 S N 3
S8 FIIE B 245, 15 T HE B0 Gl 4 10 RS 0 1) 85026 46 Sy 322 4 24 20 T B ) A SR 5 IR A 2 I W X e 2 A A U
S0 00 T30 0 RR P AN A7 A e B IC AR BAAE - s B UE B T DA A 3 TG BROR S s JEAS SR AE T30 ) o 48 o R A 2 i LA
AT SZBL A S0 T R 5L T R AR W R I 2 ol DX AR L B A BSCHH CSSVIHIAE ESC AT AT AR
Modula-3 1 Java P 5 ARG e (1 25020 8 S T 27 S84 N FH P e e e R B2 e 4R 5 R 30 0E 4 A 7 A 28 7= 2E
KT RRE AT M B0 R 45 AF 35 i e 77 A 1938 48 2 U N 3 o BEAIE I 38 Simplify 5 B8 UE . 4n SR 56 1iF 2R g, D) 33
WA GRS e o A7 AR A 3, 5 FIAIE A 2 45 H AR S F) S 1. CSSV NI —FRIGAIE C AQH% Fp i 65 17 76 7745 £ o IR 7
TH SR C VR R 2 A TR 4 Ry TR TRV RE 7, AR 05 R TR 23 A 59 GOLF EAT 1L F2 170 3] 44 43 b7, 30k
T8 5 P 3 3 Ay 3 BR[5BT B0 R i 1) 0 e B 000 B A N R e b
At R I T
o IHERIEIG
AR A 56 (1 RS A SEAL Al AT 9IRS IS R GO RS B0 AT N JEAT R4S A8 FH I 7 32 A ko B2 8 2 A X
Xof RS 56 P 2 A S HEAT 20 im0 B T 1 A 4% SRAT B 45 B AR N R R A S RS B R 1 — RS IE R B
75 BRI B A SOIR S IE R B2, 1 s i b 0 BT A RS 2 5 0l A2 5 A 60 o o S T A i R b1
JITAT 5 R A O, DU P A T R G 0 P O 7 ) A R 6 4 2 AT M B (B ) R SOIR ST RS A A S
19132 FARE ARG 56 7 v HEAT 2 00 DX 35 HAS W0 () S 2 T A7 UNOM, MPOSI™ i UNO £ — TR 3L C FFF
FH B V18] IR TR (R R RS 56 1 B MOPSS 4 Berkeley k22 JT & 110 7T FH 206 36 0E R 55 38 46 )35 B AH D6 ¥ 22 1k R
R TR G 56 1L DL T LA AT ESPxU, BufSTAT! 14 L 1455 784 6 56 1) 5 s AR A5 T BEAUE W ] LS BIL 1 2
A, E 2 L A FEA BRER A 3, ] F I DR 45 4 [ J T v A
2.1.2  HwmiFM B
X2 SR Xt H A A R I T R R S O T R (0 g PR AR ST IR I W] o W S — S R i
i B s B CL S il S B AR AR R TR StackGuarng],ProPolice[49],Purify[so],CERD[S1],lnsure++[52],
TinyCCP185; 55 — & S B 2e A AR 7 ACRNE 1 TAE W CCured™ 38 1 6 & 20 M #5551 9 4 SAFE,SEQ
1 WILD 3X 3 P27 F54F 3 2R84 AT 43 202540 A, 00 SAFE R HRE I A2 5 8 2%, SEQ #REN K A Hidth
bE e
2.1.3  HARRASEY B
FE AR AR B BE T P 3 A 38 2 3 S R (0 35 1 B R AT 4% o X A O ) L e Aok
FERT 4R 3 2K
o BRSO vk, BB ROV G B ARG AT A A ) R BV e A, TR T AL S 1
FE R AT FE N (R BB A . M 7 (6 T IntScopel™ Hkg nl AT SO FE AL by v 1) 5 R, RIS T 7
PUAT AR 00 98 £ 10 2 Bt IR TR 2R BL T LA AT WinSafel®®);
o HTRANTON bl Uy vk R IE ek R ST L s 3 S rh A 2 S MR I R T 2 ol X i U
T2 3 187 S0, AT 3@ L pateh {7 S AT AT SO IR 7R A, 300 17 A 2 i s SRR (X G Sabin B8 HY ) 35T
F5A ML ) R AR LB BTURT Flak $2 H A0 45 4 1 ) 30k #h L DS iy 387 ) DA B ST A v — B 45
AR PRI A, T 28 i XK /IS B 52 5 i 4 0 O 9 7 b 6 T AT SO AR A R AR AL
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o G URENRVE N JTVE, I8 F A 2 R R S B U A N R R AT RO, LA Sk SR fioh A A 1) 22 4 Y VL, DU
TN R bR i AR5 1) 5 B Fuzzing 383 () 4 D00 Rt 1 A1k A 2000k i) i N (BRI DA S A e B e 52
I HBA — 8 SR T 0 BE MU ), K 2 3 FH 2 2 75 i I %0 A 21 RT B P A i N o M A 1 R )
PR BRAT 175 D0, 2 IR 7 rP 5 7 1 3 20 % v DX i HE 5 U 31 e 28 46 %o 2 v DX 3 HE s VR T R T T B A
AFLP? Dowserl®) SwordFuzzer'®"!, TaintScope®4% . Fuzzing 5 52 it 3 65 % & FLAH 1) vk 78 (1 22 3 X 34 HY
TRl G 71 e A ] P A R R N R R BE 7 5 H AR R IO T A 84S0 Symbolic execution
BE 0% A 10 7™ 7 e T o PR 1R R P 491, g R 1 g T R AT S AT HE SR AT Angrl®) SO R
BAPI®Z%,
2.1.4 BRI B
— 7 1T I A1) o i PR A 22 4 R R 3 B e DX B I S HE T 5y — 7 1L R B AT K
AR A BB 50 28 ol X ¥ H B0k 1 St E A T B 9T DAL TR M B mT A 2k B R T B % o DX A R TR 1
THEMZ 3K
(1) A2 oA B 5 L B4 81 1K), 40 FormatGuard /& glibe [ — 8458, o m] DUZEAS T 2 5 35 PR 2
A2 AT PE RE IO B A ORI ) A Ak 7 757 B A HH DBl B 110 0k ALK LibSafel o0 — 2 LU AN
S 5% MRk i 0 B0 RS XA A 45 R U R B0 () PR BR BEE Qn strepy (+), printf(-) S REAT T8 i e ax gt
& B0 1 B8 50— D7 T SE IR T 5 B s 55— 7 THI Ik T DR PR 28 b X vt 91 1 R A1 70 224 W7 A 1 A o
VAR 3 [t 0k 0 HE S HE T 1K) P9 TEVE A AE 3, T AT A B o M e vt 0 AT A% Ak R R R
H Beidi LibSafeXPI7UE xf LibSafe [ Jig,ifi LibVerify i I f1 StackGuard FSAULIK 3h & J7 2K 4T
HORIR Y
(2) BAERZ AN T SEOLHER A Al #1047, 11 OpenBSD,PaX!* DEPO14%;
(3)  BEAESCREAS AT AT I AE, U1 Intel AMD “NXPU4E,
2.1.5  WRIEAT I B
EMNRBATIY B AE T S M S HARE BN 235 4 IRAPAT I735IF R0 T H nT gbAd =
W AE B TINRB AT IR 22 i DX i i .
o RN
BRI — T A5 R A 280 AT B AR R e B4 T UK, 8 PRI L WA 7 i AT I A 1 e 8 R A 4
B R GEIRI (0 7 U LRI AR e 1 03 491 £ 7= A g 2XRT LA b 2B R (generation based ) BB i
553 F A5 5 ) (mutation based ) B I35, i 78 I 7 i AR T 2 - SPIKEYY, Sulley!”™, Peach!14%: i i
FI P2 5 Session A5 A el 18 481, D1 Sy A= i 1) 003 R 497035 A2 98 v 2K, T DU B b 3 v v 4 350
Gy BENFR PG S8 8 2 T AT IR 2R, T 3 FH - W00 a2 AT vy 42 ) A N (R0 3 5 I 1), I 2 178 e T4 S (1) R
MR T 21 AFL,LibFuzzer” V%5 JE T FEFEAiHE S BAE LY 58 seed JLRE_E N T AS [7) 48 5 511, 1 11 7% 26 sl 491,
T8 7 25 R I R S AN I AR T DL 55 T 2 A 0 K 49, T OE T S B N TR R TG 4 R A SR K
() F . M TR G T R 00, PR A 00 22 o [X %% B URAL ) T HL ' AFL,LibFuzzer,Dowser,SwordFuzzer, STOBO!S,
FLSI1%:,
o BNEVGTHIT
BTG R BT AR FR P AT 10 I 2 v AR IS PAAT SRR AR 10 v Qe B . PRER B V5 G A5 B A% 3 R v
Ho ) A vk A T T A B R B Bl B A . SREURIAE B0 B .75 s Al R — T BAAr o 3 AN BRI
V5 R . PRERTT A PR v Qe B AR R AT 10 B BN AT s A T B AR e i B ARG WU 1 A L 7E R
L Tt 14 ) IR A5 R 5% (10 9% ¥ T A6, I P P 2 o AR 6 1 (¥ T L AT TaintScope®, Dytan!®*14%,
o RAPIT
TRAIATEIE IR A P R AT 7 2 A8 EARSAT B0 TR, i AT 2 50 AR RS EAT 755 AT, L AR SRAT (5 P e
SE T BFUCIR A AT SR B AT A A AT e A5, DR G 3B S T R R, 1 R VR S AT AN TS AT 5 AT I R EA B
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o IR A AT S RN, B 4 2 R — A2 R ) A T o G e R Al R LA 2 AR [ B R R S A
I3 AN AT DL B %420 20 (1) — AN R, ) P SRR 5 o AR 480 i 10 38 249 TR SR AR, 225 A, DU R e e N T ) —
% AT AT B A AE B R 3 TR I R oI R R R B 4 s )L R R A AT TR DARTR,
CUTE®Y, SAGE®* EXE® KLEE™®! Angr,S2E 1 BAP 2%, 3L i :DART M1 CUTE [ 3% 1% 25 [ 48 &% 5 I A2 1k £ 4 0%
72— IR A AT Z 5, X BUFHIR B A2 29 R 55— 29 ROEAT B T 43 208 10 % 42511 SAGE % U R 415
X2 AL AU, TSR 15587 1 % 425 KLEE. W 45 4% 8% A2 ST 300 AT H ol il s 0 BB N — AL R SR A
e 5% o T SR 0 2 AL BRI A0, SCHR[ 73100 €0 3% EXE,DART,KLEE,BAP,S2E,Angr 75 W ) 13 455 AT LA L IR
EPATHARENAFNEFE B H . EIRRTL, AT MRS BARERE. QAR 7T T 40800t
BT 5 5 K 10, T A 5 98 2 BAA ARG 00 28 b X 43t O 0 T H A5 BIOLP 714,

2E R, T A BRI 58 2 TR WA 1, — @R BRI 7 P Sz B o 0 B 1] 0 B e o)
vt PR A () B9 B3 T 3 il 32 FH AR A2 1 L b AT % e DX 9 ) 50 FF PR AL I S5 1

Table 1 Detection and repair tools of software lifecycle stages

F 1 B EA AN BRN S BRE TR

Az i JE I B Jiirk TH
il vk 4y M 1TS47 Flawfinder™ RATS"*"! Fortify*",etc
VB ST LCLint™¥ Splint®"! Prefast™, Prefix*®) Marple*” etc
B e BOON™.etc
T2 AT ARMORY!"* ARCHER™" etc
S BT W ESCI?LcsSVIH ete
B 3 UNOM MOPS!** ESPx!*%] BufSTAT!*7 etc
VeI B B ;S ﬁ?‘%? StackGuard®), Propolice!*”’, Purify®”, CERDP" etc
HAIKS A Ceured® etc
W) TR IntScope>!, WinSafe> etc
H AR B B AT Graph Isomorphism®®”) Structural comparison'®® etc
R REN AFLP Dowser'®”, TaintScope!®, Angr'®,S2E!** BAPI®, etc
B B FF 5] iﬂ[liﬁﬁ\%@ LibSafe!® LibSafeXP!*”) LibVerify!®*! FormatGuard'® etc
RAFEBY Pax'®”),Intel AMD “NX”"" etc
R iRIURRY AFLPY! LibFuzzer!”),Dowser'®”, SwordFuzzer®,STOBO!" etc
MRIBITHBE | AV RN TaintScope!®,Dytan™",etc
RE AT DART®,CUTE"™, SAGE"** EXE!®*!, KLEE"®**,BOIL"*"! etc

2.2 ZWXEEIEM RTINS RP

A H A AR S TR 2 AN H KIS T TR 28 oh X s H B0y, 35 i R 47 318 7= i AR T, ) A2 T S5
AN TRVRRAIE 110 2 b X 3 HE B0t P R A DR A28 Y B 3R AT 00 57, A R0 B S mT A3 FH W £ 1 L 78 31 T 5 R 9 114
H 2

IR f 2 o X B B BT 10 FTOR.

AR —  HERRGEE e SEECEE | MEEEE ) TRERE

Fig.10 Stages of buffer overflow attack
K10 220k DX Hh Bet B B

R — ATk B BT P R 0T B A R FR R 5 T A S TS R R . S 2R R A AT S N L il
K. B se AT A, P s s R AR R T AT
22,1 A NEREY B

I SCHR 88T H BT 5 - BT A 1A A N 1S 2 S0 T2 1, ok A 4 I B >, 40 350 1) S8 3 0 N 2 B A B0t 7 A 1 1 Sk
OSWAP B J& - 2017 445 AN 22 4 I Bk (R4 (B FE A 2 I N B0 UE )41 24 Top 10 22 4% KU 2 — e S AN 4
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A B A S F TR BT 477 S i N B AT AR 2 R R AR 5 TR mr 43 S 2.
o AL T B AR R AE (R A DT T, A 2% e DX B0 T 0 SR T T AR A i N TR 4
0 N 0 R B — 1 SRR AE (U AL 5 OB R A IR ME . T IR NOP #54-. Shellcode
25, Rt 3 S 3G O S 0o i N B 5 L 1) % T AR B R A AT DT, T R I R N 4
H e A T DA — 2 R b A U S A A I R 1 R A LR T B Polygraph!®
o 5 —J R bRt IR ERER A HT TN I TE S e, o FR 5 SRR S RN T SO T SR A S S U A
HRl A AT AT 3 s . BT LI S o i i N ) R AT T Y AR R o AT R v Y O A SR Ak ) AU
R TR AE 45 5 M i T B Tainted Pointer®,
222 SR X H Y B
22 i DX 3R HH AT 28 v X H B0 e A R T e T T X I T R X ¥ I B I R SR A B i A
JIT V8 120 A 7T F 1D 2 o) A5 — AN B TR 48 A AT R 7 A8 L a6 204 2 b X 1) 32 S 2 AT
S DX ¥ RS T A B SR A SR T 4 3 K
(1) TG 1 28 A5 U8 n AR BV (1) 34 A J8 AN LA A 105, 8878 (¥) T H. 4l Bounds Checker!”!),CERDP'),
MOBD!*?1%%:.
(2)  FETRERIPLIE S8 n s 4 KR A MR 1 T H A CCured™Y;
(3) R AR AR SIS KR, 1A-32/14320%,
VS b A — A AP R AR AT 1 A 2, A5 T DAY K G % v DX H B R A E R TR A B
KIKETA TF4S A R C/CH A —A WARERAE #4714 FAG A Mt 2k T C/CHRR A e i 3.
223 BEOCHEHEM B
SR IX i O ELRE H VR IS i R o SO R I . R K B O 2R T (L B A A
A AT T 2 i s S AT S8 B AR 7Y, A B T e IR v X i HH IR IR, TS 2% o X v H B
ST (¥, LR [P b il 24 480, 5 HE HEAT e B M A A 1K 0 VA AT 3 R
(1) ZEF Canary #2000 AR BIAE IR [ RERT3E IN—AN Canary 235308, 85 56 IR [B] bk (¥ 52 1 A0 A %
b Jgx} Canary {8 BI5E3&MEAR 7. [N n 58 22 i IX v HE S50 7 256 24 1 0R RT Hhik, 06 4R 7 55 16 4 Canary,
TR A 3R Bl H ik 2 B % Canary SEATHY 2, W0 KR W Canary fH T A4S 050 I Hh 1R AR 7 45 H 4 4t L
T ) StackGuard ™3} 4 1% 4% GCC AR Inh 17,7545 bR HON 1166 F 3l 2E kb 242 B Canary bric, 76 bR 5K
R 45 TR R Canary b ic 2 75 25028 5K SR I I HLBH 1= 2% o [X 34 H Bl ProPolice!”! 5 StackGuard
FBL, AR R A2 ProPolice H4 bR 5 I B 11 Ja 350 A% 2 T T HE 21, A 15 bR 3011 28 1 X S5 48 Canary, b 1T
Aty 2 B (T R B 550 AN 4 52 B P DX 36 H T R
Q) FETFInE ARG R H s BORIE F TR DG B EL R [ bl 26 ) 1 5 2 0 5k s ST 25 R IR [
btk 77 A 1 P A7 B BE AT 003 A8 P I PR REAT A R (R 4 PointGuard Y MW I GCC S PR 5K
LA S AR AE R P N PR A7 I, S0 K i - 2R 50 o %55 4 Rt U 1) S S B 1, T A 7 A7 A R AT
il 2%
(3) TR (R LR BT oK R (] bt ik 52— A3 6 A7, A7 fih 7 LA DX 3,2 A I T ok 5 4% Bl sl 4%
435 Bl A AR ATE 3R [0 s ik 0 52 A e BB ) T B StackGhost™) StackShield®, RADP74% StackShield
FTFHE GCC WG S, A R B K 3% [l ik s A R P — A 4 SR AR 4L A7 i 45 433 (R 3t ik 224 5 S50
S ACINE, FH 454 (1032 0 ek % o v (1 3% [ ek, DL ok a2 380 443 B ik 1) H (%) StackGhost  FELARLZ
ABL, LAk SE2 it 2 3+ SPARC Ab BI85 17 28 25 440 56 2R 46 PO A% AT 8 o5, A 1T 512 I R TR b ik () £ 4.
BT QAR 58 M A A 1) LR A SR T LA R X R 28 B 11 DB R AT OR AP, T4 v T AH BV 22 o X ¥
HE 0 B 1T TEAS A8 TR A SR o) e 2 2R ) S (L, LA G L AR 0 5 e A 2R ) % 1 IX i M VR O
224 SUBEEHIG B
ek A5 S B Y H U R T AR R e s AL R e AT AT R IR Bk B R IR W I R AL
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HH B o X S et P SR L DR] ke, R s S A A e 4 U7 5 ok B Al T R R B A T Bk A R 1
(1) 22 G2 U FH AR 7 38 AT rh (0 SR A8, G 8 A T DA A0 1 P B s 1 L pAY T LA 00t 0 57 00 L 1 - 2 o X35
.

25 AL 50 4 (CFI) M) AR Al 30 Jed 23 BT R £ 42 S 3 1) SR M) s i & (RO ] e Bk o 1 it 1 1)
DA% R B0 [R5 4 ) H AR IR 1 46 B, IS AT R B Pt ) 2 A2 48 4 (1) F bR 2 45 6 (1 44 F b .CFT S BILAA 5
A3 hy GHORLJSE FIORDRL B2 W Al AR CFL ™A% 45 il — A A R 1 2 I B H AR IXFIORS 4l IS A 48 T 17 %2
A AR 2 5 N ER TS KRR E CFL L4 — 41 AL A T S R 1) F A U5 81— e i 7, L BRI T 4,0 2
SEC A TER T B IET CFL AR 9 88 TA/E AL 35 CCFIRP®, L S ms e [X 4 1) 4568 FH 45 4 Rl bk B0R 19145 4, BH 1k
L8 B IF PR IR [F1 44 B S U AR A5 bR K0 b, — @ R B T CFL BRI 44 K f0 170 B0 BinCFInally U $2
BT CFUN T B4 10 1 FA R E Path Armort i S — AN W] 30 552 )3 R R 1) oo 28T 1) B 1 SCiguk
CFI1 77 % M4 KCoFL ¥ CFL MR T #AE RS W A% 2 1 A 2 5052 28 . B 25 il U B K5« return2user FIAR D B 2
Tt O SCTR [ 10270005 3 908 (10 7 A0 52 2 M AR B BRI T VAN 1O RE S0 3 EL AR S5 1 38 I A, e 47 s 0 o 4
P T R A5 35T API-Hook J5 72 /1) ATFDY O] 05 jo R 538 [ b 1k A 26 (¥ APT 14 i, S5 08 1 4 10 APT A A X
BEAT LU AT A LTS AE (1 22 b X I M Afeel " AT 25 25 ALK 22 b X s AR 4 LR 9 4 AR P
shellcode 8 T getProcaddress 25 B 41, 74 McAfee 4+ b 21y HEFE 1 4R 2
225 PATHEARDRY B

27 i DX 3 BUR 09 e 26 H 2 AT B0 AR AL, 1 S S A 75 B0 AR S GV AT 38 4 gk o] LA B R B Bk
ThRH 1 Bk, i b f 5 S T % 4 S SERR IR LR A 1 I 2 1 ME A AN W] $HAT SR BEL 1 B0 AR A7 i 1 S AR v 1 22 X
i H B

AR (1) S T AT A el B R G Y A AN T SE L SR (1 T PaX ) DEPUOL L TR T i Ak
TR 2% UK R 45 M S FF SEB, I SPARC,AMD “NX»[712%,

ANET AT P AE (0 R4 7 325 T LA 205 B 1 A0 AR A7 il 0 HE e 190 B0t (FL A 0] 1 B0 AR AN 7 HE A
(1) Zits, U Return-into-Libe, ROP,JOP M it 5t L% £ % Return-into-Libc, ROP,JOP B ifi, — i Bt & i FH Mk A% AN ml 3k
17t DEPPURIBE AL 3 b1k 4% 18] ASLR (address space layout randomization)HL ™™, AT LA 2 4R 45 11 By 37250

23 F i BT 28 b DS Y e B B TR S AR T LR 2, B B[Rl T S S0 FR 1] L B
FELE P DR H B0t 1 AN TR B B, T 43 3032 FH BB 22 1 L R A7 2 e DX 35 H 0k 1 9T 5 AR A

Table 2 Prevention and protection tools of buffer overflow attack stages

F 2 GEoh D B BRI T S AR T

Bl B LREAES TH
i N K b B H T AR AR Polygraph!"¥ etc
N2 TS Y HOR T Taint Pointer"") et
_ . FET it a5 ok Bounds Checker®’, CERD®") MOBD"? etc
P —— X . ,
'ﬁ“(*m“;;fg)' B T AL CCured!™ et
= ST RE LR 15 e 1A-32/14320% etc
T 481 ProPolice!™ et
5 X B B HT Canfy StackGua'rd s ro940 ice'™ etc
(AR ) I ne PointGuard”®¥,etc
JCAE LR HT 50 StackGhost!’”)StackShield*®,RAD" etc
el JEF CFI [ PathArmor!" " K CoF1"""etc
&&E@ﬁM& #F API-Hook AIFDU'® ete
9% b 525 11 do% = >
CEBRIED | v e i R i S MeAfee!! etc
AT BCACHD B B N LA A PaX'®L DEP!" etc
(RATHAT AT TR 4 R AMD “NX"'LADSL!"" etc

23 EFINREERERMES 5ITG
A A RS U B R 5 T LR B8 = A H AR 52 P 43 M 2 b D 0 £ e B 08 AT 2 8, 20k i A 1
(K2 Atk A 15 B O P43 M 2 o X 3k HE JRs ) PO RE B8 A T B g VP A 2 T I 1 T P o SR 7



1734 Journal of Software i34k Vol.30, No.6, June 2019

2 3 P55 A 75 SR AHIE N 1K) G o X ik Jhs TR0 ASE B0 T LS PR AT 20 A, 9 2 T 00 W BT A0S B T J ) T A
P B, BRI IR L S IR AR AR PR 10 58 4% P AL Al R REAT (0 R L VR AL IR X B
R A ZR G AE IR It AL o 2 v DX i e D) R R ) F R R

iR
(€58, WE)
¥

BETA
(T, A, REsUEiiE)

BRI i PR
A (FREESFER, RERNE, RETHRARELD > EREad AR

ERROTEE

—_— E b 2]

Fig.11 Measurement and assement of getting ride of buffer overflow vulnerability

11 SR DX H J ] 5% 0 2 2 B 5 PP A

JRE R R R 4R (K A T T LR A e WL A VAl 1 5 P 1R 38 PR S T P2 B 4 SR (B 3045 11 % AR ) T
B8 O A W AR g B ) A R T 70 DAy el BT DA TR BR AR (R EE o ARG AR B R R R B AR
B FR AR 0 A ERS T &ML B RALE.

I R4 95 SR 326 9 PR it TR HEAT 2 b DU 4 s T 428 A e PS8 T 5 PP A PR S A R W 2 ) 12 s
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Fig.12 Process of measurement and assement of getting ride of buffer overflow vulnerability

P12 B2 i X3 S s ] 438 TR B P2 o L DA R

ST AR T SR T A AL R AU T AN IR AR RN T FR VA IR s, AR A
JIR) R SR T AR 7 7 SRR AT BN AR, [ It 2 8 i SRR A 1 LA PR A B R 4 A L R A L 5 %
SAE  WAE GO R 43 SE B o T TR A BN LA R FH 3 5 % 22 el R SR CEAT VA48T, 308 7 A S A TR R .
THH 00, 0F 2 b DX IR IR I R P 34 PR A R T L R 8 s VA T R R VA B A R R — R Kk
PAR LA TH.
(1) A SR 12 7 AT N G 0% oA, 2 T A AR Gk BRI, 35 2 2% 18 TR 4 2l I U A 72 7 A 9t 0t
F RO 2R A T, R AN 7 A 25 IR 2
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Table 3  Types of buffer overflow vulnerabilities and corresponding detection tools
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Table 4 Buffer overflow detection tools based on knowledge and understanding
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