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Tracking Call Path of Online Advertisement Based on Jalangi
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Abstract: Online advertisement (short as ad) has become one of the most important business patterns, with the rapid development of
Internet. Online advertisements are main economic sources of Web applications, but the negative affect is that ads may leak users’ privacy,
or increase loads of browsers’ performance. In order to study online ads systematically, it is necessary to obtain a complete call path in the
whole generating process. However, since the sizes of the loaded JavaScript files are usually large, the function call path is long, and even
worse, the JavaScript code in the path is compressed and confused, it is difficult to get the call path of the online ads through static
analysis method. This study tracks the call path of online ads dynamically, namely instruments the relevant codes at first, then uses the
function parameters to transmit the call information and records the internal call information in each iframe, finally, by matching and
merging the information in multiple iframes, a complete ad call path about the generating process of online ads is generated. The
experiment focused on 21 real websites, and the results show that: the proposed method can obtain the dynamic loading information of ads
and generate the whole call paths, which are impossible for static methods, and the overhead is acceptable.
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Fig.1 Example of ad’s dynamic loading
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3}

4. functionA(){

5.  setTimeout("B(x)",5000);

6.}

7.functionB(x){

8.  var s=document.createElement(script);
9.  document.body.appendChild(s);
10.}

Fig.4 Snippet code (C.js) of ad’s call path
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R AR PR FRAT R T 45 B AR A AR 2 7 T O P s B Bl A B BT BRI A DR, T R SRR 1 1
iiESY

WE 5 Fiow, EINEPAT A R, setinterval %57 5s A B B4, 7E B A A T C B%LL,C R
MY — e R E R, B AR R 8 42 A—ssetinterval »>B—CH & 1 T setinterval 5 B 178 I 45 751 1 1% 4%
1E B 2 J5 KA H I, S 8O0EIRECE] C A S B setTimeout 11 5L 5 25 81

(Kl ik, A1 setTimeout % setinterval i %GRE BT 17 15 V8 B % A% IO AL 4, 75 ZE 5 1K P 1 R B02E A7 R ik A 2. 4k
B 7 A — A P, 12 P N AF R setTimeout 2R 0ER setinterval B8 30 FH # 2804 10 51 H L BLAE R B8
SE B AT I E AR R A B B B BT B G FR R E AR R TR XA L, X AN L ELTE I AT B 4 0k

6 JEIR T B A R R B SRS, b J$.invokeFun R 2 1 Tl 4 A 5 8 invokeFunPre, 338 T H R BA 31
fun;args HL A setTimeout B #(EL setinterval & £ H # S 406 R B EAE N B AR KB EMSHT R,

2ot o A B 7E 43 BT S S AN B0 R KU FH IS gk aT LSRR A RO 1 B A N R I AT I R AU 2 8
o 52 H ) bR A0 FH B AR, BT LA RE S SR AR B R RO R o6 R AR I 4 BRI BF rT AR BILA BRAE IR B
BR B i ] setTimeout 2545 17 5 000ms, 1% AN 1 2 20 | 45 6 4% 1 2E 42, [A] Bt Jalangi 763X FEL % setTimeout #E4T
FERR A3, B F invokeFun eRE B B AT B, DAL B A2 R AT 1E 42, 1X R 151 trace #5424 onload—>A—B, %A
FIx B B AL

1.FunctionCall(...,fun,caller_args){

1.window.onload=function(){

Fig.5 Example of using setInterval
5 {# ] setinterval f#14CHY 7 5]

T 5 A ORI R B0 FH 4% 56 B

J AR T e B A 2 RO T bR (A — A IS SUAFBERE E 51— A IS SUMF), EIRA ST EK U ST
P I LI 3 DOM AR A 21 AT (1 HTML U 4 A\ TG 3R 9 SRR A B8 12 B A 6 3 (script) . A IERHE 2
Z(iframe). i EE £ 70 2K (a) AL I Fr Je FR (img), 3 R A 4 T 9 A AR R LS BAR JLA S 2.

2. varargs={
2. A0 3. Callee:{
3} . 4. Caller:{
4functionA(){ 5 Arguments:caller_args
5. setinterval("B()",5000); 6 }
6.}
7.functionB(){ ;}
8 CO; 9. .
9} . 10.Returnfunction(){
10.functionC({ 11.  J$.invokeFun(...funargs);
11, ... 12. }
12} 13}

Fig.6 Main code of creating closure
6 A A e A

1) A T AEIE A A (script) A RN B A HIE ) IS A SIS
2) A Q)bREEE(Im)bRZE, H TR 2 W 2% o i il N — BUBE R4S 10 28 A AR T url ik, BT B

L HEAT bR AL 48 (img) bR B8 T A 4 N R SR AR AR R T i AR i A s
LA 2 5 (@) bR — FE I, TR th 5 B AT At

© hRBIEB IR

P==%
=]
JG

— b MR B R AR, AT
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3) el A (iframe) bR, BT T IR 45 A 08 1 — AN BEE 9 X, BAARIEASZ B TH AR A 1 DOM #
PR SRR, 5 — A iframe 5] A —AN 45 T .

T, — AT S AT RE A A 5 AR, BT B 234 N iframe o) &5 TUH, i H. () A(img) 7t 2= #B 7]
DU 1% & sre J& ST A R

] JavaScript i& S /ETUH DOM 5 A HTML JG3&R M7 vE45 UL R LA DOM JE & X R 11
insertBefore Fll appendChild 753, i/ document.write 53 AR ME DOM JT &% £ M innerHTML J& 1.

1) %t insertBefore £ appendChild & %11 23 #r

StF1% ] insertBefore £l appendChild B %dfi A\ iframe. script. a. img FRZEMHI,RAVANZEBZ D
ZRE T 20k 5, Shr FE A caller M50, WIRA caller J& ¥, BRI A &, i H L & A2 FHAE A HE K
B, 0% 12 4 5 A0 AT oy G0 SR iframes scripty a ARV VA A, B0 A P A A A AL BE R B T o R A
HAE AR A AT

R 4 B R EAIE T —A script, 4R J5 A appendChild J7 48 b2 W 01 A 1 T B R BT 3 A BB
ZHhEAEIN trace JEME, R A F1 B #ZE & R A BAT L IOy B RR ESH S n i A B8 4% 1) J& 4 :onload —
A—B—insertscript.appendChild. iX 5t % 7~ T 1ZCAE N T 5 8 IS0, BRI EE SR 6] 6 5 B sk BT 80 € 1) 2 40
AT BN .

2) %f document.write B %% ()43 #t

2% [8 3] document.write B& 32 1) S HUR 45 S 10 IE DOM JGE X %, 2 HTML Rk U i 245 5 &
B fEAT 9 DOM X G, T LAFRATTXT document.write (192 84T 2 455 5 VT TG, B 8 B2 TN T Z BT 4R 2111 4 2Kt
= ERE AT B FIW 5 N script ¥R25H %A src )@ 7 BRIl T @ id document.write 3 A T & 1
R 7 4TCE Ajs HH# ] document.write R A\ —A™ script ¥52%,script FRZE AT B js.

1.(script type="text/javascript™)

2. var aa=document.createElement(‘script’);

3. aa.src="http://*****x/ _[Ajs";

4. var node=document.getElementsByTagName("script")[0];
node.parentNode.insertBefore(aa,node);

5.(/script)

6. Ajs
7.document.write('(scripttype="text/javascript"src="http://********|B js")(/script)")

Fig.7 Calling process of using document.write
B 7 f#H document.write [ /i F2

3) %I innerHTML J& 1 i) 2> ¥7

i —4> DOM JEE I innerHTML J& MEIR(E — AN EVER HTML RiAR /78, af IEE L P A L& H
Jalangi 1) putFieldPre 2347 [51 8 ek %5, W] LA ITAE B0 BB YE I B AT .24 BN — A0 R JE M v 52
758 DOM JEZ A G UL K @ 1 4 2 75 4 innerHTML, L5 AN T 57 & M5 AR 25

55 B R R B A2 F1 DOM 54 SR BRGES SR 2 B 4% ) 5 %42 7248 H appendChild. insertBefore #l
document.write B ECRIE N 5 ARG I, 0 B e AT PR 5 U0 RT LASRECE AT (0 U8 FH 3 2 00 5 5L oA 0
F B8 A%, I B £ 2450 DOM #8&A4E I AH OAF BAE ARG — T4 T DOM JT &% 41 innerHTML JEYER B A 3K
i1 /& 7 Jalangi K489, 1§ putFieldPre o ZEI— AN AL 195 5, B2 2% & 1 WA V8- ) BT 6 19 BR8N IX A bR 3
[ ot S BL 54K 0 B0 B2 0 B % DOM #E 4 AR 45 B N i s — .

4 TEEmRERE

4.1 documentIRN &4 AR
BT R T S AR BoR ok B T = TS BB T YR X e SR R B A

© TEBREEEEIEDT  htp/ www. jos. org. cn



2132 Journal of Software k3 4% Vol.30, No.7, July 2019

MU FEZ /2 — A URL £ M AR 4 JavaScript (1 [V S0 iframe 51 F I URL J& T A @304 ™ T4 () DOM 72
ANFT AR iframe JT7E TUIE N 4 JavaScript AU #R 1 8,0T BA, N T AN IR IE 5 R, XLk 5 T 58 =TT I
LA B2 U5 5, — R R B AE iframe B BN M T — AU A e 1) iframe 51 A B9 03T % B B LA document
T RONR T ) DOM .

fE—A~ document A, FRATHLE £ 561 5 BR A2 o A SR I b — 264N T —N(seript) A2, 5L T AN IS S
AT 5% — 25 B 38 1 TOURT S 1) 48 ) #E 12 IS SCAE o, UV 25 2 S IR 1Y), B 25 2 5 3 FD T 0k AT K SR BB 1) i 7 B 4%
WAL — AR T A, D7 (8 22 S5 SREL B (0 ) 45 I A2 I 3 a0k el 1) B G 4k

document WY& BRI SRR N EVE 1 TR 2S5 % document WITA T & B8R84 CS MIFE 2 M
W AR P T CS H B B4R, A 4R B — 464\ script B B P 3 B 15 ) Ak T~ 12 B 4 v, 0] 1 [0 90 12%% 2% B AR
FR AT 4, 2 5] 56 B

HEL 1. document P A% (B B

151\ :document W BT |5 42 I B2 & CS, 75 ZEH 1K #6512 P;

2.5 i ELE P A PR BT D 4K 1K) B8 427 41 PS.

3.Procedure backtrackPathIntraDoc(CS,P)

4. declare PO

5 for Cin CS do

6 if (C inserts a script and P[begin] is in the script) then

7. PO+=outputTrace(CS,C)+P;

8 break;
9. return PO;

4.2 FEEdocumentsii &4 B IS T2

FERLCHIL N, — DA B iframe 51 A9 DT B 2 HILHAR T &5 A0 G U R Bh A3 IR A TG X 2
ITHRBAE—RAEH K S R AP —FK BB T —A iframe, 3 — 2 & B RIE T 1% iframe 3
FH A T3 A T iy 25 A2 0 2 R4k

B2 A XS B —A document, BV e (1 4F — UG 97 [ SO0 2 8% % document 51 A 1. 4057k 2 Bw,
97 KEEEE documents (1)) 45 B 4%, 38 7 HoAth document (1)) R R E S IR R IE B B XA R LES
N T —A iframe H. src J& P52 75 A2 4 0] 30 B 42 %60 B2 19 document F url. an S A7 78 IX A 1 7% 42, )4 B 43 2 1 A
T B0 B 42 I AT 4K 5 G R B,— > document X B2 A | 45 #5452 #8 5 4 N 1% document [ 8 42 AH S BE.

BL 2. 5 documents )95 B AR [R1 A V.

LEIN:FTAE document 1) 95 BH /2 1946 A CSS, 75 Z R 1 B 12 P;

2.5 AR PN BT &3t 1) 52 3 # 4% PO.

3.Procedure backtrackPathInterDocs(CSS,P)

4, declare PO

for each CS in CSS do
for each C in CS do

5

6

7. if (C inserts an iframe and url of P[end] equals url of the iframe) then

8 PO<«backtrackPathInterDocs(CSS-CS,C)+backtrackPathIntraDoc(CS,C)+P;
9

return PO
4.3 REU-SAMERRES P RIS HFurl
e 8 (Bl vh A B EB) T —A iframe, ] appendChild 4 A\ —A iframe #328 /F 4T 45 1 FI #4210 & 1E
LRI R R T 8 F B 42 N A—appendChild(ifr). 7 iframe W EE S T B BB R U T C ELC
R EUR N — AN B AE AT appendChild i\ img A5, L3 525 1) TR B AR 5 IR A 1) TR B AR
A appendChild(ifr)—B—>C—appendChild(img).
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T8I A B 3, 7T LU 8] 8 Fr s IS iframe IR 2% 7 o5 TR S AR HEAT BF 82, AT 3R AR 12T 5 1) S0 48 R F %
1%2: A—appendChild(ifr)—B—C—appendChild(img).

1.(script)

2. functionA(){

3. var ifr=document.createElement(‘iframe’);
4. document.body.appendChild(ifr)

5 3}

6.(/script)

7.functionB(){

8. C()

9.}

10.functionC(){

11.  var img="(img src="& /i i ht-")";

12. document.getElementByld("**").appendChild(img);
13. }

Fig.8 Example of cross-iframe
K8 ¥ iframe 7517l
BA 3 IRIUT I A AR I SR 3S ST url,
LEN & 1% P,
2.5 B AT P W I TR IS U url 4R A UO.
3.Procedure collectJsFiles(P)
4. declare UO={}
5. for each N in P do
6. UO«UO+url of N
7. return UO

5 SEEESYHR

AR T AT I S K F AT B A AL 7 VR SR AR T A AR T R AR 3 X B S Sk B ik AR S 5 vE AR
A
51 WHRMFRRE

AT B AR SO A R FRATK B S A TR Jalangi 34T TR IEIFE T LAR SE5, LUABh S IB B
AR FH 8542 AR I B FH B AR KB . T 45 3R N7 SV RS B 2805 Bl /i 5 A 95 1 JavaScript JHI 4
SO A JE A R 3 insertBefore. appendChild. document.wirte. innerHTML JiT (5 ¥ bt 28, A 17 56 A0 B ) 45 4K 65
BN R B AR HER S T 5 AT 7 Eese e, UL B IR AT VA AR R R AR IR R T R
3.

JavaScript () 2546 T A Jalangi i847 7 Linux &4, FAT17E AR AR 5% 45 3 43 ) OSX FR Goxt ) 0 1 47 4

ASHT) 5 AR JavaScript Il 4 ST
5.2 kIgidFE

BATIBENLEHL Alexa HEA Pk T ) 21 ARG (045 13 AN SR8 F1 8 AN P R b ), 1 g S8 5 5, LLIB B
WA 3k e 45 A S G JavaScript SCEEVE . B8 A FEAR LR,

ACSISIRE A 45 A0 5% JavaScript PR ECE A B AR T AR 5 SUE S E I IS BRAL insertBefore Al
appendChild 73 53 A\ script.img.a. iframe 525 80iB 14 document.write 5 N\ — 254545, 80383 innerHTML #fi A iframe
FR&E. 2S5, Gt 5 Pl N 7 IR U 573 A0, AR B R 7 15 B AR AR DG 1Y JavaScript JHIAS SO, 3 EEAN SO
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MrHAh GAEVER ARG Gi i S0E insertBefore. appendChild, document.wirte. innerHTML H I HIR B X R 2S5
125 O RBIR I B SR AR 1R AN RE SR B S AR P 28 SE R AR Hh, BB i Fe fy S RS B I 2 57 R A
Bk L.

5.3 SLIGHER

5.3.1 SEIRHHE KL br

3 356 X DT 2 A8 BAT I FR )0 R o0 AT FRATT AN AT LLSRERL ™ 25 FH 9 1) R 508 FH 2% 4%, 38 o] LASRE 357 JS
SCPEECE S T BN T BT ERAS A0 D7k, T DA 3 R A DR JS SCRE I A GBI R BRI S RN
(A 77 308 % T2 3R MR AR bR 2 P 2.

R 1LHPEH T M BIASATH TS XIS ST T &M IS TR S M98 IS B BL a5 Ah B 51 HY
TR S 7 1] IR 18] (36T b 5 LA R SEBRAT T Trace 500 T 5O X S8 W 3 P BN 72 A IS
SCPE T RO IS SR T AN X UL TR IS AT I FR 2 Bl EN B2 B 2 2 B 1 0S SepRE A B
S I A TR A T X TR (43S SO, AN BE R AT BN AR PAT I AR R BN IS ST B B, R T Al TG V2 K
PR R T A T 4 2 A U e i D) S Bl FRATT R BAR SO VR I I RE A R 2 2~10X, 40T F P R LA A2
HIYE .06 T L BRid 3K 1 Trace KEBHL AT —ATRE E&SGE 2T H0EEE 2~10 ), B &R0
T B 1~34 I8 FHTE 3~9 AR, EEH . AEgAE2EK,hEHEd T2
R XA KRR 3N 7 22 4 WU

Table 1 Numbers of JS files, ads-related JS files and ads-related JS snippets
F 1 WOBEPATRETE KIS SO T AEDE IS SUAEANT ARG IS BB E

35 4 B PR S R | 7SS ARG | T ARG | IER VT | FEBESS R | MBI | Trace & ¥ | Trace K& | Trace K&
IS SCAFHL | IS SCAFB | IS A BB | BSIRI(s) |V B E)(s)| Trace M| B/MNEK BRH | CF%

aintitcool.com 34 6 0 78 330 4 2 9 8
aol.com 58 8 2 114 300 4 2 5 4
bbb.org 25 4 0 60 240 3 4 4 4
Chssports.com 226 26 2 138 342 9 2 7 9
deadspin.com 76 20 1 192 384 10 2 12 7
Newyorker.com 56 8 8 60 210 7 6 14 6
sbnation.com 46 7 1 90 186 3 2 10 4
walmart.com 32 4 0 34.36 84 2 2 3 3
Wonderhowto.com 38 8 3 126 258 2 2 3 3
Xfinity.com 81 9 0 66 216 5 3 24 6
tomsguide.com 63 10 13 108 258 8 2 20 9
sporcle.com 135 19 12 120 306 7 4 12 9
onet.pl 60 7 1 102 252 2 5 3 4
zhidao.baidu.com 16 7 2 15 120 4 1 9 4
news.ifeng.com 118 6 3 28 164 8 3 15 7
news.baidu.com/guoji 24 3 0 45 189 2 5 5 5
news.baidu.com/house 100 3 3 2.82 209 2 5 5 5
news.baidu.com/auto 16 3 0 4.6 201 2 5 5 5
music.baidu.com 53 7 0 17.25 166 4 1 9 5
finance.ifeng.com 130 8 4 19 230 7 1 34 7
csdn.net 61 5 3 17 187 4 2 7 4

K 9 F iR IR T MG IS AR S &1 4Tk 2 7 appendChild. insertBefore. document.write A1 innerHTML
Lk ] 5= 2, 0] LL& H appendChild i 75 5 £ (B3 40%), H: ¥ insertBefore(37%), 1 document.write Al
innerHTML T i E 51l 5 2 (43 518 14%F0 6%).

BANFFEFERES ST TEg T 7T Muis IS X+ appendChild. insertBefore. document.write #
innerHTML #J EL 1 5% 2 (W1 B 10 FroR), oI LA Hi ,appendChild J7 7% o et 2 #8358 T 40%, 1 insertBefore # LL 431
B s/ (25%), innerHtml {308 K IE 18 0 (25%).

I LR 9 AL 10, 3RAT A B8 innerHtmI J& 14 k312 N HTML W 52 b % 1 77 A EE D I (6%),
T AE W DUYEARAS o 2 BE R 2 innerHtml J& P (25%),1X 3K B % 8 1t BLAR H UL (B 3R 40 2 5 T 35 Ik 0 56 11,
5 0 AH Iz, document.write £ B4 T I8 ARG A0 AN S5 L (29%), {H I 52 %2 M I R Bh A& I # HTML TR ) 35 (14%),
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X R T BRSO LB R a2 5 T 45 I oA SR 1.

B 11 gyl 7 T IS AIEAT IS R P B A4 B iframe. script. image A1 a FRZEFT & K LB, AT DAE HY
XS T (b B & AR I ARZE R script(52%) A1 iframe(28%)4r45 7 1 K EB4) (80%),iX 1 B, ) 15 A 7E
TBAT IR A 2 3 A5 AR AR 22 B 0 X 03 TSR ) 5 4 BT (R S BT E AR AT 5 AR 1K) image BRAE ( 179%, 31X 3
B, R DR A R AT R T s U T IR 4R B A s T 15, 2 4 01 2 IR BN A A U A
A T R R R R 2R R R AR X AR R T S BN R B T BE.

BATVR A oA T LS H% B0 85 0 E i) A ik RE A HEAT B AT R0 T L0 AT B A T R AR
D)% e Zy A5 A= B R S ARG .

6%

M appendChild M appendChild 179, a8y, M iframe

M insertBefore M insertBefore I script
W document write % W document.write I image
M innerHTML M innerH TML 529 M-
Fig.9 Percentages of appendChild,  Fig.10 Percentages of appendChild, Fig.11 Percentages of iframe,
insertBefore, document.write and insertBefore, document.write and script, image and a tags
innerHTML by dynamic analysis innerHTML by static analysis during executing JS files
K9 &4 appendChild. Kl 10 HA& 4745 appendChild. 11 WIS A IS AT ISR
insertBefore. document.write insertBefore. document.write HH BN A K iframe. script.
A innerHTML H 41 F1 innerHTML b 41 image 1 a #7525 Br o 17 L 451

5.3.2 Sl o b

MK 12 fis, B LR 1 P A= Hig &, 4% (0===TRC.trkRequestStatus) /i & I, Ji I B $_ (B %
2); R E AT T — RARAEZ S, A R TR 4 3); R TR A 1 2R £k C(RR %L 4); B4l C rh (https:"==ea?"https:
/Isb™:"http://b™)+".scorecardresearch.com/beacon.js) N — /™ = B i FH#AE M — M /F B PrEE/E, B HE G W
FRF AR NS Hitk 4 a,{async: | 0L I8 45 S 40 ¢, TE R %L C B 4 script #5455 e, SR J5 1L & e 1) src > a, Bl https://
sh.scorecardresearch.com/beacon.js B¢ http://b.scorecardresearch.com/beacon.js, - . Wr c.async (I{EAE A e 1)
JE M B AR, 5% J5 F insertBefore #:/E6 script KR8 5 AW T .

1.function(box,data){
TRC.hasTrk&& void 0 === TRC.trkRequestStatus ?a.setTimeout(_, ca) : _()
}(window, document)
2.function _() {
if (Y(), g(b.getElementsByTagName("script")), va = a[fa] = a[fa] || [], !va.registered) {

for (va.push = S, va.registered = !0; va.length;) S(va.shift());
aa.global["enable-cross-check"] && C(za, {
async: 10}),T(),aa.global["enable-visit-value"] && A()

}
3.function T() {
var b;
aa.global["inject-comscore"] && (a._comscore = a._comscore ||

[1, C(("https:" == ea ? "https://sh": "http://b") + ".scorecardresearch.com/beacon.js", {
async: 10}),

4.function C(a, ¢) {
var d = b.getElementsByTagName("script™),
e = b.createElement("script");
c&&c.async ? e.setAttribute("async”, ") : e.setAttribute("defer”, "), e.src = a,
d[0].parentNode.insertBefore(e, d[0]), TRC.pConsole("page”, "debug”, "loading : " +
e.src)

}

Fig.12 Code snippet of Gamefags.com
12 SEI6 % ARG (Gamefags.com) 7w i

© PEFEERK IR s/ www. jos. org. cn



2136 Journal of Software k3 4% Vol.30, No.7, July 2019

ke, FRATE A B R 5 10 Jalangi 35 AT FE AT I 10 SBAT LI, % B BR B0 S AR 0 R BT
"unnamed(cache/cdn.taboola.com/937d7f3e84aa424b9efcala72b0ec608/loader.js:2:3492:114:162320)"

"_(cache/cdn.taboola.com/937d7f3e84aa424b9efcala72b0ec608/loader.js:114:162298:114:162301)"

"T(cache/cdn.taboola.com/937d7f3e84aa424h9efcala72b0ec608/loader.js:2:12101:2:12104)"
"C(cache/cdn.taboola.com/937d7f3e84aa424h9efcala72b0ec608/loader.js:2:10529:2:10616)"

"insertBeforescripthttps://sh.scorecardresearch.com/beacon.js(cache/cdn.taboola.com/937d7f3e84aa424b9%efca
0a72h0ec608/loader.js:2:7152:2:7188)"

Horpw e eC 4y i 3R n R 4 unnamed 2 R AT N BE 44 B8 BUEL ) — 4 4% iR cache/cdn.taboola.com/
937d7f3e84aa424b9efca0a72b0ec608/loader.js %~ loader.js 7F jalangi 7 7% 7% H) SC 4% 4%,114:162298:114:162301
FOR T R HUTE loader.js JIAS 1 (K AL B D SR 114 171 162 298 41J~5 114 17 (17 162 301 41, K 4 il A= SC A 1) A
BRI R G 0, B LA B B % AT e 3T AR . 1R I A 2% 432 28 “unnamed—_—T—C—sinsertBeforescriptbeacon.js”.
1E beacon.js F1I&H — F A I ek HOR AT ARG R B IC A T A BRI AL SO 55— S ek B0 A AR X R B,
SR ) L AR FEAR 22 AR He 47 10 1 000, 9 L BR i TR PR R 9% R AR A2 2% a0 SRR AN e A ARSI 7 20, 2 AR
HE P ) T ) S e G B 0 P Ok R L

6 tHxI{E

6.1 JavaScripti2F 74

JavaScript /£ Web [ F i R ¥ 5 EEAEH, B 8L RIS & R sh &, 5 10 F B ACHD i n] 49 R
W17 Ll 1 JavaScript 2E3Z 4TI V2 kAT DocumentObjectModel(DOMI®) 7t 2 ik 47 535 52 11, 33 A vk Al
FAHIEAE JavaScript GRS 5 4, HL 5 i R B,

T Jalangi #2520 M HESEP] AT AR 25 JavaScript 67 i — Bt Mk 32 & just-in-time(IT) P AE L 53 41, T
H DLintMUE 7 Jalangi (35 - SCBUAY, f5 FH 3h 2 40 B 75 94 25 JavaScript 4R 5 &, F—AN38 A HE 48 f— 4 ]
IR B0 Mk R0 2 R DU R RG 75 % 2, B 08 MR e A e 5 T VR R U A B S

SCHR[AS]E SCHR[L6] /I BL il E3R H T — AN A3l AL F AR il I 38 BR AN 5 W) U0 v SE X JavaScript (1307 43
Mok 7 ELFE eval. B 4% bR BUAL B 1) IR Ak 6 A HTML 7T & AT JavaScript ACRS 22 8] 38 i ol W 2% 40 5.4 A, o Jal
T P JavaScript ARG () 4k e B SCHER[17]4% T —Fh JavaScript 37 U) B AR IS-Slicer, f# 15 B AR AR R &
J 3 JavaScript fRSAE1S 25 5 JS-Slicer fE3hZE A HTHESE Jalangi FISERE 1 25 & Bh S RIFEZS 4T TS 45 3 RS H
HH R B AT I R AR A
6.2 I ERBRN

Fifi 5 LI IO 1) e AE 2R ) 25 R SRR 22 b Bk T AR VE IR AR, AR IR R . VESR . R EIRATNSEON T
A I G R ) A S BN A T A, SCHR[1-3] P AT T ) B B TR AR AR AR T A, DA SR RS
B B REAT AR S SCER[41 0T T 3 AN A INIRE T 5 A SR 1 I TR 28 H8 7R 1% =) 5 BB K, 12 T A
MR A B O S 1 P 2 A 3 A SRR S R R B AR, AR T — MR R 4

T L A AN 22 4k S 5 T 1 2 R B — SRR AN TR R AR R AR AR 4, i AdBlockel™®
AdblockPlus™ ., Ghostery® ix ke T Hif i 44— Z 51 7T URL {4 1E ) % 3% 30 (Easy List®H) 4 H 5 ) 57 _E 3R H
{1 URL 347 VT L M 3 36 ) 55 . STk [22] 4 FH 414 JavaScript Y5 A S 1 5 25 F2 8 20 e R 0 T gk o 8o ) i 1
JavaScript ARA5, 38 I REAE I 5,15 B0 ) 5 AR S B A (0 40 S 8%, T SEEL) 45 M EE A 5 R s O T IR T A R
AL R, WebRanz 21 Fi BE AL AL ATL i) SR A 75 75 124280 28 9% 2%, Sl it 48 FH] WebRanz, P 75 & A 3 7T LA I 24028 7
# HTML JG3 1D RS T3 Jw b, AN 2 520 e A TR AL 8 BOR M RE.

A ELIP )5 A I 77 vk 2 AR TP A B A S UG D . AR SRR AE VLR 25, o vE TR G I J5 3 42 i 35 4%
HEAT A ORI, 5 H 32 ZE@ i = e SRR B B8 T BAREAE R R A R, A S T AR = E H 123k
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™ AR A AT IR AU B A, AR i H SR B 0S STPF IR E T i 4l N A 07 K45 2, mT AR 3
ARG (B 5 RV A S 2 B 5 AR A ) IR R i A R i e TR 52, 748 70 AR 44045 2 Jn Sk [24].

7 RESRE

VB9 B S A B DI 2 — FE LR 35 — 7 T B TR 3E B0 W AR 8 SR 4 A4 Ok T8 F AR PT R
Wi FE P 59 D) 030 A 36 A B e oA P A 1) 22 A RV AT (R LE 28 35 B WA A0 3 i 1 B B 42 B 1 7 SRS B )
255 TR ARG I AN 7 i, (EL TG V2R R TE 48 B AR I T BTV SR I A AR I U A

AR G K AT S B RshA& &, x 52 BT & M R AR AT TER
JE AR JavaScript (ENASHEAE TR Jalangi ZRELE AT I 53 =75 JavaScript BR R %42 N L,
AT A JavaScript FREE L E T — A B RS B AEME, A ARA)T AR U A B AR RO G R El A
R 1 ARFS FEXT T setTimeout. setinterval 45 iR 03k AT 45 7k b 1 DL LR AIE bR 400 FH 85 10 5 B2 4% 88 5 A0 3B X i
iframe X7 H B8 A2 EAT PEEE AR 20 A0, FRAV G 1T T 5 3 A 45 4E 77 A 28 2 (insertBefore . appendChild .
document.wirte. innerHTML)FI Lk 51, 35 3 [ 4 G 8 V2 06 1 B 28 7 VR BRAE B 64T 1 0 bL, AR e B A SC 7 ¥
AT R

TESER AP AT T — AT oA 47 8 Mid A cookie A ST, 40 analytics.js,bk-
coretag.js 5.1 £ S [FUFAE RN 2 AR SO BOUFAE LL B AR R, e HAR IR AE Bh A8 28 . A% 3% B0 AT F P A7 A
L P cookie R4 fE— e FERE b B 7 1R 30 U3 A B0 8 52 S bR b AR — Rt B P BRORA IR 38, T DL 35 Rk
H—I1ER) 5 M 5% JavaScript STHEAT Bl K M 78 5 SRR 70 rp 3RAT 2 5 38 B4 R 1 A A% 0 7 R, 3 —
XX %R T SO 5T 45 ST BOREAE, 35 5 FH T35 & 5 RS 0 R0 B i T
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