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Fine-Grained Secure Friend Discovery Scheme in Mobile Social Networks
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Abstract: In mobile social networks, users can look for friends by matching their attributes. In order to solve the problem that the user’s
attribute is easy to be stolen by the attackers in the single authority center and performance bottleneck occurs in the peak of service, this
work proposes a scheme where a multi-attribute management center hierarchically manages user attributes’ sub-keys. The scheme
involves several attribute centers which perform fine-grained management on different user attributes. After the friend requester’s

attributes meet the friend access control policy of the friend-making initiator, the friend requester can correctly combine the sub-keys into
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a complete decryption key and decrypt the user’s data file to store in the friend-making server. By introducing hierarchical management in
terms of attribute sub-keys, the proposed scheme not only effectively prevents key disclosure when the single-authority management
center suffers from attacks, but also improves the computation efficiency of friend profile matching through cooperative work of multiple
attribute center. Experiments are conducted to check whether the proposed scheme can challenge the chosen plaintext attack, and certify
that the scheme can achieve CPA secure level while effectively protecting the user’s privacy security. Extensive comparisons with
existing schemes demonstrate the ability of the proposed scheme to entail the lowest computational overheads and provide excellent user
experience.

Key words: ciphertext-policy access control; multi-authority; attribute-based encryption; privacy-preserving; opportunity calculation
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Fig.1 Friend discovery model in mobile social networks
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L i 4ul) 352 T8 | W NEE S Tree(Aull)) B3 — A ieS, 38 I3 M IAR 5 208 FI A 2595 s s 3
DecryptNode(CT'X) | SK% . x,i), R E LI0F.
(1) x M7 55
o Yart(x),, ¢ Aufﬂmj I}, DecryptNode(CTY;) , SK ., %,i) =L .
o Y ati(x),,, € Auly,, ., BN H@®) = G LIICR IR Ha)) =g,
DecryptNode(CT;),, SK . x,i) = e(D*), CV) [e(D[P, 1)

i,j?
el o™ pra® VS Gt [ef i AT
g -Hlay, )" .8 g " H(an(x"))~
_ () k ) a0 ru®) k 9.(0)
—elg"" @, ) ") el H i, )" (10)

(k)

= e(gru; ,H(gt)”‘f,k/) ’gqx(o) )/e(g”"(vki) ,H(gt))qx(m )

k
)”’i 'qxw)

=e(g.g
(2) x TR
BB N AR kAT 8 x BT T RO B R B R AR RS 7710 A1 zeN,.
# ie S, F B %L DecryptNode(CT.;) , SK & . 2,i), IR FE R AFELE Fy .
i eSZ,i’;ti YU F 261 34 DecryptNode(CT.S),,SK Y, ,z,1"), & [FME R TE F) .
o ¥ i=0,n] L E 5.

( )‘ll(k)i»}"u )j
€l fiaa A

k k k. 279 (0) .

k) _ e(C( i E,-(' )) __\& 8 i

F —e (I .(0) 11
z I oo 9" an
e(g.8)
o 5 0,7 BEXS N AT 4.
Ay E®
*) _ ) Li '
F} —e[Cz )’ES“]'FZ
2 ® 4 ru® k(D kg (o)
=e gﬁk,z.qzw),gT e(g,g) ' (12)
(m,(“—ru,(,k))- 0 ruf,'v _(0
=e(2.8) O e(g,g)
=e(g )(m’(k))"’zm
WHSEHA F. 2585 R ARk B H 46 (5250 LR FO = T F25%, Hoh iz=index(z), S, = (index(z) :
zeN,
zeN), hitk B H 240
. ’ _ 0—jz
Aiz,SU0)= [T 4% (13)

JzES,, jz#iz

I JG I Fl DecryptNode(CTYy),,SK y,,,x,1) fEA35 55 x 4k 1 66 (il

F(/\') — e(g’g)m qX(O) l #0 (14)
x e(g,g)”‘ ""*‘0),1 -0
B 2,32 A T S ] A B AR A R AR R EUE RN
F e(g,gy“*”*“’)— clg.9)" i 20 (15)
e(2,9)"" " O=e(g, gy i=0

5 120 I X FO A7 e, AT R 4

© TEBREEEEIEDT  htp/ www. jos. org. cn



T B3 F BN MG kB R K IR AL 3231

)

[ +wq
~ e
k k Pr2-ar (0) Br.
pi oG EY) gt g
- g - (k)
R e(g.g)"

K AT T RN AR AR ILAL I (F©)” 2L, U

au(,()+yu(k)
el Bub Bra
g ,

o). uh.
=e(g,g)" " =e(g.g)" "’ (16)

j_Kdgﬁ““WW

K o(CH, Dy S 0.3 K qu®
Q:H ( F(k) ) = u® g 't g :e(g7g) Zk:1 (17)
k=1 k=l e(g,8) k=1 e(g,g)
BH I VT 15 % % % 2 SECRE Tk,
K
e(HC(k)’Duser] e(ga'Zleﬂk«' g(a+zf:ldu(k>)/zleﬂk,] )
SECRET,,, =—! = : PSP =e(g.9)" (18)
Q e(g.g) =

A A 30(18) 13 2 (1 54 SECRET,,, = e(g,g)™ W UMEE 3L C e = M -e(g, g)°, IZAF RIS M.
é :M'e(g’g)dﬂ =M

= af ab (19)
e(g,2) e(g,8)
24 Bob INEE Alice 75 7 28 K H O FR NS 1) %5 SCHY ,Bob 7T Lt — P F B 5 Alice #4738 K T8 Al
5 ZLIERR

EHR L. A B A ) P, G R e 2 E 22 T [R] N S A7 TE AN T 220006 (£ 345K A e DBDH #8510 7 € ]
DL B3 BT B 0 SC B0 N B g A oL

E B : SRV AR TE BT A B LUAS AT 2200 1 D0 4 ffft 25 % S0, PR AIE W BT A A7 AN AT 0% (1 1 34 &2
A LAf# 1k DBDH i) .

Yol C ko, B ot (g,4,B,C,0).

(¢,4,B,C,0) = {(gg,i ";’gg bb’f; (,’,ee((gg’, gg ))"zb;,)’ g - ?,

Horbab,czez, BRI PRI%E C BEJE ¥ e Hl(g.4,8,C,0) K 1% A B, J5 4k T /R RLIL 3K L Bk % # (1
TAE.

(1) HERMB

A AT PR — A K PR U e B 5 T

(2) RGN E

B 2% C i ARG A PRy M RS T 549 MK, B0 8% C 155 MK, 35 PKy KIEETT A.

(3) AW 1 M EL

T AR A,,4s,...,4, F A AR R L T L7 i s, 5 LI 2% C Wi R 8 SK,
FEKFAEH SK; RIEH T A.
(k)

k
Qi +ru (

*) 2 i NI W
D/ =g" -H(a])" .,Du =g .

SK; = Du'® =g %
[ B j

(4) BB
RIS C BT A MR 0 KW SO B My A0 MBS C R TN M (e {0,113 3% 3L CT 36K
HRE AT T A.

© PEBEBPHIFST  hip:/www, jos. org. cn



3232 Journal of Software #4F33k Vol.29, No.10, October 2018

C(k) = hko,l ’6(”’) = hkg,Zs
Cr'=|T",C=M; - Z,| vy* e¥®:CP =g, C1% = H(atr(y* )™,

(k) (k) . Ak _ 7,4:(0)
v e X' CY = Ry »

2 5=0 I, 7] 58 X Z=e(g,g)"*, % =0, 13

C=M;-Z=M; e(g, )" =M;-e(g, g). Ik CT A%,

ME=11,C=M;-Z=M,;-e(g, g)", FNz H—DBEEHLELITLL C A& % s 2.

(5) W 2B

HEEHE 1 B MERE

(6) BB

T A R A0 A 500 I, B = B B850 Y 0'=0, 8 BIIRIF M2 e(g,)™ % S0 I gt 4 5 i i, B
A SRR 6 =1, R MRS I R BVE e(g.g)".

TE B T, 2 =1 B, BT A4 FRUR R — N BENUE, A BRI S W SC. H B Prip = ' |5 =1]= %

M 5=0 I, BT A K5 3RA3 2550 M MR AT HL 1 BT A AN AT 20 (B A 25 3 e(g,0) ™ T UL

Pr[u':,u\5:0]:%+e.
[Al 1tk 7€ b3k DBDH JEx%H AT LA IE#05E W p=p AR H5 M

_ R B N . - R R I S o 4 DA R

Adv, = Prlp=pl) =2 = Prla=p |8 =11+ Prip=p'| 5 =01 -2 =~ 2+2(2+g) 1L

U L RE BT FE AT A e DLt 48 850, MU DL S0 o DBDH (R 9 £ 955147

i 5 R T A AT DBDH o B AR R HIF 8 (0. B0 75 % SR 10 Py A7 4 — W B o L 7T 2

W ) 95 7 DBDH AL I, HOT A 7 B 25 5 30 1 R S B 2 7 i IG5 B8 S e e

B 4 b U, -
FEIE 2. MM,

S AR FT L B8 e(,)"” NS0 A MU 330 M, UM U 4 500 T E A6 AA. F2k i

PSS C,p, =((T0)! o (CTUL) ). RV T 0 700 3 B, B4 20 b

()5 J A SR 71 i R A L B 1 A 25 2, BT A 2 80008 5 3 C e 75 B ISL AT W S M

EIE 3. W w AN

T GR T R AR AL K P B U7 [ 4 1 SRS T 0 PO 4 k> AA BEATE L R kA AA BEAT SR RE
RAPAEE R B YE TG I NS B YL B A AA B0E 2 3 k-1 > AA BTN T3 P EA 2 B
iy 380 i BH ) TR DAL 0k, O R T LR IR B 2 HIRAE -2 > AA A I I 22 4

6 SATAISEIE

)

6.1 XRINESTH

R LS Bl A A8 W 4 HR X R VLR 22 5 F 2 BB B T) 7 P HE SOLE D b o o BB I 2 25 PR N 0 A v
ANt =03, ZHON AN, (O)=n FI N (£) = m 53 HIZZ7< [0, 18] Be A Y BAE ke 2 Ji] BBl 14 45 4% 1O A5 P ATAS
B .

EE 4. B d(re[0,0]) 0 [ 2288 AE XIRMATE S H P AR ITEE SR 2 P(7).7E[0,/1 7] N 2 5 5 R ILEL 1
T ANBCH E(N,(6)=Ap Forh, p= % [ p(e)ar.

© TEBREEEEIEDT  htp/ www. jos. org. cn



T B3 F AR MG ks B R K IR AL 3233

E B AE[0, 1) [) A BBEHE —F% B AL 58 I 46 Hh i B0
N, O+ N (O)=n+m (20)
1B 36 1] 7 0,40 A7) AU 550 B0 BB 22 48 AN o (692K A, PR 20,000 T B P 25
B2 553 KDL R 36 EL AR BT 35 F P KOG p =L [! p(o)de. S, TR A AT R B35 T4 A 3 0, R BT 49
P{N (1)=n,N;(t)=m}=P{N ()=n,N,()=m|N(t)=n+m}- P{IN(t) =n+m}
=(”;mjp"(l—p)'"e*’% o

—o (Atp)" e H=p) (At - p))"
n! m!

HIA Q21 AT LA LN, (O N, (2) 53253 3R Atp B An(1—p) FRIRH EL A0 SE TR 43 A1 R bk 22 6 1] [0,1]
P BRI AR X 42 5 58 A8 P UL IC % B s NN E(N,(0)=A1p.

ASCHEAT TR SEES, NI 3 T DA 7R Bl 4 S0 0 20 5 B I 2R B N B PR 11 DX Ak, mT DA i
&S 5t HRNEFH KR p, MBI BEEH 2 5K S 5 N EWN ().

M 4 BT LAE 7R RS Bl AL A0 5 B M g I 2 B0 N 185 B AR IR DX ek, mT DU i 5 v 2 5 vk B R 2
2 p MENA RIS 5K S5 NEWN,(D).

400
350

300 |

250

=
=200
150

g B P=0.4 I, T 2 2 NG T (14 322 5 A3 BE B P=0.8 It T B 2 N UL HC 10 25 N3
Fig.3 Friend matching person number (sparse moment) Fig.4 Friend matching person number (dense moment)
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Fig.5 System initialization time (attribute change) Fig.6 System key generation time (attribute change)
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Fig.7 System encryption time (attribute change) Fig.8 System decryption time (attribute change)
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Fig.9 System initialization time (file change) Fig.10 System key generation time (file change)
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