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A Secure Query Scheme on Encrypted Remote Sensing Images Based on Henon Mapping
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Abstract: Remote sensing image has the characteristics of multi-temporal, multi-semantic and multi-spectral, and it plays an important
role in different industries and military. It is a significant issue that the efficiency and accuracy of ciphertext query on the huge amounts of
remote sensing image have direct impact on the remote sensing big data in its general applicability and real-time performance. For
ciphertext, secure-retrieval on remote sensing big data is one of the important standards on the usability of remote sensing image. This
paper first proposes an encryption/query scheme on remote sensing image including encryption algorithm and query algorithm, and then
constructs an image query scheme on the encrypted remote sensing image based on the improved Henon mapping. Based on the imaging
principle and multi-band remote sensing image characteristics, the paper takes the improved Henon mapping technique to encrypt the gray
value of remote sensing image for each band. According to the characteristics of “remote sensing big data”, the process extracts the

feature vector by the statistical gray values for each band, and then queries the target remote image based on matching algorithm. Finally,
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experiments are carried out on encrypting and processing the big data of Landsat 8 remote sensing satellites, the experimental results
show that the presented algorithms effectively improve the security and accuracy on the usage of remote sensing image. Meanwhile, the
scheme has a low computational complexity and communication cost.

Key words: remote sensing image; remote sensing big data; ciphertext query; Henon mapping; feature vector
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Fig.1 Flow of encryption/decryption algorithm based on improved Henon mapping
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Fig.2 Extraction of feature vector in remote sensing image
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Fig.3 Flow of secure retrieve in remote sensing image
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Fig.4 Quantity image of remote sensing image
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A AU BN 25 5 10 5 (VY ] 1) B LR AN It BER A REAE 17 2 1 B (V) S AR, 0 VT 0 2% BB A1 BARRAIE 1) 522 97 1 9% 1) 6
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Fig.5 Effects of encryption/decryption in remote sensing image 4
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Table 2 Spend time of remote sensing image 4 in encryption/decryption

T2 BIEEG A WD AL S )

Band I (s) FEE (s) eI ) (s)
Band1 13.155 237 10.975 810 0.638 484
Band2 13.208 316 11.190 299 0.634 848
Band3 13.153 874 11.054 541 0.631 276
Band4 13.119 191 11.043 555 0.662 142
Band5 13.590 150 11.035 426 0.799 354
Band6 13.369 588 10.971 619 0.781 883
Band7 13.281 387 11.162 737 0.766 021
Band8 13.357 785 10.862 895 0.647 117
Band9 13.011 818 10.711 478 0.590 834
Band10 13.316 250 10.879 944 0.665 623
Band11 13.315 733 10.925 348 0.646 211
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Table 3 Feature vector of remote sensing image 4

F3OEIKEB A AL

Band [0,15] [16,31] [32,63] [64.127]  [128,255]
Bandl 2372960 0 35447366 600 842 31233
Band2 2372934 0 35607628 435 664 36 175
Band3 2372413 270 35723747 322859 33112
Bandd 2372533 1835785 33911356 290351 42376

Band5 2372475 1211652 23109203 11665973 93 098
Band6 2372131 11285788 22725185 2011798 57499

Band7 2372094 16979923 18396 842 688 497 15 045
Band8 8430 045 0 29 960 296 61791 269
Band9 2376374 35978294 97733 0 0
Band10 2773 158 0 123 202 35544 052 11 989
Bandll 2 762 804 0 201 554 35488 043 0

Table 4 Feature vector of encryption image 41

R4 IFEIG AL FRE R E

Band [0,15] [16,31] [32,63] [64,127]  [128,255]
Bandl 2372 960 0 35447366 600 842 31233
Band2 2372934 0 35607628 435 664 36 175
Band3 2372413 270 35723747 322859 33112
Band4 2372533 1835785 33911356 290351 42376

Band5 2372475 1211652 23109203 11665973 93 098
Band6 2372131 11285788 22725185 2011798 57499

Band7 2372094 16979923 18396 842 688 497 15045
Band8 8430045 0 29960 296 61 791 269
Band9 2376374 35978294 97733 0 0
Band10 2773 158 0 123 202 35544 052 11 989
Bandll 2 762 804 0 201 554 35488 043 0

(I, FATT0S B8 KB B SR 6 P BEAT 8 70 4D, I X 4RI HA) 98 4 AT I 8 K e 5 A8 S, B 6 iR A 2
KIS BOCHE RN 1.57GB) S U K5 Bl AL (W3R 5), 7 3047 BUE T BUK L E KR 4 5
BRI S B B AL 1) A7 AR 2 5 1 22 M 3R 6 PR, o T REIRIEHR B RN BN L A A I T S HC R
AN B RAS AR AL 1) 2 0 IR 0 S8 %, 8 P P A i) 2 A2 B8 1R IR TR 8.178 787

J5 ik 5B KEE % B
Iz 5 K% B1 fift % J5 K 1% B

Fig.6 Effects of encryption/decryption in remote sensing image B
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Table 5 Feature vector of encryption image B1
x5 EEG Bl KL &

Band [0,15] [16,31] [32,63] [64.127]  [128,255]
Bandl 3799979 0 32529202 2088167 35053
Band2 3799923 2332 32831600 1775780 42766
Band3 3799501 2095244 31175656 1342153 39847
Bandd 3799592 14151801 19317795 1131471 51742
BandS 3799527 761267 12231624 21522685 137298
Band6 3799321 5002121 27836114 1757828 57017

Band7 3799266 18954718 15204 761 491 416 2240
Band8 7131489 11632707 19357261 312294 18 650
Band9 3809 144 33 266 341 1374755 2161 0
Band10 4221402 17 204 1485 981 32726772 1042
Bandll 4230 696 5401 1899292 32317012 0

Table 6 Spend time of remote sensing image B in encryption/decryption

R o6 EIKEG B IR AL ]

Band i (s) fif % (s) Eanale)
Bandl 13.323 389 10.768 238 0.717 080
Band2 13.513 761 10.866 348 0.687 446
Band3 13.193 458 10.852 150 0.633 438
Band4 13.556 960 10.864 505 0.790 736
Band5 13.542 970 10.826 749 0.834 203
Band6 13.358 904 10.868 542 0.785 743
Band7 13.665 921 10.845 543 0.838 826
Band8 13.349 951 10.928 417 0.791 156
Band9 13.259 332 10.833 223 0.754 108
Band10 13.141 191 10.789 564 0.685 070
Bandl1 13.119 520 10.780 581 0.660 981

T 7 B 8 P ASH AR SO AR5 1 0 308 S PR R A A PR AR AT Jom s A B, o o s 3 T Pl 4 1A K P ABLAE D B 18
AL A DX 38 P Ak T 34759 23 A1 TR 28 70 A0 B2 AR 8 X358, I i (10 LGOI 77 9 S Mg 7 e 7 D J R 4R
{0 L7 P G it 5 A, BBk 5 AR X B SC PR AR 3R IS8 I 0 ) St 00 £ JE, AT A PSE AL o 5 T DRI 17 3 S P 4R
(¥ 2 Ak A T3 S8 (R I S DRAIEAE T 5 S SR 5| (K D0 SCRF 8 SO AR 2R, 1L % S0 BT 45 (1 IR BE AR AE e T
DX 1A] 0 F] P AN 52 5% Wi AR 41 5 S TR 45 50l 8 10 R /I, D 20 M 288 J P 45 v 23 il AL 2R i I A T TR PRI A BT 84 31 1) inf
R P 9 s A S0 SC UGG IR AS B ATVE IS 15 16 25 I 55 b 56 1A DRAIE 18 SR P 18 2 A I (R I 4 4 1 A R A

iRy T
; A R T R ;
410 SR BB E T E 110 P BT
3
2 k
2
1 3
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5
gx1o T UG R E T B
s R ) B 7 ]
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4
2
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Fig.7 Histogram of original/encryption in Fig.8 Histogram of original/encryption in
remote sensing image A remote sensing image B
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Fig.9 Query efficiency of ciphertext in remote sensing image
Ko s E G R AR

52 REMSMEST

FEBEVE I SA I, 75 A T SRR 70 B L 2 A R Ak ) Henon ISR 0 85 S35 — Al ox ko 8 303025, 1A
LR BB 5 T JEBEAT 22 42 93t A2 T Henon WREFREAT I I, 5% 9 a,b & nT LL3E ok ) B0 2 1), DR e B it
5 =7 IR a,b N TR % 5 1 A5 B U A0 M AR ok S50 PR B0 v i, — Wt R R IR =
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