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Abstract:  Virtual machine introspection (VMI) has received much attention from both academic and industrial community, and plays an
important role in intrusion detection, kernel integrity protection and many other areas. However, the semantic gap has greatly limited the
development of this technology. In this respect, this paper divides existing VMI technologies into four categories based on the methods of
semantic reconstruction, followed by the problems and their corresponding researches. Analysis results reveal the difficulties in meeting
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Fig.2 Architecture of VMI based on target VM
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Fig.3 Architecture of VMI based on secure VM
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Fig.4 Architecture of VMI based on knowledge of software structure
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%y \:System.map task_struct init_task;

%t -all process name.

1. name_off—parse name off(task_struct);

2. name_len—parse name len(task_struct);

3. pointer_off«parse pointer off(task_struct);

4. pointer_len«parse_pointer_len(task_struct);
5.vm_addr—get vm_addr(System.map,init_task);

6. list_head<—vm_addr;

7. phy_addr«—vddr2paddr(vm_addr);

8. memory«—get_ memory(vmID,phy addr);

9. DO{
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11.  Printf(p_name);
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Fig.5 Architecture of VMI based on knowledge of hardware architecture
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1. WHILE(1){

2. IF (cap_write_cr3()==TRUE){

3. asid«—get_cr3_content();

4. IF (exist(asid_list,asid)==TRUE){
5. Process_switch;

6. }JELSE{

7. Insert(asid_list,asid);

8. New_process;

9. }JEND IF

10. }ENDIF

11. }END WHILE
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Table 1 Hardware and events of X86 architecture for VMI
F 1 X86 FMATHFRERIN. AE AL FHE R

VM state access Virtualization extensions System interrupt-enable mechanisms
CR3 Context switch trapping Avoiding countermeasures
IDTR and system call MSRs VM entry trapping Page-Fault exception
GDTR System interrupt trapping General protection exception
LDTR User interrupt trapping Invalid opcode exception
Virtual I/O Debug exception
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Table 2 Comparison of four methods
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