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Abstract: Forged source address and routing address prefix hijacking have caused great threats since there are no source address
validation mechanisms on the current Internet. Solving the address security problem and constructing a reliable Internet environment have
become a critical issue. The foundation of a trustworthy Internet is the authenticated IP addresses. Therefore, researchers have proposed
many solutions from different perspectives on these problems. This paper first introduces the notion of address and the current situation of
address spoofing, then gives an analysis to the meaning of the address security. The paper analyzes and compares these security solutions
in three dimensions: The architecture, the mechanism and the key technical means. Their performances are also summarized and evaluated.
Finally, the study provides a proposal of constructing a general experimental platform for network addresses which enables different
address schemes to be deployed and experimented.
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Shoch f L 45 T ¢ FHuIE ) € X——An address indicates where it is”2,1% 5 X f#7 5 H. 2 &) 9 FE #2540
FHATTH H A B ECR Se, BY HhE bR R T 3 R B M A . 2011 4, Woojik EACKH T M 4 T Mtk B
PR EAR BUX U35 1 5¢ R, 45 MU bE 3> 7 — N 1 L ——"An address denotes position to where an entity
can be placed (or attached)”P! Jf-iA Ny Hudik7F BE % — bR R AR A5 VLR, T LAE 1 2 5 43 bR UE FH T 7 24 i
TLEE AR R G5 R TP MUk A TE S /D AU 5 4 (identifier) B A7 B (locator) i i Ft g 14, Hdh 5 43 g v P ke b
PR AR i, 1T A7 JeB M AR 0 7 B, A2 5 e - il P R A A 2 0, 2 A R AT 1 5 4 R RS B A ) A
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Internet, nobody knows you are a dog”PEF; 1 % it i B T H 56 4 v FH 7 (9 44 1. b — 4 v 42 30 TP M ik e L
503 K0 T8 A7 1D V8 SR B AR T SR T AROR 1) 22 4 g, A PELAS 77 LT ) Ak R 5 40 PSS R TS 1 T, L TR I TP
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protocol )l = I i1 A7 S UE AL, B £ 22 4%, J0 L b bk w7 28 5 25 1 60 S 2 T O RO PR J . 28 0, AR SR 1)
Hbhk R O 3 ELAAR IR AE LR AN D TR

1) b HE R S A2 SR RIAE T 7 AT DABE B O RS P R TP Mk DARG B 4, 1 £ S T TGV e

AN R A P A T P A 9k E I I R K R R 4% i (W1 Dos/DDos!® flooding attack,
surf S 25 A B T 905 b B R AR Aof 5 ) 3 AR A S TR

2) kbSO T RSN FE S BGP T I A A 2 R Y, A MR AR SR IR A T I I A R 4 )
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2005 4, MIT ANA 57 T Spoofer Project ifF 5% /[N 411 3 3ok 4 3k 31 Bl pAY £33 00038 L 1) I 45 326 90t - S
Bt 3 L, AR D3 6 2 LS AT A2 AR b HE U B P B8 7, I CUEAT A [R5 B bz 5 1) 48 9H.2012 4 11 H 18 H IR AT
WS R W 1 IR AT 17.3%IP Huhk R 0 4L 14.3% 9 45 B 26 LA & 23.3% 010 FIR R4 il Bk
n] PLREAT TP Mk 30 9 2 5 (spoofable).iX L[] spoofable $5 [ /& 43 /b ] DLk Th Ok it — AN b bk, B 388 A2 15, S B ]
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DA 3 ) TP Y5 b bk 08 328 1 T 17.3%. AR AH BL 2 HIT I 454 ,unspoofable 13 25 4t (R i % 4% b7 SATL )6 28042 8
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Spoofable
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Estimated Estimated Estimated
60870 out of 424786 Netblocks 575 million out of 3.32 billion 9300 out of 39833
Spoofable IP Addresses Spoofable Ases Spoofable

Fig.1 Current situation of IP spoofing (2012-1 s
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Fig.2 Definition of Internet address security
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Fig.3 Architectures, mechanisms and technologies of address security
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Fig.4 General working procedure of detective mechanisms
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Fig.5 General principle of ID/LOC split mechanism
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Table 1 Analysis of address security mechanisms
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Fig.6 Detection in DPF
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) o AL VA et (W ot G L R A= W D B R T N Y R B = 32 3 S RO
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Table 2 Analysis of source address security technologies
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Fig.11 Detection based on path characteristic
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Table 3  Analysis of routing address prefix security technologies
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Table 4 Analysis and evaluation on Internet address security mechanisms
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Fig.14 Basic structure of general experimental platform
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6.2 HUFIRRBEBRASKKRER TR

FEIX— 45 P AT 5 5 DLE IR - 5 bR TR & 0, T A 4R — R IR .

A 2 T 8 7 [ 6 M 38 S5 0 5 0 R R KL 030 P 0 4
PEIRATE L TSR Lo & 1 T AR 2 T TG 28 2R ke ke e 1 R YL AT TN B T X A R
AILL A & SCHS i it ik 7 58 B g, FATT AT LA 24 75 e i B g 58 R 45 VA 98, B H T DAER o ke P R A L
FRAE, WAL MRS . W4, Mg T U, Atk WU A BEUR RE SR AR AT ST R TR 4 H X SRR 1)
JeE P A 30 S 6 3 ] AR RS Il S 4 512 By 0 B S R 2% rp A QT x TPv6 ik 45 4445 XMLschema &
AR AIE G 15 FT7R).

(?xml version="1.0" encoding=“UTF-8"?)
(xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema”)
(xs:simpleType name="IPv6_Address”)
(xs:restriction base="xs:string”)
(xs:pattern value=“([A-Fa-f0-9]{1,4}:){7}[A-Fa-f0-9]{1,4}"/)
(/xs:restriction)
(/xs:simpleType)
(xs:element name="address_structure” type="hierarchical’/)(!-- il 4% #J--)
(xs:element name="address_blocks” type=*“xs:integer” fixed=*8"/)(!--Hh - Ht--)
(xs:element name="address_prefix” type="xs:integer”/){!-- % 4% filf %% --)
(xs:element name="separator” type="xs:string” fixed=":"/)(1--73 B 1% --)
(xs:element name="base_address” type="xs:hexBianry”/){!--#hhl F£ 7y
(/xs:schema)

Fig.15 Description of IPv6 address using XML
K15 2T XML 15 5 [ IPve M4 ik

A B 138 T T 4t bk AT S B AR 8 ETE N APLAERF ST AN AR UL 8h . mi it 2 S5 Ed A
i B HhHE S5 AR U AL ) W AR IPve RN SAVE HLHILAE TN G U AR b A A A R 4 N A (s
sProperty="SAVI"/){{I$i&, 1%V & 15 58 B sl 8 F X . APT DL A 43 BE B 7 98 Y8 A8 0 28 S 56 ik B v R 5T N B s v
DLl I 5 5845 1) APL #56) SAVI Z0 € 15 5L 1 98 S ms &5, LURE L R G R g 4% 18 B O 1B 1 07 38 AR Xk,
PAME ] DG Ik 2 ) 22 A WL 14032 1 Sk RN 12 2 A2k R R R 00 AT 2L A 1) S8 DA

7T BREMA-SHIARIME

T, FL IR A A R G A8 A L 2% b Ik R SR 06 UE AL A, U Bk D i B i o b b A 2R O 45 T S R A 2 R
SEA R T RSE F AT TR L SCBUHLHI LS BRI 3 AN B0 il 22 A F ST AT 1 A4 23 JF
X SRS I 22 42 5 SO PE BESR R HEAT T S5 VPN R B IR DL B 0y S0 O S R S AR T Y R

S AT M L TRE T e UL T T RS SO SE IR BUC T8 e — 22 A AR R0 T
U1t b S0 B 140280 P A PR A 3 Ttk 22 e PO R R DU B AR R, M BE TR L B SR 3 MR AT
AR BIAR SCRIT T AL 45 LR 3 A J5 1

(1) iz axPERELS T 2 18] (17 T
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(3) Xk 22 42y SEREAT B R SR VA T A B IS B RE L5 DT R ) HL AR 4G iR

Bt B0 S B8 EAl,A B T SN M TR S SR R A RE S ML U B WESTLL S R
(1122 M\ H RR A, GENIVOUE 5ok 8K I 92 30 & R G R 5 2% 0F e b x4 3 J5 ), 3 Boise o
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