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Abstract: Based on Waters’ attribute based encryption scheme, this paper proposes a two-party attribute based authenticated key
exchange protocol with provable security in the standard model. The detailed proof of the security is presented in the modified BIM
model under the decisional bilinear Diffie-Hellman assumption. In addition, to satisfy the requirement that the session key should not be
escrowed by the trusted third party, a new protocol, which can cancel the escrow of the session key, is constructed from the basic protocol.
The computation efficiency of the proposed protocols is nearly equivalent to the computation efficiency of the available ABAKE protocols
with provable secure attribute in the random oracle model.
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TAIE % 9 22 #(authenticated key exchange, fii 7 AKE)Pp i3 A 2 5 2% o (1) — AN L AR e 78 S LA G 1Y
JEA b BEAE SR TT O S LR AR W S U, N SR BB SR R LA Ve e AT MRS e A
R4 AL BT 45 T 1) A B A Ui I AN [F),AKE. PRSCR BT 20 4 2 T AP I Y AKE PRl 2T RR A RS 1
AKE P« 2T F4 1) AKE WrsCEEA R S8 A = B ST A P13 05 1) AKE WSt 19— 28, RIS T IR 1%
] AKE(attribute based AKE, & #% ABAKE)/}X.

J T ARV AT S FR G0 AR R U ) 478 S e SR A% 4 B T A 43 A7 2 5 R N R AT A T
K, 85 10 27 2 3R L T T JB % B0 35 (attribute based encryption, i ¢ ABE)WL#HIUL.ABE ML A58 32 5 @M 5

« JEEIE: B R E AR UK B TERI(973)(2012CB315905)
WeRR I ) 2012-07-02; 5 Rl 7] 2013-09-26
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B AR R, S B R B U7 Il 4 ) SR s, DT 7 23 AT XA B A R L ) R S, AR U e A B
R AL PR E ) I N R T 5 0 (1 AKE WM e Sr AF S 0 S i s i3kt 2. b 22 % 4E ABE
I FE B FE Rl F T 4R 1 U ABAKE Wil 15 58,/ b —Ff AKE B, ABAKE B et b2 1) 2 i ik de 4t
ZAN 25 %, H DURBETE AR 2 A W 2 TG4l SRl v a3k ar Pk Sy S0k v s vk 3
WAE R — MRk () AKE P, ABAKE B gk K T ABE 441 R4 34, B 1 P J& Mok T P, S8R 7 6k P 5 43
BRI ARG ABAKE W3 B 2 — 265 N 3 S 75 SRk, i R BEy7 R4 W RIR = . R R
. T HERGESE Tl — M 7Sk U B ABAKE P LI R F 355,

PE—AALAE W T, 22 P 1 1 sl e A B B S A P P R S P o i s AR BRI SR S S RN P 4
RARD & FAH AN 1 TR, Alice AURI—AMERAE 23 ©~27 & 2 0], BNV & B0 0 2o A T i e 5 —
ANV HEWE Tagice; ™ Bob AR —/MEURTE 25 £~30 & 2 [H) . BB AR 1) 53 A It I 4 22— AN A IE SR I T op.-
4+ Alice I Bob R AH BV 1) Je8 1 A 4H, ) X7 75t a0 acd 487 b P DA IE SR W 352 5 P JE ik ABAKE Bl B 7 H — A
30 B, S A WGBS . 0] LU H A XA — g R B AR XU T SRR R SR B ORI E TR
KHBAE 7 B S E B, X —ERE LAY TR R,

Gender: Female Gender: Male

Age: 23~27  Career: Teacher Age: 25~30 Career: Doctor

Talice . T
. ABAKE i, Bob
Alice: {Male, 28, Doctor} «— Bob: {Female, 24, Teacher}

Fig.1 An application example of ABAKE protocol
K1 ABAKE Wil il 37 5t 56451

I 5L (1) ABAKE Pt Ateniesel 5 HY () — AN & P X0 Bb 2 42 W LA, i ML s v, L5084 U7 9 G e )
JoB PR H I AN TS 1 A1) BB, U 3 B B 7 H — A4 1% B, L T AR B DA SR W T B T e, B SR
JEPERI TR E Wang 25 AL ABE RHIHEH T —4 ABAKE S HIZE AR, ZEARA T B0 BR3P 7 Ja 1 ol
AT Hash 18 55 40— AN br UL 38T SEOUEE - F P T8 M I OIE. IR 12 B BUSE 2R AT 35+ 5 43 19 AKE 013
2010 4, Yoneyamal™ Fll il NAXOS iU 5 v+ 52 75,8 T — AN Wi d¢ ABAKE WS, 3615 25 (1) eCKBER g
T e A M I BRATT T 0, IRAT SRR R 1Y) ABAKE BiSCES SUR AEBR AL T S (random . oracle, i FX RO o]
UE 224 1 AR AR AERR 2 2 LU RE R TR 5 A2 5 2 B4R S & B — 2R o AR 24, FL i LU BE AL 790 5 50 20 42 1k B 0
1) 22 A P ARAIE, DR, e T R AR R R TR 22 43 (K ABAKE PR3 L AT 52 B i X

A S Waters'® ) ABE J5 S HOFERE 1R F MTT B30 I 25 - 25> () e v AR, E AR S AR v B RS Rl 31F 2
ST G4 AKE W Bt 3, ¥ebt T ANbRAER R R W IE 22 45 () ABAKE BIMSLIE T 40 5 P XL 1
Diffie-Hellman(decisional bilinear Diffie-Hellman, {##x DBDH) ) 8 ) A 3, 45t T BT WMAE S 505 B9 BIM
AR e 1) 2 A PETE L5 0 A B LT S AL T Al iiE 22 4 1) ABAKE W BURT LGB 5 VT 1 B AN AF 2 4 1
Ol S K v 1 I = R S P A B R B s RU VAR

ARICH 1 A H LA AN LB 2 TG B B3 S 3 T AR AR AR Y E W T B DL e A
4TS TR I e AR AR R — R A A
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1 &R
1.1 HHXZEAY

EX 1ML RS, Bix G R G WA KEE p MIGIREEIT g & G — A EBTT, WL HE LT

e:GxG—>Gy J BAT W 1 o ) e
(1) MM uveG,H abeZ, N e(u’ VP)=e(u,v)*;

() AHRTE: e(g,8) %145

(3) AR AT RN u,ye GATTE— N AR 2 WU (W BV R VAL e(u,v).

EX 26F B &MY, BETESHAEP=(P,P,,....P,} LI T — RS P — A T2 68 0% A %L 5,
WIBRIE AT 52 Ky — A F2AF 575 W FR T SRR AT 4 I 6 1AL J2 40 B S R TR Sy R i b 85 (1) — AN 7 1l
S5 ANV I S5 R TRR A B Y, & $6 4 Ae TAcB<P,M| BeT.

EX (& 14h

2 AL Z AN, — A AR SR EP I () 2 MR R % L 2L (linear secret sharing scheme, ff]
P LSSS) HAT T 1 )5

() PSR IS AR Z, LA ]

() AEAE—A Ixn (352 A R MO —A I (1,2,.,1 BIPHIWUE p, BEHLIE L v = (x,v,,...,v,) € Z%, I x
SR L (R D) My ) P P A R A 2 () 5 T x 1 AN SR SE AL R 1 R JEEE (v,
Ja& TS A o).
Fo R U7 vk ) LSSS HAT £k v] A AR T — AN R XU ) 45 A TTH) LSSS KA P 4R SeT,
58 X I={ip(D) e St L, L AR T B { o oy Zi e LA Y. oM, = (1,0,...,0), NI :
DL oMy =% (oM)W =x
X T AR A 1 AFAEAT 1 0 € Z) 13 a(1,0,...,0) == 1.3 H oM =0.ie 1.
E X 4(DBDH {Bi%). 4w K& p 1 G A Gy DL B e:GxG—~G) i G ) DBDH [l
SR g W=g",V=¢".Z=¢" .Re G HIWi R=e(g,g)""" /& 1% W L. & L —AH 1 SfE v}t DBDH [n] #4144
IPr[S(g. W.V.Z,e(g.8)"")=01-Pr[S(g,W.V,Z,R)=0]|;
1T DBDH {5 15 A7 A2 i AT T — A 22 1 1) 5728, I fi# e DBDH ] 758 Fr) A 340 T 2205 (1.
1.2 Waters ABEAE
AR5/ 44 Waters M2 H 1) — N ERRUER B A E %0 4510 ABE 5 5,125 ALK LU R 4 Rk
o Setup(T,npay)-
X TR MRS KL T A1 LSSS FEFE I 5 K VEL nnax B HE— DB A KR p BIBE G FT Gy LSO PR
B e:GxG—G,it g hi G 10— AR IG BIHLEI By g€ G,1 <<y, | <atr<T.BUNLIEN a,acZ,, BB R LR
1 MPK N g,e(2.2)%.g", R 5K %45 MSK N g
o KeyGen(MSK,Sy).

T A RS Sy BN 10t €7, A FITL P RAHT 5Ky

K, =g“g" ;LU/_ = g”' si=Lleon, oKy = Hj:l‘m’nm h;f,m,Vatt esSy.
*  Encrypt(MPK,(M,p),m).

(M, p) SRR V7 W Z5 4 ) LSSS L M A Ixnyay R FE BENLIESE — DIV E v = (10,0000, ) €Z)m, %
X CT 5T

C=me(g.g)":C' =g"C,, =g"""h 5, I<i<LI< j <
(M,p) 5% 30 CT —je R i%.
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e Decrypt(CT,SKy).
BB Sy 2 (M) % B U7 I 458,08 I {1, [y ={i:p(i) €Sy}, WIAF AE — 41 SR { o o e 2 ie T} A8 13
D oM, =(1,0,...,0), S5 5

e(C’,KU)/ [T e JICITe&s, .C)=e(g.e)" m=Cle(g.2)™"

=l i iel iel
1.3 ¥ BAIBIMIEE!

NN T B AKE PR % 4 1, Chen!™ 25 2% 2 6f BIM BERIIEEAT T4 52 LT ID-BIM B8 AHY
XT ID-BIM A2 JEAT 16 o4 A I RE A2 3G . T ABAKE BRI 22 4 M 40 B B A8 UG 11 BIM BEZE Ol AB-BIM B4 4.

AB-BIM BV & — AN S SRS P R—A R BtiE M EA S 5 B8 U0 TS HLL B
WK KIBATIR A Al I T, 70 IT, R s il 2507 oA F1 B Fom R A - A
HIEPELE S, Rl S LASAHR 1 8 ¥ FAEH SK, Rl SKp. 573 S A IS 507 [T, #HES T — M INUE SRS T, (B1
ABE MU U7 ) 485440 ). B 5 3 MRS RS A0 kw22 22 10 X I [a] f B 2R AL, 9 5 04T Send, Corrupt Fll——Reveal
1] 5 K IR g .

EX S(EERSIE). WMRENMDS HEH [T, KT E B0 RAHAN AL LB T4 — DS 5 H
115, I BT, WS RABAL RN 2) [T 5 AF 4 H 2 i A AC AR R 1R — 20 B R IX A i 2 5 4
Z A T VLR 25 1.

7 AB-BIM FLALh Jl je 58 AN Bk CRISC T # MR 22 A PR R 8 L ABAKE P s 22 4> .
IR A AN BL:

TEA 1 B Berb Bedi 3 B OE W M AT T 3 1) ] 17 3K -

o Send([T; 5,m) Bk # WL KA — DS WHHF M2 ES HEREH RS 5H [T, #

52BN m 5 4% B SO AT SO T m R — NS RN B B R 4% 0,
IR AR RR R B LR A R A B m R RG2S H N [T, AR
AT, IT 5 p R0 N A £

o Corrupt(Sy):Buti & WL Z W kG R P HA B ML Sy AT U MKINFAH SKy. #5238 Corrupt

W] R BRR S AR A T AL
o Reveal([T) ) :BUli# ML Z M MRS IEHHENINS HE [T, "WIRS R CHEZ Wi %S 5
J5 25 0 B W IR (8] — A5 LR R &AL B2 T Reveal )i (TN S 5 # RAS 24T I 1.

PR AR IS — I 20, MR —ASF R UM S 535 [T #EAT K Test i) ZRAF 1230 i) () i b v J2L G v
EVERT Test (17 5) % SCUTE:

EX 6(HEES5E). NS 5H [T, B A 2B GF 248 PR 5 AF R I BT

() I 7O RE,;

() [T, 5 REHTIT RV % Reveal #i11);

(3) AL S, €T, , KA U Bk #F A BEAT Corrupt(Sy)fli;

@ 5[0, WA ILR G S 5 [T, (W RAFE R0 R T IT

TEX Test([T5 5). #5 [T 5 &80 (17, W0k il 5 3 i B AL IZE L b e {0,124 [ 25 % g 1) -

o =0 H NN S 5E [T, 155,

o AU AN B ) e LB I 5 e 1 B A

TEUFAR ISR 2 B BE Mok # 77 LAZR 2 B G N AT 58 1 BB ¥ 3 Rt i) i SR RN REX D232 3 Test
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WIS 55 [T , 8% 5 HANA ILRC 2 S 535 [T (WERAFAEI ) AT Reveal i Ia), t AN GEXS
Wi S, € T, , AR U BEAT Corrupt ).
B, Bt g M —ANEER b VST b BSEIN AT b=b, MR MBS T % % Atk & X B0 & MIVRE
MR K
Adv™(A) =| Pr[b’ = b]-1/2],
Hpag a2 s
EX T(AB-BIM £ 1f). —4 ABAKE W37 AB-BIM i N 242 (1), 235 N ik 4 7] I o
() FERAHS LA T A LR S S 53 [T, W IT, T RS N LA W 2
T, LA o0 A 8 3 23 171 {0,13F I
(2)  WHAT M3 22 200 3R ) (R B 5 M, Adv™ (A) A2 1T 286 1)
14 Z&EMN
BT HT 5 4 1) AKE PpiSl, ABAKE Ppisth 735 2205 2 LT JUAN A 22 4 g 1k
(1) BAEifEy e X IR A A BE N T4 I #2102 05 35 40 TP A3 B L fh & 5 % R R
Q) PrRmMEHLEL S XRS5 E B 5B L SR
(3) A AR AR S 5y T i — 5 B 2 07 B R P AN R e w1 S iR AN
TAYEFEARWET A 2 A R R S 5 5 — U7 I K T RA B T R S RE R 2 R L I U I
AP 5 IR ) 22 A Pk R R PN S 5 X7 I I FA B A Mt 5% I, 2 i L2 B 3 19 25 R S B A 2
LA BT N ) A R TR R B 2 R 2 R A A ) A
(4)  PrEsAER S R E Bol X R M S S MK RS R S BGh E T LUR B % S 5 HA
el B LA il S 5%,
(5) SWFEHILE X RIFEE =l WPl 25 8 W0 AE Ak v DU il gk i v B &
S D BUR T N A% EAG 23 1 A TR IR L B A T A (R S B A9 T R A R A (1 22 4
PEE SR R, B SR AT A5 5 = 7 REfg ont BT & Ul R AT W 9 e 1 PR B v R P R R, U 5 B
WS A TE 28 = T k.
1E AB-BIM BEAY b et 2 BLAT SRIUT 7 AL A SR E 5 135 25 RS e b 4S9 8 IR g, TR 7E AB-BIM
PR 424 1) AB-AKE PR Re 8 HCHT 2 Y1t B8 th e Boahi o SR AN 35 B L2 Mok 30005 2 O 0 & if 2 9 22 4 IR i
M B AT FE A 0] 224 1

2 HiEE

AT MTT PSR n a5 -ff 25 (f B AR T ABAKE B, 45 A SCI S 1 ANFE R HERERY R A 22
4 1) ABAKE PMX (R #5 N ABAKEL).1% W30 i K Waters ABE J5 Sk A 2| 2 rp A 45 B U7 (1) J& P £ AE 43
S A A0 PR TAAIE SRS I, B 5 T 1 PR M R B DA AL A 2 1 U7 3K a2k (1 B TP A5 BB A S
T 1280 25 £ B S0 AR F) 1 & 15 %5 0. ABAKE L VIR R e . VA A B A X 3 AN B, H
N APCELEOY I

o R

PR ZE p MIRIEIEIARE G FI— M G B Gy AT BN WL e:GxG—G) Wik FE a,aeZ,,
IHid g A G 1A RIT X T LSSS A BRI K HIEL niax F1 R G0 )8 MBS HL THEHLIE I By 4 € G 1 <y, | <
att<T. 3P %42 1] Hash PR30 H: (0,1} {0, 1} 1 il s 1L s 5L R BN g ATF 55k

a0 | TS i, | S att< T} g,e(g,8) g% H,G}.
o FAHAERK.
ExRGET G UMEE — /MRS Sy, R H 7 8 R N BA P 2 80N 5 vE R i R
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SKU :{KU :gagml’{LU,‘ :gl‘/,lgjg nmax}’{K

t
Uan = H hj:iﬂ”’att € SU}}’

J= s My
Lt =(t,5,.1, ) € Zim= JE R GERIHLIE I ) 5
o YT,
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BN S 5T A BARAT 53 0 B AT SR YESR Sy A Sp AN (K9 FABH 73 3 A SK o A1 SK g 3 HH A4 B

R B A HLE R 1] 2 s, AR R 4 R

Lo AR A BB Sy FTRE LU 450 (M), o p). A BERLEEI x= (x50, ) €200,

ax;-M,

WH X =g"m, ={(X, ;=g " "} A<i<IAS<j<n,}.AN T=Xm M (M,),,, .p)K

45 B;

2 BHES A AR S, AR BV 125K (M), o). B BEHLEET y= (31, 30y, ) €000,

WY =g m, = (1, =" )

/,py(i)’lgiglA’lgjgnmax)'B ;I% TBZ{YJHB}%LI ((MB)/anmaxspB) 7/%%

9% A4;
3. A (Mp)y, s, -0) WA 0 0Ly pp(VeS MR Y (o 0 My =(10,...,0) R IEE
gy = (e(g,2)")" - e(¥,K ) [ I1 e[ I1 YL]] [T e.Ky H=e(g.0) .
J=Le s imax pp(i)eS, pp()eSy
A(S4, SK)

B(Ss. SK5)

x:('xths""‘xn)(R_Zp y=(y|>)’2a~-->)’n)<_LZp

X= gx' Y= gJ"l
aMy ) . .
my = {Xi,/ =g’ Al‘,h/'.'[:A(f)’l SIS j<Sng,) my = {Y’j = g™iMh ;i;‘ﬂ(l),l SishIsjsng,}
T, ={X,m} T, ={¥,my}
T, (M), 2 P)
| -
Lol
Ty (My)1ycn,,, > Ps)
1
|
X, K )
ki = (K ) e(g.0)" K = ALK (elg.2))"
[ . H 8( H Yir/’l’(j/ ]j H E(K’K:’mm) [ = H e[ H X’"/,LZ‘/ J] H e(Xl,K,;i’)‘W)
Jles e\ Pp()ESy Pp(i)eSy J=letmax - \ P4 (€S P4()ESp
= e(g’g)a(x,u,) — e(g’g)a(xww)
sk = H(TAa((MA)len,m »Pa )’TK’((MK)IanmX 2Pp)sk ) skyy=H(T,,(M, ) e ’pA)5T85((MB)Ian ,,,, 3Py )skyy)

Fig.2 ABAKE]1 protocol
Kl 2 ABAKELI il

AW sk, = H(T;,(M )y xn > P Tos (M) s 5 Pp)sKgp)-

B E4$*Uﬂa ((MA)IAxnmax ’pA) H‘ﬁ_géﬂﬁﬁ {w; : a)xl € ZpUOA(i) € SB}7 ,Tf?% Z CU’ 'MAi = (1903"'90)5 IQJS\EH‘

pali)eSg 1

HIE TR

ky, =(e(g.8)")" - e(X,,K,) H e( H Xf’j,LBj]] H e(Xl,KZ‘iA(’))
J=1 pa()eSy p4(i)eSp

=e(gB)E .
B M il B sky, = H(T,,(M s P s Tos (M) s Pp)skgy)-
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PR USCIERPED AT AR A FIRAPIIERI I XU ML W5 R 5, 25 5 45 3

e(%.K,) H e[ H vaa}’LA/J' H e(Yl’K;U/Zsm)
J=heonmax \ pp (1)€Sy pp()eSy
s a _a- aa)Iy-M’_ —@py . N oyt
=e(g",g"¢ ’1)/ I1 e( |} B’jh,f.p;bwgt’]'/ [1 e(g)]’ I1 h,f.;jgmj

Pp()ESy pp(eSy J= s My

J=les g

=e(g}",g“)e(g“‘“,g““)/( I1 E(gayJZ””">ES”[HiMBi‘/’gl")e[ I1 hjv{g;}i)’g{/JJ'/ I1 {8”’ Il hﬂ’gmj

J=Lses iy pp()eSy pp()eSy J =L iy

:e(g,gm(gw,g«fl)/ [ew,gw I [ 1 %,gW I {g, I h%]

J=Lses Miax pr()ESy pp(i)eSy J=Le s ey
=e(g,8)"".

A kg = e(g,8)™ - e(g,8)™" = e(g, )" "™ ;

] B ki, = e(g,8)™ - e(g,8)™" =e(g.g)" ™™ NI A

sk g =HT (M )1 s P T (M )y > P5)5K 45)
=H(T,;,(M )y i P T (M) 5P Kgy)
=sky,.

FLH P 45 BT SIS 16 %5 skap 5 skpa HFLIZ MU 4 5 Bl i $AT— X B B30 Sh
P T AR TR 25 1% % 5.

3 ZEMIERR

AFTTE AB-BIM R HHIE I #3180 ABAKEL J& 224 1.

FIE. 7F DBDH R L4 T, ABAKE] P 3L7E AB-BIM K%Y f1 & 22 45 (1.

A

o  FRATESLULIH, UM ABAKEL il /2 52 3L 7 FR K44 (L).

PN S 5 3 1 TR DO AT P30, I FLBCT 22 1l 30 1, 300 5 AN Bl 2 55 3 1 fi 1 1 3 52 1))
D7 S S A ATT 2 TR A DT FC 2 U SRR B S IR E #fE  MT T 45 k=g JIT AN DX 2 5 5 e ) e i 1
HRH [ 00 2= 135 850, O F L33 5 oy A 1 2% B 2 1) b

o JLVRIRATIEBI P ABAKEL 2 5 X 7 THISAEQ).

TR FRA TR LE B <45 A7 22 20 2 ) R Tk 3 M B DAAS 1T 2205 P R A 15 4 4 e it e, D B A T T LA A 3 —
AN 22 T 3K I i) () B 2% S, LA AN 1] 2005 F A 4 e DBDH i /8.

FE T AR 2 i, B AT VB e 0 o 5 e 2 95 B N AN 7 3 % 3 g 4315 SIE L T € (0,q.) F 1 AN Y
P AB IR B ti o4 3 Wil 2 53 [T, BEAT Test i 18] A0 243 SB2 1 ) DBDH $41%(G. Gr.g.p. W=¢", V=g,
7= R). W th et B AR DL B UGE e T, R T, i LSSS 43 B35k (M p0) FIL (M, p}) JErh, M, J
[ HOBE, M0 S8 0 x o, HORE AR FSR BB S B3R ST A K it F

gtk SHNIER o €Z,, % e(g.g)"=e(g".g")e(g.2)" W a=wv+ao/ X JE TN AT — @k ane(1,..., T} FI
JEL2 ot} B FE 2 €2, AP AE i € (L2 [ 1645 0 () = att, WA by, = g W40 = g7 g™ 415
W, 2 h =g’ SEEREMAN g% I RKIE N wn] <JSnpa 1 Satt<T},g,e(g,g) " W} 4 Bt # M.

jatt

H1 T 2 a0 A2 BEALLE XD, PRI, #2 HEE 3R T304 K A TT S 805 LR G B A TT S8R A R 3 A1

'ma;
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K, = ga'er _ gagw(rl+m1 V).
L, :gtj Y= gl
o MHERE atteSy, HEAFEI<i<I ﬁ{% 0, =att, WA
wom T 57 T W

L, n,,, =g,

> /att

o BN FAAN<i<I[ A p,(0) = art, WA
H WMA 1 ‘o v
Uan g s gt | I hjjattj 2

vvvvv Mmax =leeesfimax

Ly

Hel, by =87 -8
I BAU 2 SIR [P Byt B MAR RN T J8 4R Sy I FAD:

SKU—{K = gogrtran) Ly, =g U< j<n 2} { H h;;';” tteSU}}.
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Table 2 Comparisons of ABAKE protocols on complexity
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