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Abstract: The accurate packet loss measurement of application traffic has been challenging, since the frequently-used active monitoring
approaches that use probe packets cannot capture the packet loss experienced by the traffic of individual user applications. Moreover,
measurement and estimation of packet loss characteristics are challenging due to the relatively rare occurrence and typically short duration
of packet loss episodes. Because it is often impossible to measure the entire data passing across a network, the most widely used method
of measurement works by injecting probe packets. In order to overcome these shortcomings, this paper based on the analysis of MPEG4
video structural features and RTP encapsulation strategy, a novel packet loss probing technique, packet loss measurement based on
User_Data (PLBU), is proposed. The PLBU complete packets loss measurement by using User_Data field of MPEG-4 video. This does
not affect the normal video playback and dose not need to inject new probing stream, which makes it, less intrusive. NIST Net and
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Planetlab experiments verify the effectiveness of this method, and show that PLBU estimates packet loss more accurately, and with less
measurement overhead than other existing technique such as BADABING.
Key words: active measurement; video; User_Data; packet loss; video frame
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Tk BRI GAE 1) A SR 2 I O 8% 1 5 R e T A DU S P O 1 2 L AE B e R A T R A
3B 10,2 S il AN I — e I 3R I (probe traffic) it 2 00 K 5t 2 15 5 (cross traffic) i =%, HAR
BEHE (I B A A AR 5 RS 1Y S A ) A,

IETF 120008 1P W 4% 1tk B 4545 T /E 20 (1P performance metrics working group) & Ht 7 &%) 250 0 & 1 2 iU b
Y, HL 2 B G (1 2 90 2% 50 00 e 2L P R IR 45 BRI T T D0 10 A L i 13 B m AR 10t R P 55 IR 45 R A
AR5 IR S HR AL B 0 75 K 5 Y B QoS AH OGNS OGO P 4% ) E AU B Bl R P 4% B 5 N R ) &
0 2 H RSB B R REHERAR R N A B . B4, T E 5 /MR . i ) i S, 25 0 I

WIFAAE EASEE S HEAE . NREEEAIC W MPEG AL, 1,P,B v 1) #5412 X W0 A5 ot 2 B 49
T 5 O AN TR, i H AU A SR 10 A 7 VIR AN RESR AR BB ER 2 AMIE B

ARSI MPEG4,H264 A4l s A & RTP 3 Sms (w70, B2 th 17— Ao i) & 60 & 3% PLBU
(packet loss measurement based on User_Data), i% 535 E A 4 User_Data 35 H ik AN & (1l 245 5. S5 & 40
B3l T2 B AN R, PLBU SR FH AR 8 58 BT 25 A BRI, AN A5 J AT AT 397 R0 R AT, B K T T 2 v
SINIERSN 3%, B Re B AR LS 25 e IR VR4 4 75 A8 B 1 M 50025, TR 454 3 s vy A 1 049 A0 1) 25
RO B 1 R GORDL, AT 2 1788 IR 45 /KPR P AR 56 i (QOE), JF 4 SLA R4S 40, BIEIM T2
QoS TRIUEMLHI S PR AL k4.

1 HEHXHR

2 % g% A BE B 1P KR B A st R LR B LU 2 B T RE A IP BodE L 2k PINGEL ZING!,
BADABINGM [ iy 4 I 1 (118 R 5710 PING F2)% K 3% 24 ICMP $udf 43, FEAR i 1ICMP 3ot 10 3 2435 5
K JA W A 15 A A, S AR, R 2 A ) 5 35 T R e ) RS S M A, i SR e R P S ok RS B RS e T
ICMP 3 JETh 8, W TE A8 ] PING J7 v 540, ZING 571 e Ty b R0 £ 250, 00 077 922, SR T 77 MR
RN TT 5 G INAR RN A2 Sommers 25 A$5 BT H A2 T/ MR F 04, ZHEf Il 8 56
ATV 0 T 4, A v R T ) 3% 3R B N L 3 e S T R St 28 o I 4% 4 1 4 g 2 T
SCHR[A132 P HEBA RS e b T Js 10 9 4 28 040, 42 1Y BADABING 60, I 4 7 32, 2L 32 2 JAR 2 R 2 — R 411
PRI F A A5 L — i M EE o 2 45 R 3, A 51 P AL —6f il 22 56 4 o) 3 9 R0 2 P 0 0, 1) A e
P27 00 A A e AN AR A P . SCHR[L] 1 52562 B 75 AH [F) R %X 2% BADABING AR HE
o WS B A B PR e, L ) 2 AR A ) 3R T i )y R B L G R R 4 R e LN M 4 4
FI G A, SRR 57153 3 P S5 K AR At TH B 1 DXL PR RO A T 51 DA ST 190 4% T 0 4% B e b B8l 0. 110 25 2%
T 0 AR B I R PO T b o BT R L AR O LA 2 — Mk DA D 3 (probe  traffic) (1 & AL
kLTS B (cross  traffic) () 25 10 28, S I 24 A I A0 25 A A o B, LB 980 00 N A ) 0 A AR 5 2 T B
AN E AL AN BADABING i ¢ A 41 w4 I A0 40 gk 1) 5 v T DU e b ) i — o R 8T (] 1 5 A1
T A T B R A A R 00 e R e T 0 B R OO BR e, FL I R S R RS — B S R E A DU — 80 B AL,
T AN W 3 N RIS 1 00 B 15 ¥ AN B bt Ko IO 485 s Bl A R IR A B 2k

BT DL R SLVE LA FE T RTP/RTCP B il f£ 3% R 45+, ol Ji i 43 #1 SR(sender report)Z$ %! RTCP 91 %
1,7 B (fractioin lost (8bit)), il ELSEHCA T RTP <316 i R WA H %0775 BAR T 51 (H RTCP @i & KK H iR S 5
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kSN UAITIEPREE /R SN P EPSY

SCHR[BI4E Hh AT AR MPEG SCFH ) User Data 345 4 A4 6, M I ASE 15 AL AR 1) A% iy SE on 8 BE ! v
0 SCHR[9]E 1L E User Data 3847l AT 4 1432 21 25 £, F A0 5245 RN 52 - 1] (VOP) I J SCHR[10] 81 Hi Ke ot
[Fi) 2 A S B e Tk K BNV A5 4k A\ 1) User Datta S8 b 25 e IR DA S 40493 AEL L I8 ¥ A7 AT User Data 35 23 - ALA
fehinrh Z s oL L.

2 S4mAIIE R K& RTP 9 E%REE

IETF &1 XA TR AR A2 20 43 530 4t S sk A B P AL (RTP) 06 ) et 26 Sk s, 2 SC R [11] 61 X MPEG-1,2, 3Tk
[12]%F %) MPEGA4, SCHR[13]%5T % H264. 43¢ =2 LL H §i 5 H 1 MPEG-4 A4 b5 & SCHR[12] % LW RTP 2 E#i
) S B 33547 40 43 #T
2.1 MPEG#SA4mu3t&= 524

MPEG #A5 F1#7 T4~ GOP 4%, &4~ GOP X H1 1 4> | R BB AZER P . B iz . I 1 45 H i) GOP
o1LPB i [ S HE B 7 S AE MPEG-4 H 35 H G S 1T VOP(video object plant) (A& 75 gmfith 5 8
W FEAS G AE N — DB A B VOP 5 MPEG-4 H I ITAR X 2, T 1 VOP S5 % 1t P \VOP 1% P i 1 i, SRk
Intra-Coded My, fif A% ISR 1 0o 1) 2508 3l v 2 4 5 3 1455 P ot SCRR 4 predictive i, P i AR 4 i — > | il 5l P
T (1) 3% Ak, 2 i B i, XL F% 4 bidirectional predictive-coded 15, B WU HE i 5 (19 1,P il 58 55 4 A 1.

Fig.1 A sample of MPEG4 GOP!®
K1 MPEG-4 ¥y 41 b B!
MPEG4 FLAT 4 fith, HAD Fi AL 4 b UL (R B 7 B L3R 1.

Table 1  Start code values in MPEG-4 6]
£ 1 MPEG-4 ik i b e

J¥ 3 R dE 0x000001B0
X G 4R i 0x000001B5
PO Y o G T 0x00000120
[l 2 U b 0x000001B3
R e T 0x000001B6
FH B s b 0x000001B2

B PRAE & 465 (0X000001B6) AR iC Ji 1 2 i — itk il 4 S it 2 AR R 6,00 24 11197,01 24 Pt 10 Jy B (261,
MPEG-4 45 85 45 Fl 7 B 15 (User_Data), il 4515 24 0x000001B2 i 4415 2 5 Hed 3 4y vl i 1 2 A &
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| F s | o | HE
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Fig.2 User_Data field position in Mpeg-4 video
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DA E ST | W P () 258 8 B 5% R (PR 5 25 )P g A A 25 26 i THT B S 3 B0 | ik P ;B
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AP #4825 52 B L0 1T B T 25 K IO R R e A A 4%

ARtk B 1A GOP HA % 1,PB X 3 FHZE A (i, 47 m /> P Ini,n A~ B i, B i3 5 4 A 7 | ik P
Mt 8], BT~ 1 4~ GOP A A —A™ | i, )] GOP L4485 m+n+1 /M
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%

ot 1 IS AY (R A T I R | I B Bk Dy
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o GOP H I i#i44 ifi i AH AR P T4 45 i 24 Dyp;

o HTHT— P W2 B A A AR P Wi 4% i ) Dep;

o T UWEHRGGTIAL | WS 1A P LI B W N Dygy ;

o T P Wil GOP H it P i Z i (1) B WifEAS 45145 A Dpe;

o T P WA MAL B i 4 Dpge.

F 1,P,B 7 & fif A JiT S A4 FH T

B 1. M BE A R TAE | i sZ 453, GOP Hv 52 3] 5% w453 40 B R 4y
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0L 2. 80 2 R AL P sz 5L, GOP Hh 32 21 5 Wiy 46 13 5 A1 A -
W% P bR 5k kA R
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D +ZDH<F1< +z z Drgyn * Z z Dz, 2

MO 3. MHHE A R R MAE R — B WSz B, th T B i @JﬁTE?ﬂmiﬁ H 5 LA H A, i GOP 1 %2 51| 5%

i 453 £ 6 TR
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2) A AT 1) 45340 5% Wi 43 BT

BN Np,Ng 24 1,P,B FLANN I (A, p 4 6 22K %, py,pp,ps I GOP H1 1P, B M5 117 M . 1 T AN [7] 23 i 1) £
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—JE A 4 BT S, BE AT R AR A T, B A A 1% S2 457

T A0 A 4% A 2R A
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1 C N +kxNp
EX;(l d-p) ) ©)
LR Nj +kxNp +IxNg
m+nxk§;|2(1 a-p) ) (6)
GOP H i 52 #3512 AH E(p) A
E(p)=pix(n+m+1)+ppx GHppx1 (7

G P U245 5 AL GOP Hh i 52 43 £ & 1) 1 4.
M GOP Ht P iUZ2 45 (A5 1A~ P I 46R) M 3 1 GOP H ot 52 453 K e 53 Jil 52

n n n n
mx—+m(m-)x—+m-1..,2x—+2,—+1
m m m m

m?+m+2n

FH U] %1 0 = JUA (T TS

2
E(P) = Py x(nmeD+ pyx 2L (®)
m

3) ZALS WA 5 i 5 B
B P1,Pp.Pe A GOP H1 1,P,B Mt BT Xl 1 4 25 A ¢, ) 25 A0 6 MU i it ) 993 40 3 7 75 A -
AN T i 25 2 25 0f LT 453 43 PO AR 2y

I =1-@-p)" ©
_ix 3 _(1— kxNp

== kZ:l(l (1- pp) ™) (10)

lh= D - pe)™) G

SCHRILTTIA Ay, b T MR ) 58— 2 ot A8 42 10 A7 24 1) Jek 9, D 55 K AN I8 2 5 5 588 (ke ) /o £ 32 ke A 30 52 493
A AR A R s Sk
Ak+il=?[K]/ (12)
AIKIL N k ANWIBGT, 0 3598 D BE A kAN 57 24 o?[K], 0%k L At 55 B 2 (30 o 3 ) 19 453453 b &P [K s
AKIA,AIKA, .., FLAB B EAT a0,
DRk, 155 1,P,B T 52 45 5o KA 8t K5 Ky o7, o, o L3 0 DKL 1 905904 74, 7, .
TUASTE] 1P, B il 25 A0 2475 100 ™R S5 A AU 2 (1 453 495 A
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n+m+1 v (m?+m+2n)/2m v
’ 2, k-1 ’ 2, k-1 ’ 2
I zo'|7| +1p x z opyp +lgxop (13)
k=1 k=1

ERXGTHET 218 24 GOP (WA S .

AT~ 2 2 (A3) I 43 BT R 40,0, P, B st 45347 38k B 536 i A IR, ELAS i) ot 248 75 5 0 %o A0 A0 £ 1) 6 i)t AN T
M S (L3) 0] LAFE H A 0 2 AT AT (0 25 B RN SR AT 2560 09 P 2 R A VT — A O R AU R R b
1) 2 LI,

15 Evalvid 1j ELAAAL 47 & B8 R SCHE AT T 1LP,B IUE i 40, 25 2 o W A5 TR e ok 1) 5 )RR 5
PR R T8 W5y MOSILMOS V433 & — i g 3 10 32 MDA T 12k, LA 35 7 L 4 Skt WA )5
JH 5 DNER KRR RIMIATEAG 7). B@E ). — G 3. 2@ 4) I 2. 3 (52 45 Bk B 1
B 60, 25 R 0 AU S 11 R W e Ay

4.6

4.4

4.2

MOS

4.0

3.8 —e—1 1 MiRt

—e—p i I
36 —a—B it Hiifu

0o 1 2 3 4 5 6 7 8 9

Fig.3 Different types of packet loss on video quality
B3 IS RLAL F 0] 04T & 5 )

3 EiEwit

AL — PO B 5 AL R R B P e ) E A R 5895 PLBU(packet loss measurement based
on User_Data), i% 5y AE AU User_Data 38 - ik AR & 1IN 515 S, A6 AN SE MR ARG 5 11 [ I, 3 3k A el Ao
DA S BT AR User_Data 355 P9 IR L, 56 IO AT i ok P2 A0 A0t ) 25 0000 i, 4 AN S50 0 F2 1T 43 24 User_Data 45k
A5 ER N S 4y
3.1 #3fiUser_Datald 215 2 AIHEAN

TE—A~ MPEGA MUSTUSCARAE 1P I 285 o 1) 4 A0 B0, 1 20 75 S 01108 19 48 A% A 1 o R A, IV AAT I 45 4%
WK MPEG-4 I SCAA £l 4 252 1l 1P il 0 ik 315 7 g 1P 08l £ BB 2 48 1 B K Bl 12 MSS(max
segment size, f AR FE) 5 MTU R AR H SR 6) 96 R A

MSS=MTU-IP :k-TCP/UDP/RTP zk.

5 2.2 150 BT AT — > MPEG-4 AU 2K T MSS, AR AT 2 N 24N 1P B (0 b b AT 4% %
ANt SR 30 A i B RTP A HP S 5 B — U 28 25 ) 50 0. P L MR R A A ) 22 i) ) 4 5 m A o i g
AR B 12 MTU R it A2 53 4, BT3B 21 Sk A0 1R 20 Sk 350 R8N, L 55 1 i85 e ) 2 i 35 1
/> RTP 4.

CHR[20]4H5A T 42 MTU B R IUAL ], 2 20 REAR 2 T8 3ok 130 3 2R B AN 40 Fr (DF) I b s LR o T 4% 14 el i
T K ICMP AN AT A 254 6, 4% B4R 2 6 A% MTU LA 3 T 43 () 1% 4% MTU {8, A< 3048 T MP4boxPH i & MPEG4
AR RTP 4304 BE A BTV A S A A7, o] 1 57 AR AN [R) Wt (19 DK /8 I R RTP 4340 2K /0, T4 H o 17y L A
PARar i
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R 55 28 v AE WUATUR 126 2 1 K IR ATSC AR iR . o B AR 25 'S N MK R 1Y) User_Data 35 422 W o B £
I 2 3ok R R X User_Data P15 S5, 45 B 552 B A9 506 155 000 ) I AL A0 25 155 0.

BN AH:

o User_Data(FH /7 £ 45 ¥ tc 445 &5 0x000001B2;

o OXO00ff(H 5 X) A ARiH PLBU Sk EFriC;

o Il Pi. B Wikrak(s 5L, AN SC5E S il 01,P iy 02,B ik 03;

e |,P,B s HHE.

28G5 — i3 5, Uk 1 i) User_Data Il &= &L v &l 4 i,

0x000001B2 | 0x00ff | 0x01 | 0x05

Fig.4 Structure of the measurement information in User_Data field
K 4 User_Data Pl {5 5 Bt

User_Data {5 5 75 2R 4 25 7 |Gl £ 15 22, DR ke, AR ST IE In N #843 TU AR B8 14 7 =R R 25045 1 &bl b
{7 User_Data il iz {5 S a4 oh, 8 User_Data S5 B A /0A 1 AR IAE PAL & I A A 5K
PEAL7E 9 2% th T e MR A PLR, B W 4EAMI 19 User_Data 53 ELFLAKICA N AN, B3 5L 430 25 2R M % 2%
F PLRN A5 — b UL b3 A7 S (E A (B2 (% 45 T 1-PLRN, PRI M5 BIE User_Data 45 A — Kb LA _E i
TR R, T A 1-PLRM>P, Bl N>logp, r(1-P).

B 22 /047 Ak User_Data 45 B IR 75 P>95%, HLAEAS I A B 2 % /N T 50%;24 N= 51T,
RT3 2 454 R TR 25 4 S0 0 R BRI IR SEBUX — H AR TR S BT 3 A AE AT 2 J5 1) User_Data .

TrOUARAE B User_Data T T

o OXFf(H 5 ) MARIH PLBU §Tik LR B bRC;

o i, Pl BWITUAAR AR B, ASCE S iy 0x11,P iy 0x12,B ik 0x13;

o EEXEHEAS 1T, Pt B TS bR A BT 3 AN AT RR, TR 16 777 216 MU TR R W K07 2

SRAric i 4);
o WETUAMIR S E R (L AT,
PRBEES 10 AT 5 bR &% EL:0x00000a), 73 €04 3 AM(0x03), IR 1K) TU 4 User_Data ¥ il- il 5 ios.

0x000001B2 | 0x00ff | 0x01 [ Ox05 | Oxff | Ox11 [ 0x00000a | 0x03

Fig.5 Structure of redundant measurement information in User_Data field
5 User_Data WILR1E Bl
3.2 #$MUser Datais 7 il £ 15 2 ATZEL
FEAIAR I R P 3R D T G v s MU R B 6 25 SR 00, 7 R i VB (0 5 ki SR Bl
X o3 IF B AR SE R
(1) ARAEAARSS sl AR A1) Kb S5 AU 1 AN 0, S G2 8 Uit 1P sk, H Y
IP Huhb. PR . G PRSCREL oo dE B
(2) AT IR TICAHAT A IR LA B R A B R0 /2 75 00 5 A SCE I User_Data Arabfs &L, 4nA
WHEEL User_Data 3% P9 2¢45 5.

© PERREERSMROT  httpy/ www. jos. org. cn



YL E F—FRAMIAGEC AN ST F & 2189

(3) #R4H User_Data £dlidsh OB AR ICAT B IRAZREAN T 360 55, 240 o fr] i 2 2
@) Sobricfs B AR B VST 1L,B,P IiHT &R ) S B B 1A B (R — i 4 AL RTP B
FAH [71);

(G) HEH W, B, PmiEME;

(6) IrHIAMECL

PR i 2 BB S, IR M User_Data 38 A S B H RIS (10 2% (0, 00 B i R4 Sl 7T A
Tl V0 50 HE A TR AT TS b B 0 1P, B i B R K R B R,

PLBU £ Micui ik 18l 6 i,

PLBU algorithm at RCV.

Notations
Identify_video_stream: Identify the video stream or not
packets[]: The received packets number of frames
userdata[][]: Frame kind and packets number the frame packeted
llossrate: The packets loss rate of | frame
lossrate: The packet lossrate of the videoBegin
polling interval: Sampling on a specified time
Begin
1. identify_video_stream=0;
2. while identify_video_stream is 0
3. if original_ip is video_server_ip && sequence_start_code
&&transport_layer_protocol is RTP
4 catch_first_video_packet();
5 identify_video_stream=1;
6. get_five_tueles_info();
7
8

end if
. end while
9. while video is not over || polling interval
10. catch_packet();
11.  get_five_tuples_info();
12. if satisfy_five_tuples_info

13. if contain userdata

15. if userdata[i][] is |

16. isendnum-+=packet][i];
17. ircvnum+=packets[i];
18. else if userdata[i][0] is P
19. psendnum-+=packet[i];
20. prcvnum-+=packets[i];
21. else if userdata[i][] is B
22. bsendnum-+=packet[i];
23. brcvnum-+=packets[i];
24, end if

25. end if

26. allsendnum=isendnum-+psendum-+bsendnum;
27.  allrcvnum=ircvnum+prevnum-+brcvnum;

28. ilossrate=(isendnum-ircvnum)/allsendnum;
29. plossrate=(isendnum-ircvnum)/allsendnum;
30. blossrate=(isendnum-ircvnum)/allsendnum;
31. return measurement results;

32. endif
33 end while
End

Fig.6 PLBU receiver-end algorithm
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Fig.8 Estimation obtained by PLBU and BADABING, compared with real value
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Fig.10 Estimation obtained by PLBU and BADABING, compared with real value
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Fig.11 Estimation obtained by PLBU and BADABING, compared with real value
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