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Selfish Node Detection and Incentive Mechanism in Mobile P2P Networks
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Abstract: Due to the limitation of own resource and the influence of subjective attitude, the nodes in mobile peer-to-peer networks often
show selfish behavior. Detecting and stimulating selfish nodes to cooperate is becoming an important research topic recently. By allowing
nodes to express their subjective forward attitude freely, the detection mechanism is implemented. Not only is the objective forwarding
probability determined by its own resource, but subjective forwarding probability is also determined by selfish nodes that are considered.
Therefore, choosing a routing path with the highest integrated forwarding probability can alleviate the influence of selfish nodes. To
motivate the excessive selfish nodes to actively cooperate, an incentive and cooperation model based on punishment mechanism is
presented. The selfish nodes are punished based on the damage degree of their selfish behavior. The monitor mechanism among nodes and
strict punishment mechanism assure that the strategy proof is achieved. Simulation results show that the detection and incentive
mechanism can not only discover appropriate routing in the condition of every rational and selfish node has limited resource, but also
stimulate selfish nodes to actively cooperate when the degree of nodes’ selfishness is high.

Key words: mobile peer-to-peer network; detection mechanism; incentive mechanism; selfish node; repeated game

« FEETH: ER HRRERE4(61070162, 71071028, 70931001); [ A i 4E Rl 2 3 42(61225012); mi& At -2 R i &
TURHIT 35 4 P Sl Ji A3 it By R 8 (20120042130003); iy 45 27 K2 18 2% B} 25 % TURHIT 3 43 (20100042110025, 20110042110024); T
5 P R B I 4, v R s IR B AR 25 2l 5 151 42 (N110204003)

WeRR IR ] 2011-10-09; A& Ui IA): 2012-02-15; & FH i A]: 2012-07-23

© HEBEERAET hipd/ www, jos. org. cn



888 Journal of Software #4+3 4% Vol.24, No.4, April 2013

I Sk B 25 o S X TE A 4 R 4% B 1 S 3B AT AN T 2 0 A BOR (R B &7 R R 1 3 B 4Rk P d sk
Xt T &) 45 a5 2 18] 0 B ] A R R S B TR g 1 R BT 2 AL I R I g —— % Bl k4
2 0 St 5 o 0 R A A 2 R AR A NN B, B A B B AR S b O IR 5 2 T 1R 22 0 0 SU ARG
25 00 4% T B b R AR 0 P IR 55 T A B g SE A o5 R 2D S 0, 3k PR £ A B 8 52 A 4% o T A Y A
[l — AN L2, DR B B 40 I 45 4 LA SE I — AN G — (1 H bR AR B A5 A% ) 045 1 4%, W1 PDAL ML 1) P Je F %
S, AT RO AN [ 0 A 2R, BEOAR A R — A TR Bl 6] S5 19 % A R T A AN A T U E AR AN I, I T
R S B AEBE G o ol it A A% 52 B, A5 AN T S S A AE R 1 AA RS B 2 A Y A5 R R IR
5 /DI B O BEIERUIR S5, NI I B 48 18 5 0% B 0 DR 0k, T SR 95 R 7 B R K b I AN 5 R B RATY A
S a2y 5 BOL R 10 B AN RENUR) b B3 H A AT CL e R 0 2% e () RL T R R LA T O
B, T FRAIE 199 285 1) i, A2 5 B0 ) 58 ) 8¢ 15 S0 e 1) T 82 ) jll 2 —

S 6 % B 0 5 0 4 v R A D A, R S A A A R A AL S R R R 1 R L e
B P R A AR n SR 9 28 v T 1 RUERRE B8 2 5 B 1 SRR A R G s L 68 I 4 18 AN 1 mimt e A
A2 B N 19 o A0 ] . 300 3 0 % R 0 4 00 s 08 A VEAT A S AN S 1 T s AT A6 50, A R BT A1 R R e A
WA A AR B A sz L7 AN ), BT CAME— 25 49 9 35 145 2 BOAL RIS SO A ML) 6 15 25 0L A2 AR 8
W SRS 2 SR Al LA AR S, T A O % e R B AR RS 2 R R T 5% S 1 A AT IR SR
S 25 VA A 2 A Y 5 0 b R i AT A 1 8 95 1) Watchdog AT Pathratert® S f5 L4 HY (1 A8 v k4 2% rF (5 A
WA U A U R ML) Watchdog FHSRASIAT S ANIE 24 (K755 A, B AN 3% BURE R BOH R B 1YY S AR R I%
B A5 WA R — BT R SRR BT A R R U R A7 A ) L Pathrater (R ISCEE B 1T s R LIS
S SERE VPR A 4 AR O A5 AT A5 2, R RE TT W] B4 7] AL AA 7 1. CORE ML 78 Watchdog (3Ll 142
HOR I, B 00 5 B I U SR BT s AT AR A T B MR E BRI E R, o B R TR E
SRAFIOAEEE L N ILAL T SUSRAT A5 25 RO 1Y 5AS ) 3 i T e 1) 40 07 5 T S ASH PR L o R A0 B 52 4 2 v g Tl
W23 B, R — T i L 5% 1 SRR T A A W B A IR 45 1 0T s R A I B, 7 42 52 MR 45 T A AT LR A
{1 9% B .Buttyan %5 N5 N —Fh 2225 76 45 b 1O RE {1 B8 He—— B 48 (nuglet counter) e 3 il 1 s % % Hodii 4.
T TR A OB AL I, TR RS B Uk D, 2 R R AT AT B I T R B T AT T
IR R LRSI K T 0.Sprite HLAILR 78 9 2% Fh i 8 T 4% K0t A% 4 1K) S D0 B 40 A 8 880308 e 1) 1 45
P B — AN B 0 1 OB, R SR AT AR A e U B A A s B AT AT PR B SBR[ L0 B H — A
BRI AT AL, SR VRS B SR 1 I R B B A, R RAIE P i, SCB HE — Bl  BOROE (K A P S
JAh T s RBUR e e A

BT 1 8 10 ORI AL A 2 SR N T 1R 2 0 1R D R R 2 (R A VR R R B TR B N T T e 4%
W A5 2 T 792 (0 DR TE Ad-hoe VOGS ik il 1) T A 4 H TV R T G AR LS A, B T i
SR A% LB T R DY S ANAX S B L BT R A AR M T ELIE A AN G B I B e A L R B AR T 2 ML
AR RSN B AR, T SE BB S s E . COMMITISIE VCG 3Ll 1304 T Sk, 308 38 U H00 A A M ke 1 B
Pk A% B SR AN A5 450 S AT B 22 3 RARAN AT K A 51T 5 AT TR L0 5 09 4 A R AT AR LA 9 SR s 4k
SCRR[LA7E S ST AR A 18] B B SR B AL Sk L AT A A O & A T A SR AR SR T 3 AR R Y
IR SN T T % B R R R R I A

BEF 5 AT BE LA % 8 5 F S 01 -3 AN R G 1k il e PR I AN 5710 20 BB sk BB,
DAL M3 2517 0 3 15 W LA B L, BT AR AR T A e i . [ B, 435 A 5 26 BRI T A 8 1 g s A8 A5 R R )
T 224 DR 0 IR, A Fi g 5 PR A 8 2 5 356 R R WL S0 7 0 09 o 8 = B A 3 1) 8 2 08 TR AR LA 1
28 0 2% S LIS B e ) IR S P IR AR 22 il 8, G0 3 A TR A A 0 RS E R HE AR 22 L ST A M s R AT
76 S R SRR L AN R R A A A B T L X ML A T T R o R SR s O B RA T ST A
Ve, B 25 R Bt 1 E 5 A BRI, 1A FATT AR A 3 58 4 A 0 SR — R AT b T A0 9l A T SRS 1
FA 5T B B AR 0 %, 1 T B K R . SR [A5] 7 SR T A 2 19 4% [ 7 9 4 AT ) 5 T 4% I o B, 33 S 1)

© HEBEERAET hipd/ www, jos. org. cn



wh KM A S S AR B AL B a9 AR M A B AL 889

N gk FAPE ST B 0 4R v X 4% IR 45 R DL I I 2 T R 4% T B AT B RT AR R, R A T s — e R A
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A I 45 21 47 1.
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EOFP=rec(w)/send(w/d) 2)

A (2 rec(w) R x5 51 j 78 w B A Ik B AR AT Y HELLO A0 [ i, send(w/d) R 7= 78 w #P 9,715 53
i RIEH) HELLO A% EOFP N T 71 s i BT A5 j 2 B HE K 1) % R e 0 R TS A j B9 A BR R ), FRAT T &2k
FEIRTT 0T R BT AR B ISR O R
13 ENHFLAHE

TR ZE 2 FR Y B R T ) O R 2 R 1) TR T B Bl A I g v AN T SO T
P 2% v S A 2H 2R S AR I BOR AL g PR 10 2 5 B R B T R RS2 R T LR S8 AT B AR AR IR M 453847
ANBESRAFAH SC WL AR, DA B 75 B AR VP B 875 R A — 8 1R B FAME, A5 T &A1 AT B8 608 H A UGB AT i T 241 i
T A 2R T KL TR I, FRATT 5 N 2 03 R B 2 S i 1 ) B AP BBV [ O (0,1).1 R 1T e &A1 2%
MLBE ) SRV N S IR ) T B B £0;0 Km0 s S8 A G 1B, A S 5T W 455 ). SFP AR, 7R 15 s i)
B B g, SO 0 0 R R TR R R U R R AL T DA B FA TS A B H R AR R AT G B T 4 R

1.4 BT S9tam

ol o i A R SR N (R 2 e 3 e =N (D E - AWK (ER Gy : Z2oibs A T - SN N E R U

3 MHEFE e, I E L R S N 1AM R A e R 2 AR s S B) TR, e BE R B T A R RE ) R R
W T A A

FP;=SFP;x|OFP;xEOFP; 3)

T A A AR AN I (R FE AR, /AT HELLO k4T T S5 TR 1 R HELLO it 4 #y,

WA A T AL B S (ZE I E — 4 HELLO ). Y55 A1 IOFP. SFP FIAEANARTS s bk LL A%

iR w B B ok B Z AR AN HELLO i %t B EOFP. th T A A A (1 HELLO A K/hKy

(2m+5)x4byte(m 44815 f K HCR), 2R T AR 4 b RORUEZE I P (¥ HELLO 69, B 420 38 3 254 A 1) 2R/ A

IG5 30 1) T T A S AR RN R T IR Tk S T LA I A T A i R e e Y 3 T AT IR B R R R

[ A, /I
TP = [ FR (4)

iepath
B FATT U R] DU I BRI B 1Y SFP -2 8 T 00 265 42 i, [ I 15 it ik HELLO &8 7 i 314075 s (e
A AT T S 5 e A 2y 1 RL T e A MR 3 A R 0 e 0 T S R R R A

© HEBEERAET hipd/ www, jos. org. cn



wh KM A S S AR B AL B a9 AR M A B AL 891

packet type
source address
sequence number
I0FP
SFP
neighbor address 1
number 1

neighbor. .a.ddress m
number m

Fig.1 Structure of a HELLO packet
Bl 1 HELLO iy

2 BT SRS

2.1 TS EEHLH

AR BB 0 B RATT SURS DAL S Fo VF AT ORS00 [ ER o B L 2 A R MR AE I
ATART A R 0 R B AL 7, S0 ) 2 3 e 11 RA Y R 2 sl AP 1 A 8 S v, AT A8 5 G o A B e e v I
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22 EEHE

L 2 48 11 D ik 26 U POV 01, R L, DAL TR 5, A 1 A A SO L — U AR 2, A T
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FE IR R U5 A8 AR, v s P AT 2 AR A5 A S I X007 BT A5 (KW i m 7% 24 3 )R O B A SRS 1 L 48
TR 1 I N AT AU RE,0 73 PN 1Y AR AN 75 41 SIS I X005 #8 AN RE BRAS WG 2 SR o A1 s 4
AR — s, B4, A BT R IR RIS AR A1)

Table 1 Payoff matrix of one-step game between two neighbor nodes
L ARJE TR Ia] B BT AR

il H1E NEAE
e (v—c,v—c) (-c,n)
ENER(E (n,—c) (0,0

B0 T T AR I 4%, G R e A A AE S LR, 8 4 TT R i — A T oE e g Ak B 1, A AR R
WEBRAT BT, — B A ARG S 1 B AT O 3 EUE B 2R N A T, AR S ) T AT S S
DA Pk 5 045 28 LA AN ST SE B AT AR e 45, 70 B 6 500 0 45 TR S 0 & A AR 18 S 2R e i R B A
1T P BN S T e IR WS, B4 BT s 23 A 18 ARAAT O B S A= A £ 70 i T ) o 45 5 i et o
Z: 5O BT, W R SR 2 o 4 R I H R T B4R BT I To B 10) P 0 N4 48 570 40, B e
AR 2 kg SLHR BEAT AT IR 25 AT 10 RS A o A 0 300 P B AT AT A
2.3 ETESIHIEmMHI

N A AT A R IAE B AT B e A R R B AL bl T AU B R 2R 52 T AR 2 L (RS e B
MEZLE T HELLO 55 8, BATE BOR 17 210 A RAT A 20 28— 2 1R 15 &8, B HELLO £+ 10FP,
EOFP Fl SFP & T~ S B H; — 2 W SE R 415 &L E SFP L A%,

S 1 2 ARAT, 5, AT S I e R R, HAE W SR IS AT R R AN BE A 7R e A L RE VYRR BE = T
LLIOFP 71 M 518 AT I ARt — AN AN 1 /™A% Sl R RS O 1 ek Bl — HLFE 31 0,378 1% 1 mUFE e 5 NV 108 HY 1
26 IR, A3 A5 AT LU R Y B 5 HELLO (U HL T ) TOFP T R L 4R M B 15 o, — HUR BIL 1OFP L7 Bk,
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HNBER] O 5% RUAREAETE, UL AR T 10FP, Y A i i s e — OB R ok B 4B AR HELLO
B 1OFP [ R BEAT 42, A AT WO I 1) HELLO B4 1) 1OFP AR i i s L, 1 & Thod A S5 K 7 R 4%
IBATHIY, A S AR SRl 2 5 2 AR A, WUR PR EOFP Bl BB ILARAT SFP & 3B Rk Kk

ZAAT N R A R AR ROE B 4 )5 A8 1] Watchdog HL I 41 i 19 ke A A D0, T SR M4 45 31 (10 e R
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XTE 2 BARAT N, AT 8 — A EEE B2 .Y SFP 1 T MBI DA 4 715 s B AR B mT DA4
52 A5 WA R 7 s 0 B RA B v, TR AT A T CAUBh L AR v 2 b R R 2 U A I 3 SEP G T (i A, WA R
KRS T W I N HEAT 15 5

T L‘ﬂSFPXTO, 0<SFP<p )
0, B<SFP<1

R (5) 1) S 7 WAL e MR A, T 28 78 FE vk A 111 INF () 24 SFP=0, HII 1Y f 58 4x 1A AL IR, 408 577 I ) 1 B O

HERT A B 2415 f (%) SFP & B I, AN EAT 78 5115 75 W), 4% SFP 55 g ] 1 L 491 15 8 7 1] W ) &

3 PBatkEEE

R ST RS U B ATL B RAIE T 15 5K i M (strategy proof).

IiE B < SR R R AR AR R A B R T 2 5 5 B R sh L Hidth 2 5 3 Ui s L R AT 15 LR
SO A AAET (5 BT 3 FfiSFP,IOFP Al EOFP. I IOFP ™A% B i I B 1 5, — H 308 el & i A2 B,
ST LRV AN R IL TOFP; A M 443 47 i i o, 15 A (10 5 o 6 R R ER BB A 4 S 13 46715 AUl 1 Watchdog
B M 428 15 20, 108177 e 0% 15 2 L 52 b SFP Y5 SEFr EOFP (3R, I Hiliidk HELLO L m] 4 L4k 75 1% SFP 55 EOFP
) SR AR, DAL i 4Rt 25 Bl I HL, 7 TR AR B RIS 7 R K (1) 19X 8% A A JE T N A A A i 2 T T A
e AL N T 3RS T 22 IS0, DR B Ak 5T AOAS S U v, AT S B T 7 SR T ELTE ) 4% e IE H IS AT I LT
SOV AR — R 0 A R A 2 AT R S, AN T A A5 s AN B BT O

4 HERRIE

4.1 AN AL A9 SR

AR SCHE H AR DU BB AL AT AR 2 M el P BOOE R IS AT, T I T sl . DAL 7 i b B iCA B U Y
R 3% TR A7 T A WA T TR YT PR A R T R S PR A B A Y SR VRN AT B R AR T R
YekFi thaR . 255002 (17 B 45 16 T J 0700 s FORE I FA 28 S0 PR 223 X (7 I e T — B BN 1) %232 ¥ 5030
). BB AT R AR LA Ed 4 1.

AR T SR o BT, BRATT BT T — A R A e W SRS AR TR AR A S R sl RS HART
S IR A o5 B % 35 3K 43 (route request, fi X RREQ), Z A07F W 2% Hh 1% A& 26 W 31 RREQ F v [a) 7 Ay
26 A W R T 55 2 15 A A T A T U T A SRR R I R R R S W L E A B A R I R i i
RREQ.MIHEREE 1 R, 245 B S0 AL id R R MRS A5 AR N, PR J0HE 2 2245 UL 0 B e 34 1) RREQ
AR B R AR S R T AR 1 IR E B RREQ £ 1) s 4 I R M, W R 1 IAE N B 2 s BOF R,
M E B F 55 H A s e B 20 RREQ J&, 1 564 Joxt N fl % £ 3 254 (route reply, i #k RREP)ZA Y515 14,
%3 RREQ.RREP 7E IR [RIYE T A IK138 b vH i 18 ot 1115 AU B 1700 o 14 % PR R4S B A IO 0 B A2 1 3
MEZEAE N % B A M, 2R s LB H 175 23 00 % B 45 BT RO RREP 5 RV vl — 45 B L4 B B /7 s
AR T A Bl S B R Y AT, B0 A R ph 0 A 3R(6) BT s 2 9 4 R R A 6 bl AR RN, R R I T

© PEBEBSAITT  hip:/ www. jos. org. cn



wh KM A S S AR B AL B a9 AR M A B AL 893

B AEHI B O 2 H T S AR AT Rk AR, W AT ) T A A A A RREQ R4S H AT s LLE
R EAE.
p-d» _ TPi,di
S

keN;

(6)

A(6) 1, TR Fm T i G5k N — 17 5 J 20 F (0715 25 o b I P B 450 1 A A AR 236, 23 BT 1 B0 L I
TR d T AT AR I (KA AR 2R, pff AR AR T T AT A b AR A A A 1 R Y
JAEATE — BT AR R T A 328 PR g 0T I B AR PR A% AR AT B

T RUBR T A 1D 3 LG A 4K th Ah, Watchdog BRI 2 RF — A2 X, 3 A B dls — BN ) P R 38 1 4
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Table 2 Other parameter values in simulation experiments
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Fig.5 Performance comparison under no selfish node and enough energy
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