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Abstract:  Accurate runtime monitoring and testing is critical in the successful field deployment of wireless sensor
networks (WSNs). Conventional techniques that demand extra reports from the sensor nodes could easily alter the
node and network behaviors. The delay and asynchrony of the extra reports also implies that fine-grained
monitoring can hardly be achieved. Sniff-Inside approach is presented in this case, and a non-intrusive
backplane-based testing platform for wireless sensor networks is developed. With auxiliary test boards, the testing
platform directly captures chip-level signals from wireless sensor nodes and the captured data are transferred
through independent network paths to a monitoring server. The remote access client gains access to the test server
by subscribing to test data on the server and finishes the analysis and processing of test data. It has been
demonstrated that the operations of the monitored WSN can be fully identified through parsing the chip-level data
across different nodes. The experimental results show that, through chip-level signal sniffing, the testing platform
effectively gathers accurate runtime data with no side effects on the spontaneous behavior of sensor networks. The
case study further shows the testing platform facilitates the tests of high-level functionalities, such as signal analysis,
protocol verification and accurate evaluation of network performance.
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Fig.1 Test data are generated and transmitted by wireless sensor networks
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Fig.2 Test data are generated by sensor nodes and transmitted by the additional network
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Fig.3 Test method based on sniffer nodes
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Fig.5 Test data are generated by the sniff-inside approach
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Fig.6 Composition of testing platform for wireless sensor networks
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Fig.10 Two-Dimensional clock synchronization protocol
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Fig.12 Block diagram of test server and remote access client in testing platform for WSN
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Fig.13 Screenshots of test server and remote access client
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Fig.14 Three layers of testing capabilities of testing platform for WSN
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Fig.15 Test data capture tool in testing platform for WSN
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Fig.18 Screenshot of current consumption of Fig.19 Current consumption curve of TelosB node
tested node in testing platform for WSN which periodically sends packets
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Fig.21 Screenshot of delay measurement of tested nodes in testing platform for WSN
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Fig.22 Performance analysis of clock synchronization in WSN
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Fig.23 Data mining and statistical analysis in testing platform for WSN
Kl 23 ol Beds 2R & B 12 M ge v b

5 REEfkkIE

8 G 3T 0 2 A kAl 0 46 TR AR RT3 ZRA NG 170 ) 190 2 32847 I 20 B0, X110 2 A ol 94 45 (0
FURINEH 327 BAT 321 i SC AT IR BRI 5 SEBLATI IR R TC e Al Jk i 19 43¢ A7 45— 2 FEBE IR T4, 3
Wi 5 IR AR P A At 2 [D e U ORG J3E 52 B TR P A s S

ASSCRE X T S 20 (10 0 e A Ja i 100 205 1 U BEE P ZRA 3 HE T AR AN S 2 O 3 T AT S I At
WP T I AR AR IR G R SR A R RE L RORS EE (0 R A 1 R Al AR Y P9 P 0 LA
T IR LRI D 1 255 K3 28 IR A A% i 1 DK 55 s AN A U7 1) 2 )7 g BEAT R0« AT L AR B AN 2
B, AR R BUSCRRE L SR AR S T REAT AR PRI UE AN PR BE DAL, B T ST RS
JEE T T e A Bt 1 25 Ik H AR

TC 2k A TR W 285 AR 65 0 A% S 1Y SRR b N AR AT B IR Y AR B R A B
FRIAEAE, 1 AR A A 70 1 1 DA A P 000K D ) A A S DR 6 A e B 7 sl R 2

SCHE M A B R B I 2 A R I 4 02 1) AR L S T AR M AR B B 7 A SR s 190 2% A 1
F 2 22 GUIN, DT R B2 | BORE KA A [t 199 208 30 AT DK K 19 A A TR T 1 ) L. AT a8, 7 2 S e
SE AR AE IR R 1K A REA) R A i il i H T, AT IEAE RN S 1 A A0 0 2% b AL 0 1) 52 A Ay
SR E TF 6 A R 19 2% I 1 AR R I ATt SR TT AR 5 R A SR A 8 1 A 1 A TR A% SR
A P TR AR P Ik 1

T2k A Al W 48 1R N 7 SR iz, W 8 TR H PR 2 2 0 0 1 B M) T 4 A% TR s 1 2% (14 ) 27
FURINHE T J0 L A%l 199 208 (R B2 AR R I SRR #E R SR AR o, FRATTRE 2 52 1 08 0 e A Ja i 1o 5% ) 8 784 00 X
SR ILAT 1) T 25 A% 1B 0 43 AT 65 T s B VT R (R 3 - Wb 7 THI 11 J0 2 A 8 4 199 480 WA AR 45, o v
JUAE S B A DN SR TR] I 42 146 i 8 PR A 2k A el I 4 IR0 0 280 0 48 T AR R T A S s 1 2% 1 B3 £
WEFAMA R 2 R R A B A Lt 8

References:
[1] Crossbow. MoteWorks wireless sensor network platform. http://www.xbow.com/

© HEBEERAET hipd/ www, jos. org. cn



AR F T RATRM KA M) BN R B RS RRF & 893

[2

[3]

[4]

[5]

6]

[7

(8]

[]

Werner-Allen G, Swieskowski P, Welsh M. MoteLab: A wireless sensor network testbed. In: Proc. of the 4th Int’l Symp. on
Information Processing in Sensor Networks. Los Angeles: ACM/IEEE, 2005. 483-488. http://www.eecs.harvard.edu/~mdw/papers/
motelab-spots05.pdf [doi: 10.1109/IPSN.2005.1440979]

Emre E, Anish A, Rajiv R, Nesterenko M, Naik V, Bapat S, Kulathumani V, Sridharan M, Zhang H, Cao H. Kansei: A testbed for
sensing at scale. In: Proc. of the 5th Int’l Conf. on Information Processing in Sensor Networks. Nashville: IEEE, 2006. 399-406.
http://ceti.cse.ohio-state.edu/siefast/group-old/publications/ertin2006ispn.pdf [doi: 10.1109/IPSN.2006.243879]

Dutta P, Hui J, Jeong J, Kim S, Sharp C, Taneja J, Tolle G, Whitehouse K, Culler D. Trio: Enabling sustainable and scalable
outdoor wireless sensor network deployments. In: Proc. of the 5th Int’l Conf. on Information Processing in Sensor Networks.
Nashville: IEEE, 2006. 407-415. http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=1662485&tag=1 [doi: 10.1109/IPSN.2006.
243880]

Handziski V, Kopke A, Willig A, Wolisz A. TWIST: A scalable and reconfigurable testbed for wireless indoor experiments with
sensor networks. In: Proc. of the 2nd Int’l Workshop on Multi-Hop Ad Hoc Networks: From Theory to Reality. Florence: ACM
Press, 2006. 63-70. [doi: 10.1145/1132983.1132995]

Yang Y, Xia P, Huang L. SNAMP: A multi-sniffer and multi-view visualization platform for wireless sensor network. In: Proc. of
the 1st IEEE Conf. on Industrial Electronics and Applications. Singapore: IEEE, 2006. 1523-1526. http://ieeexplore.ieee.org/xpls/
abs_all.jsp?arnumber=4026016

Buschmann C, Pfisterer D, Fischer S, Fekete SP, Kroller A. SpyGlass: A wireless sensor network visualizer. ACM SIGBED
Review, 2005,2(1):1-6. [doi: 10.1145/1121782.1121784]

Wireless sensor network sniffer/analyzer user manual. 2006. http://www.bzworks.com/library/downloads/WiSens_Classic_User_%
20Manual .PDF

Crosshow. MICAz OEM module. 2002. http://www.xbow.com/Products/Product_pdf_files/Wireless_pdf//MICAz_OEM_Edition_
Datasheet.pdf

[10] Crossbow. TelosB mote (TPR2400). 2005. http://www.xbow.com/Products/Product_pdf_files/Wireless_pdf/TelosB_Datasheet.pdf

[11] Dunkels A. Design and implementation of the LwIP TCP/IP stack. Technical Report, Swedish Institute of Computer Science, 2001.

[12] Li TL, Huangfu W, Yang X, Zhang ZQ, Sun LM, Li FM. Design and implementation of non-intrusive wireless sensor network
tester. Computer Science, 2010,37(4):45-48 (in Chinese with English abstract).

[13] Gnawali O, Fonseca R, Jamieson K, Moss R, Levis P. Collection tree protocol. In: Proc. of the 7th ACM Conf. on Embedded
Networked Sensor Systems. Berkeley: ACM Press, 2009. 1-14. http://hinrg.cs.jhu.edu/uploads/CS450/ctp.pdf [doi: 10.1145/
1644038.1644040]

Mt 1 325 25 SOk

[12] 2T, SEHT R M M 5l i, PR TS, 25 07 B AR AT D A T0 2 A s 0 255 DMk S ) BE 15 SE B o WL 22,2010,37(4):45-48.

AR (1983—), B 1l AR BN T FNFI R (1966 —), U5 1 b WF 5 04t LR
2 BT hy T Lk A S B A 4% SUili,CCF w4 b, B RF ST A0l o 4%

- I8 W 4%, 22 A A5 AR

-

-

-
E®/HQ975—), 5, 14 L B 5i,CCF B#RiE(1979—), % 1 1 By FLAJF 57 55 ,CCF
T s B, 2 B AT Ol T 4 M 4%, L 4L S DA, A B ST AR N 2 R I ), 2 A
2R 4%, TC LR A R M 4% -} - TR M 2%

l |

© PEBEBSAITT  hip:/ www. jos. org. cn



