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Abstract: Distributed Denial-of-Service (DDoS) attack, using random spoofed source addresses, is popular
because it can protect the attacker’s anonymity. It is very difficult to defent against this attack because it is very
hard to differentiate bad traffic from the normal. In this paper, based on the source addresses distribution statistical
feature, an effective defense scheme, which can differentiate vicious traffic from normal traffic, is presented. Based
on a novel Extended Counting Bloom Filter (ECBF) data structure, this paper proposes an algorithm to identify
normal addresses accurately. Once a normal address is sought out, packets from it will be forwarded with high
priority, thus, normal traffic is protected. The simulation results show that this scheme can identify legitimate
addresses accurately, protect legitimate traffic effectively, and give better protection to valuable long flows. Because
the time complexity of the method is O(1), and it needs several MB memory space, it can be implemented in edge
routers or network secure devices like firewalls to defend against random spoofed source address DDoS attacks.

Key words:  network security; distributed denial of service; Bloom Filter; random spoofed source address
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2.1 The Extended Counting Bloom Filter (ECBF)
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R Mk VR0 SRR 5 3) SRR A5 AR H 1 7 A 7 LA S TP ki R 1) R ) 2 2% 22 O(M, I rf M Sl 2191k
F ECBF 1] L B2 R0 A vk Hbotik AH 2 (¥ ) ) 2 2% 5 0 O(1).ECBF B 4 /N TG oI ik $50 05 0 50 (¥ v 45 1R
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BB — A0 AL, W ik Saddr b (aub.c.d), N

e IPH(Saddr)=256xa+b;

e IPM(Saddr)=256xb+c;

e IPL (Saddr)=256xc+d;

e |IPLH(Saddr)=256xd+a.

SRIG R A[256xa+b],Ax[256xb+c],A;[256xc+d] and A [256xd+a] s Bl 1.

25 % ECBF [N G208 T 210 APt bk 51 A B 4L 565 257 AN B0 B ik b (1.1.x.y) [ 5L
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Fig.1 Extended counting Bloom Filter (ECBF)
Bl 1 ¥ 7% Bloom Filter 4544

22 HFEMIBRRNE X

FET I SCHR B ECBF 45 04, A5 45ty — i BE AL O 3 Y5 o 31k DDoS Bt I 2 ik i) U 5535, 4n 181 2 7.

Set identifying time interval and threshold T;

while(1)
Receive a packet;

Get source ip address sip;

Record sip in ecbf;

If (every element’s value of sip in 4 arrays>T)
Sip is a legitimate address;

fi;

if (time interval is over)
Empty 4 arrays;
Start a new time interval;

fi;
End while;

Fig.2 Legitimate address identifying algorithm under random spoofed source address DDoS attacks

K2 BEHLOYIE P itk DDoS Bk & il U vk

A 1 DR BUE GG RN IN B interval MU BIAE T. b T I B5UMI (L £ 12 5 U0 RS B 2R DA K

27 A 0T AR D%, S AT 88 B e A0 0 PR SR R DR 22 20 2 Ji T LA 3

R — A M A, T HEAT 4 RS A BR A, TR S A 4R A (1 I 18] R 2 PR O(1), B EASEI IR I 1) 52 2%
P O() AP SLVEIE T ECBERA T 4 MEUL BB IL 20 A 03 A5 AN JE 38 K/ LD 4B ) o,

AP VLB A A TR IMB. AT W A8 SR 5 vtk DRUO3) 53030 B AT AR 1 IS T 52 3 P 00 3 i) 52 2 Pk

2.3 RIREMRFIRE

KT RN TR A S AR M, & 580 BECBF e & 4 A0 T OhE S8 s £ RN e R T
R IE R R BAA S T IR 10 Ak 2R 5 M IR i # (false positive rate) Fl s 1 2 (false

negative rate)# J5 T 73 BT iR B VA IR 2.
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BieA,

+o0 k

pX>T)= Y A e,

k=T +1 k!
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g T IAE LA HEWT, F ECBF 0 5% BEMLA: B 1) 20x64K APy ids U5 1l AT 725 %6 $% ECBF 7 5 000 M T, 0%
AH AT WL 3 77, [ i 37 SR TG 25 A8 23 AT, 7 110 488 A 4 8 (90 910 6 43 A 11 48R0 DL, 56 35 A 190 0 A 175 0 55 AR )
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B BE— A IR B P — AN v B il 0 08 A IR A VAR o3 A T PR ASTE AR 20 AT 2 RTS8 A2 RS 23 A, 9 BT
SRR P A W SR AR R0 T LA G 2R 1A T B A B B A IR o A MR S A n e R RN S T
B A BRI B 5, A A R MR 4 A S B A S my2'C R BT LA I G 3R AR R A VAR o A 3
BAE M2 0 B 4 SR T PSS I0 B A K 5 A 0, 3L 2 0 s 22k A S T O 3L 1 G 3R AR A i
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0.10 . A A
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Fig.3 Elements’ values distribution Fig.4 Two kinds of Poisson distribution

K3 S i K4 PISOGE R 2 A
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PR A — A Oh i i hE B U0 A A i b B RS AN Rk — e AR O e Y b B (X 2w TR A A v
Bl ARYE RIS, T 4 KN TT R EF R T BIME T LR E R

P(AI[256xx+YT>T)xp(Ay[256xy+2]>T)xp(As[256%2+W]>T)xp(A4[256xW+X]>T).

P(A[256xx+Y]>T)E 7R A[256xx+y]>T HIMER B F 3 W& X522 348

P(A[256xx+Y1>T),p(As[256xy+Z]>T),p(A3[256x2+WI>T) I p(AL[256xW+x]>T) [ 43 #T A5 AL, 2 18 - 4> 7,
pOCT) A AR BN, IR R A RN pi(X>T).

Pa(X>T)E Ry AT E X KT T ML, pr(X>T) R /R P& BT O AV E T B F X KT T HREER ]
5 BRI A IR p0T), Xk B R R pr(X>T).

AR p(X>T)=(1-p)xPa(X>T)+pxpm(X>T), 2t p & ECBF /£ & — M it 3¢ T AV o 2t & ik
A CASLEIL R T AR, p=C/N, 3L+ N=65536. AT LL, iR i % 4

1 1 4
(= P)x pa(X >T)+ px py(X >T)) -[(I—CNJ* p.(X >T>+%x b (X >T>j (1)

© PEBEBSAITT  hip:/ www. jos. org. cn



2430 Journal of Software #:fF5 3Rk Vol.22, No.10, October 2011

MIEL 4 AT LU L pm(XST)>pa(X>T), T LR A< B CFf 484 0 i 18 n 38 3 1] 16 55— e 5% s S8 HL A0 1P bk
Al 10K, E T o 50 A ST 10K A C A i, T 55 HE 0 R R AR TS B i 4 3.

Fig.5 Two kinds of probability of X greater than T
5 EX KT T WM
TR — Ak TP Mk R A VR AR 2R AR A2 bk R B B, XS B 4 AT EA TR AN EE
AT BE T, XA A 24 O T DL IR R 2 0

1-p*(X>T).
XHER T SRS B T E p(XST BN pr(X>T), W RF T
1-pt(X >T) 2

24 RAISHIARE X

MK 5 TTEUE B pn(XSTRI po(XST) AR BI{E T HI36 o B, s A 20O R A Q) T 40, b6 B T i
0, R R A T e 4 R 388 0 3 0% — G508, AR T 4R H — P R A S 508 2 R S A, DA AL E AN R MO AR R
PR B B ZER, 1 6 B,

M: The predicted packet number per second without attacks;
N: The current packets number per second under an attack;
Rn, Rp: The false negative and false positive requirement values;
fa(T,A): The function used to calculate the false negative, T is

the Poisson random variable and A is the average rate of success;
fo(T,A): The function used to calculate the false positive, T is

the Poisson random variable and A is the average rate of success;
AAs:=min(the expected value of normal packets arrival rate in a second);
AA1:=(N-M)/65536;

/7.1 Z:Aﬂl;
/132:Aﬂ.3;
interval:=1;
while(1)
T:=min(T "[fo(T ", 41)<Rn)
/7.2:13‘*'11
if (fo(T,A2)<Rp)
break;
else
interval:=interval+1;
A=+ A44
/132:/7.3"'4‘13;
fi;
End while;

Fig.6 Identifying variable modifying algorithm
Ko VUNSIES B BEE
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FSAD il i — N vk ik % (legitimate address table, {6 FX LAT)SR AR A7 T H SR (1) TP Huhk LAT &F 53 5% —
AR TP ik, 5 PSS 1P HubE RO s T 9% 1P b hik s 4 IR I (8] () IF (AT #K. B T Open Hash L
Closed Hash 7 DDoS i i 5 i #:5) LAT LA Open Hash 77 X440, W&l 7 Fion. LAT K% — TS G 12 5471,
PAAd s 10K ASAiE bk A i LAT 89 A A7 JT 4524 120K 555 0] WL LAT ) A A7 TF A/ i TR T 1 e 45 3, 9 B
B — A M IS S O AR bk I ) 52 24P O(1).

Legitimate address table ——>| addr| timestamp |—>| addr| timestamp
Source
address Hash
function

——>| addrl timestamp |

——>| addrl timestamp |

Fig.7 Legitimate address table
7 AR

BTG — AN 4 1 ol i A IR 45 B, D0 3 TP Hu ki B A LAT P e, 75 ), DAk #1442 0 b ik 1) £ 38
B AT AR AT LLRE N IR 45 2% FSAD M3 I 1Rk B 5 ok 391 Ay bk, — B — S A 3 ik 0 e 1) BB L 1 ¥ 5 10
B4 2 N LAT rP 8% B 38 5, P 90 5 — A 05 100 74 5 ) (thinking time) /& 7s~70s! %), 4y T 38 G 1 A 5 4 0] Y 3k &5
BN A 3B 75 AR VUK A

FSAD AR F 5 L 16 Y5 bk S vk AT B0 56 K I 8 il T % R i AR e B — AN 8 )5 FSAD #r 4k %
HOH A PR hE R A A LAT o SR8 0 B A N — A B e R AR e I BA B 2% o0 X (high
priority queue, {8 A8 HPQ)H ;i S B A 4 & MU — AN HE R AR Je (1 BAFI 28 pp X (low priority queue, fiH R
LPQ)+.HPQ F11 LPQ #{ {3 FH 5L 12k 5€ Hi(first in first out) . 40 F 22 X BV i, Ja SR M B85 0 f S 4 & 57, L3128
P DR VAT 25 10 25 4037 K B0 B8 A3 FSAD 45655 & HPQ FF s 4, B 81 HPQ A =%, 4 &6 & LPQ (¥
1. FSAD FIHE K g I HEH Bl A 3 06k 5 1) A BELRE ) TG ¥ 2, L SIZBIURE A 0977 5ok 5 A 3ol e s .
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Current traffic T v
i profile > Attack traffic lden'tlfymg
rofile time
Current normal Hpi interval
traffic prediction False positive 4’() N and L » Thd
requirement threshold
—— modifying
Basic False pegatlve algorithm
traffic requirement
profile
ECBF
LI Get
o i> legitimate
: ITTTTTTTT]
Receive ot i B B A | address
|::> packets j‘> source
to a victim address
Add, update
b4 HPQ o Pass a
d T (E—) Retransmit: packet
Legitimate y : If (HQW is not empty) |:1‘>
If overflow, drop Pass a packet in HWQ
address No El
table se .
LPQ Pass a packet in LWQ

If overflow, drop

Fig.8 Packet retransmitting process

B8 i i K
3 ¥ Iy

AR SR L5122 U 38 T B R B FSAD IR PE e ARG OB S 8 0 3% 1.
Table 1 Setting of simulation
F1 BZH

15 minutes traffic to a HTTP server, between
Nominal profile 14:15~14:30 from Mar 30, 2009 to April 1, 2009,
from the WIDE project!'”!

Use the trace of the same target and of the same
Legitimate traffic | link, between 14:15~14:30, April 2, 2009 and the
average arrival rate is about 600 pps

TCP-SYN flood attack, destination port=80,
packet size=64, other attribute values of the forged
packets are uniformly randomized in the range of
the corresponding allowable space

The attacking packets arrival rate is from 2.5K pps
to 30K pps

Attack type

Attack intensity

HH T FSAD AR T A4 9 25 Fp 30, S 36 FP R T e i LR BEATL O i Y b BiE TCP-SYN Flood B kA
I FSAD (11 fg.
3.1 MHEEIEER

GERAPR AR R LR — A DDoS WIERAMEIEIRIR, WK LEL T FSAD 5 —M& it iik—
Packetscorel® 7F 22 7 i AR 4 O 1R .

I+ FSAD FEF bk RnI #E 4T I y8, 3250 P % 22 T FSAD XA vk bt R0 (R HE s P, 91 2% 22 T 4l w4k
JE& T 6 ANANTRTE [ A Ay s, FEH B R

SR, SEIG 542 T FSAD Wi T M fig:

o AR B R v Mtk DR (1) R R R R DL O R T 6 AN [R)EL BE FL 1 v B ik g IR

SR L,
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o N[BT AR, TR Ay B R IR R AR R 2

o ANFEBH MM T LB F 6 MNAF G A bk, AP A i @ i %
32 LWER

By MUk VO P RE G P 9 BT T 9(a) 3 B 7E AN [R] A B0k AR T FSAD bk U3 R R 2 AR AR RIS T
4% .1 9(b) A 6 A EHE A 508 T AN R ] 1) A vk M b VU0 L 20 28 AR TR] ) oo RASE T, Bl 5 6k I 5 i 6 25 1) 384
Bk TR B B SR R S 8 i B 3 e R A B N FSAD [ A V25 VB M Bk R SRS B b B ik ik S s 0 Y
P T FRAR B 1 18 22 B0 A0 B A v IR M kAT SR A 35 T i iR RS 2

3 = False positive 1.0 17=%
4 —©— False negative o 091
i 5 08
. % 0.7]
S 3 & 06
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