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Abstract: The main topic of inter-domain routing security management is how to suppress the propagation of
untrustworthy routes and malicious routing behaviors. Supervising and evaluating autonomous system’s (AS)
routing behaviors is a key technology in this topic. This paper designs a distributed collaborative reputation
mechanism of trustworthiness evaluation for AS’s routing behaviors. The mechanism takes in the statistical results
on routing trustworthiness published by AS, uses a self-organizing method, employs posterior probability analysis,
and finally calculates a reputation score for a particular AS. The score will be used as a metric on the
trustworthiness of the routing information that AS propagates or announces afterwards. In simulations, this
reputation mechanism has been shown to effectively contain AS’s bad behaviors, and hence improve the overall
security of the inter-domain system. The reputation mechanism designed in this research supplies a reference to
evaluation and analysis of AS’s routing behaviors. It has the following features: It supports incremental deployment.
It needn’t modify the BGP protocol, so it is easy to be implemented.
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> Reputation evaluation

Fig.1 Illustration of reputation evaluation
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R R B F A R 0L 1A M o R I AR AT A JR R, BAT R (0 A B, A B RE

(O Alliance member

@ Alliance leader

(a) AS topology (b) AS reputation alliance
(a) AS Hih ity (b) AS 152 15t i 01 4y
Fig.2 AS topology and alliance division
K2 AS b gk 20k R o
25 HEEDH
BT 25 I B P 4 98 A S VR AT SERNAE i e AT AR BRI B A I8 R G T ST oA A
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Table 1 Definition and description of variables
F1 LEREXKUH

SCost.DE  Storage cost for a direct evaluation and belief discounting

SCost.RE  Storage cost for a reputation evaluation

SCost.c  Storage cost for a counter of malicious recommendation

Communication cost for a direct evaluation query which includes query and

CCost.DE acknowledge, evidence requirement and evidence acknowledge
AvgD Average count of neighbors
n The total number of AS
I AS A5 2T B I A7 i RS T4
TSCost.RE = (AvgD x (SCost.DE + SCost.c) + SCost.RE) x (n —1) (5)
TCCost.RE = (AvgD x CCost.DE) x (n —1) (6)
T AS {7215 IR (R e R A —AME ER I W), W 3709 ORI L 53 3% s (R A A 4 23 T
TSCost.RE = (AvgD x (SCost.DE + SCost.o’) + SCOStRE) x (n —1) )
TSCost.RE = SCostRE x (n —1) (8)
FEAE T AS {5 2 1IN, B 5% 9 AR A T A A
TCCost.RE = (AvgD x CCost.DE) + (n —1) x CCost.DE 9)

i ASB5000 42 1L 11 45 - Ko 28 41 2008 4 8 1 26 H Ikl % th R 4510 116 R4 Bk 29 167 AN, P14
AN BIR RS IR RO 3.2 BN AR 5 i ARG 2 8] 0 4 755, =X (B) o S 45 AR 0 1 166 640 715,171 2(8)
B 45 1 116 664 T AE 0k T A B T 90%. 38 (6) 1 +H 545 5y 349 992 vk, 1M z0(9) (K845 5k 29 178
GBI REIR T 91.6%. 2K (7)1 45 R B AR AN (5)—FF (HIX BRI R A —AME B I IE O N B 15 &
TEC HR 50 1 18 0 33X 350 40 A7k TR 4 3 B3 2 A B T SR
26 EESXNE

B 16 % o 22 4 BRAE 2 WL (AR S)7E HLAR 838 St I i 18] 3 s

fEFE 3 1, AIRS hEE7E 2 A HIA RS EEZ TR ACEE(RA) AL B, RA D ST IE AT, 4 53 SEBLE 25 05
PLK 5 A B8 RGERILZ W B ERLRA Z M B AE VLA N 2 TCP Bz b, 4 A VE RS % i
MZ % M BRI BGP ) Update 114 8 R O AR B 1h £ 8. 24 K BILRE 150 et 1 TR 0 e AL % £ 44 PR A0 45 RALRA
ARSI R A v 4 B TR T SR AR Y. B TR R G LA TR EL RV RO ST S 0 B VA (9 SR ke
SEHEAT LA 3 h B M HYE RGE A T BN HE RS B (5 B VI A B R A T

Step L:RAA ZREUN B 115508 H N (D_Ea_e);
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Step 2:RA4 I1] RAc K1k FLHEVEM & 1, 3RHL C X B 1857 FLE PN (D_Ec_s);
Step 3:RAC W EI 11 KT, 17 RAL R [FIX B (1508 EL I (D_Ec e);
Step 4:RALILH] D_Ec_p & %85 2.3 T IIELVETH S R_EaLe b HLEE TR

- BGP updates ® Border router

= BGP neighbor @ Routing monitor
—= False route Reputation agent
— Directly evaluation === » Evaluation query

Fig.3 Architecture of AIRS
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32 EfREH

AR 5 S PR AS_PATH Ja 11 5 20 512 (¥ I 4 31 41 45 # A8 — 000 % 1h 6 b A5 B ZE AR 3k b R v o 2R AS_PATH
e P Bl B, 2 BRI ER R AR YA R GO R B IR R T S 0 L R AR BRI Ok,
Shy i FE I 8 RV s o DR e R PR A B VP4 S RE S 5 B [ 96 2R 0 TRUB R o R A o P P R TR B 2 TR
PO A 25 VE 07 VR T 0 AT L B AR O 3 AT A 1 B VR B G AR B 45 A3 T B AT, DALtk mT AR A 25 VP AN SR 48 3 8
PPN e AL BT VAR R W R

Step 1: HiA RS A WEISK 5 ASy ) AS_PATH J{AS,,...,AS, }I % th;

Step 24U AS_PATH L35 1) B I8 R A K15 BN E{E_Ry,....E_R};

Step 3:47 MIin(E_Ry,...,E_Ra)K T 1 A5 AT B3R, DUJ400 o) 1% 6 ey 44 47, 15 3012 8% eh Bl 57 A R0H 1

Step 4:15 W), #5252 1% 4 1h .
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Fig.4 AS topology and relationship of simulation environment
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Fig.5 Directly and reputation evaluation curves from AS B to E
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