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Abstract:  Constructing an effective scan monitoring system is a necessary step for early detection and warning of
unknown threats. Scan monitoring systems constructed by routable unused IP addresses will be more effective than
those deployed in active networks for their special advantages in identifying threats precisely which results in low
false alarm rate. Nowadays systematic researches on how to deploy such an effective monitoring system are still
missing. This paper presents a novel scan monitoring model based on BGP route distribution to answer two practical
deployment questions. One is how to design and deploy an ideal target-specified scan monitoring system and the
other is how to evaluate the detecting effectiveness of actual limited deploying resources. On the basis of the model,
this paper puts forward a new concept of deployment threshold which describes the most economical matching
value between the monitoring system’s scale and the scanner’s scanning width on the same detection probability
demand. According to the model and the deployment threshold, an effective monitoring system can be designed and
appropriate detecting targets can be proposed which match the practical deploying resources to avoid blind
deployment as before. Simulation results are coincident with the theretical analyses.
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Table 1  Known typical worm scanners
F1 o AL dug

Scanni g policy Scanne 's name Pis Pg 1-P1s—Pg (sc;v;;ﬁjgti spcea;nrrrl?;ite)
Random scannin Codered”™ 0 0 1 358
9 Slammer29! 0 0 1 2.4x10°
Sasser™! o 0.25 | 0.25 0.5 128/1024
. . Codered II 0.375 | 0.5 0.125 300/600
Localized scanning Blaster!?? 04 | 0 0.6 20
Nimdal*! 05 | 0.25 0.25 128

1.3 i BERME 3%
AR A R I 9 SR s HE S 1Py k22 1) Rl 5 BRCAN ] AT 1 A 0 2, A5 A5 At 5 B 000 2 53
F T AR H bR 0 2 I 75 A S B H L 3K 2.
Table 2 Classification of the scanning target network

R2 FAMH AR

Scanning | Number ¢ f scanning Lo . Size 0 scanning . -

policy target 1 stworks Description of scanning targe t networks target networks Scanning probability
Random 32
scanning 1 The global network 2 1

Subnets havnc\f;itthhc:l Zi?nenfelrrst two octets 216 Pus+Pex1/2%+(1—Pys—Pg)x1/216
Localized - - -
: 3 Subnets having the same first octet with 24 16 P
scanning a scanner excluding above /16 subnets -2 Pat(1-P1s—Pg)x1/2
Other /16 subnets 232_p% 1-P1—Ps
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Table 3 Model notions and descriptions
%3 AL ALY

Notion Nam Description
€ Scan space Size of the IP address space accessed by a scanner
O Monitoring system scale Sum of the product of monitors’ number and size in a monitoring system
P4 Detection probability The probability of a scanner detected by a monitoring system
Py Scanning probability The probability of a scanner accessing a scan space
m Prefix number of /8 subnets  Decimal prefix number of /8 subnets
Prg(m) Routing probability The probability of the mth /8 subnet is routed in a scan space
Nrg(m) Number of /24 subnets The number of public routable /24 subnets in the mth /8 subnet
. The number of /24 subnets allocated from the mth /8 subnet for building a monitoring
Km Number of monitors system
. . Number of unused IP addresses from the ith /24 subnet within the mth /8 subnet for
Nmi Size of a monitor building a monitoring system
Ng Scan width Different target IP addresses accessed by a scanner
s Average scan rate I:E average number of connections which a scanner accesses different targets in a time

The elapsed time from the instant a scan source sends its first scan up to the point where

b Detection time at least one scan from that host is detected by any monitor in a monitoring system
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Table 4 Comparison between route based scan monitoring model and model proposed by Ref.[10]
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Scan monitoring model based on the Global BGP route .
route distribution distribution Easy Attainable
Monitoring model proposed by Ref.[14] Global vulnerable Difficult Unattainable
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FAF R I 2R G R 88 T 5 A IS 20 B AN bt 19 28 W LS /[ £ 50 288 b k- % 9054 A7 sk I A 1) 00 o . L A 8
L L TR 2R 7.

T 4518 4 SEBR Leurre’Com Honeypot Project 4 ER 7 A xC MM 2 483 28 77 SR $2 4L T #R ik 1% 0 H 25k
AN RO (0 W s B2 4 AT b R A 1P M Bl (EURH 96 & 3 SCHR Hh — LA 30 A ] 401 b 32 88 11 Ji R it
B AR AT IS, 8, W % A BRI R S e R B A N Ai/24 IR i 4 ANATEE f R AR IP Mk, R4 0%
T At 00 5 295 28 T 6 e 5 R % 2R R R i U R AT 8 S DA
3.2 WM RGEH AT

#1131 2007 4F 11 H, 525 Leurre’Com Honeypot Project(fij #& LHP) 4%k 73 A = Wl 7 4t LU 4 37 50 A i il
BT AR 30 2 AN SO ARSI I 5 4 AN R AT 1P bk (T R AN24 W42).LHP 1 H bRz — 2 F)
FHA AL AT 1P Hb ik 4y s 4 2R 5 30 950 2% 2R 5 20 4, 458 e 190 0% 0 200 R0 o 00586 o 0 4t 0 O AT 5 00 T s e K
CCERT /MAAE NI H B 2 — I %0 (2, e 75 48 B O I I U R e 9 B )R B e A AN T s R )
i H AR, IR R LHP W0 2R 48 %o 5 a2 8 (R 00 20 FH AT VRl A 2R SRS T H b 1) 1 2 R S
s A ARG D H 18] A kg A 00 20 A e ARV 1PV Y AN T AR AR I 0 DG S e 4 4 U R O v, T
K 24 /NI 2 IR ) — AN R SR A A R AT O SRR I ) 24 /N T S S 00 AR e B 2
FHARTT 15 TNt 00 28 e o A7 24
3.2.1 A BEALA FE A U AL VA

LHP W5 3R G 904G 36 25 B2 2 200 4 1P #hhil, LA Codered i BT Slammer 6 B (145 595 E o # 5
4 4 BE AL H U R 4] AR 2 2C(6) 45 2 AN R4S I 48 SR M 0 28 6 I ABA L 3k v 43 A 051 il 5 5 R 20K
AR B3 i 414 58 2 T 8 FR) N 1), L 3% 5.

Table 5 Random scan width requirements for the current LHP monitoring system and reaching time required

by real scanners on different detection probability demands

RS AL AR LR, SEEs LHP I AR G0 B AL #8050 1 98 B 2K LK S B 485 P 75 213 16 [R)

Detection probability P, %) 99 95 90 85 80 50 40
Scan width Ng 1.9x10°  6.4x107  4.9x10°  4.1x107  3.4x107  1.5x107  1.1x10’

Reaching time required by a Codered 5 5 5 5 4 4 4
worm scanner (min) 5.3x10 1.7x10 1.36x10° 1.14x10 9.5x10 4.2x10 3.1x10

Reaching time required by a Slammer
worm scanner (min)

5 AGSAUR BN B B LHP I 2R GE0) T e B AL 43 Sl 50K I A7 2, 10 T2 481 Codered i R ()
T DA% E AR (1 41 0 50 A I AT

791 267 204 171 141 62 46
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3.2.2  AHBAR S YRS U AL ] DA
SE B M 0 R 43 AT T A () AR L5, P A M 0 A T[] — /8 ) 9 R 3 H AR /D 3 e K 5 7 R — AN 116 ) 29 35 3
T AW A PR 0B B 3, = 8,0y, = 0,9, =192 1L T 1S I80 A H 2 5 1 4 1 4 AR R 51 2% 6 245 e R
[ G 00 2 SR M) 2R G0 A1 4t 5 P SR AR 14 R B 3 2% 41 9 08 R P A PRI [
Table 6 Localized scan width requirements for the current LHP monitoring system and reaching time
required by localized scanners on different detection probability demands
F 6 AR ZRT,SERR LHP W 2R GO0k A A 26 F3 H U 41 30 5 5 R DA R S B R T 7 B 2 I )

Detection probability P4 (%) 99 95 90 85 80 50
Scan width Ng 15x10° 9.8x10° 75x10" 6.2x10° 5.2x10°  2.2x10°
Reaching time required by a Sasser worm scanner (min) 1172 765 586 484 406 172
Reaching time required by a Coderedll worm scanner (min) 500 326 250 206 173 73
Reaching time required by a Blaster worm scanner (min) 7 500 4900 3750 3100 2600 1100
Reaching time required by a Nimda worm scanner (min) 791 267 204 171 141 62

R 6 M E RN, BUAT L LHP W50 2R ZEXT 11 32 43 il 5 KT 300773 B 1) A M AL S 41 48 YA 0 A7 2%
PO (PUERE P/ orlll 5 A ER

e UL PP SR DA LHP M0 2 48 AR MR /DN (E 7 i T 4 o L1 R v S A D 21 41 i
DN B AT SRS A 0 AU B 4= 50 D0 28 P AR R B VAt 45 R T DA 20 AT LHP 0 AR 4 1
FI T2 AT 5 B i SR AR I A A S 0 28 4 0 2 SR

3.3 BN /A
Fe T NFFHe T 43 A 4 W AR AR S P A 9 1R 4T /N 45 (Pg=99%).

Table 7 Summary of model application
F T BN /N

Detection of a random scanner Detection of a localized scanner
If or not it
can If or not it can
r'r:lgrrnfo(r):nz Deployment policy Demand for a effectively Demand for effectively detegt
system unknown detect kno_wn a unknown known scanners like
scanner scanners like scanner Sasser, Coderedl|
Codered and and Nimda
Slammer
Scale of the monitoring system is 39%
of the size of global routable IP address
Ideal random | space. Monitors are preferentially

scanning deployed in the /8 subnet which owns Scan width Yes Scan width Yes
monitoring more /24 subnets according to the route >27 227

system distribution. Monitors are not sensitive

to the network position and the size of
a monitor is not less than 128.
Ideal Scale of the monitoring system is
independent 3.76% of the size of the /16 subnet in Yes, but it should be
localized which a scanner locates and monitors Scan width Yes Scan width a scanner comes
scanning are deployed. Monitors are sensitive to >8x10° >486 from localized
monitoring the network position. The size of a subnets
system monitor is average 10.
Ideal allied Scale of the_ monitoring system is
localized 3.76% of the size of the globz_al routable ) )
scanning IP address = space. Monitors are Scan width Yes Scan width Yes
.. deployed in each /16 subnet and >562 >486
monitoring I S
system sensitive to t.he r)etwork position. The
size of a monitor is 4.

Real LHP The ratio of the scale of the monitoring In 24 In 24 detection

global system to the size of global routable IP S . detection .

I . - L can width Scan width hours,
distributed address space is 1.12x10°". Monitors 51.9x10° hours, >1.5x10° Blaster No
monitoring are deployed in 50 different /24 - Slammer Yes, - others Yes’

system subnets. The size of a monitor is 4. Codered No
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411 SERWIH

S0 SR I BEAL 20 S A 2R S AU FIRAT O R A A B A A S B Blaster g d ARS8 S50 B, 5 - 3
AN SRS S 0 R AR P16, Pg UL I A s A8 A B ML &L Az s LA A4 Jy S 14 H
o 5 IS BE AL 5~ AN (7], LLORAIE S A i 5 S o B AR SR T F) 038 S AR ) & 0 R S8 AR U Route
View Jii H 2007 4 9 H 29 H A A4 3k BGP #1134 1 Mysql B by g i 7 A i p 56 414 s I 3R e A 5
TR FR VS A (] 11716 4 255 P 3158 256 AN I e, A B I A8 10 A 1P ik 4 I 75 AR 0 S 414t i 2R ¢
70V % R b1k 2% (8] Y 628 5 837 250 AN M A, AN M AL 4 A 1P il N3 Rl U 42 Bk X% 4L A% 8.5 5
BUE 60 23 Py If T 1) B 1 3, 99 256 B AREUAS 1t 410 506 41 305 00 28 450 X 0 o 50 ) A, 0 e A I i) 1) % 110 52 36 1
Hh 100, a0 2 2 45 W00 XAl R A Mk 00 2R e e W B 11 s S 36 U B A IR VR S UL R 8.

Table 8 Parameters of testing scanners
F 8 MK S5

Scanner type Scanner name P16 Pg 1-P1s—Ps sAc\;?]r?a?t?e
Random scanning Codered 0 0 ! 358
Slammer 0 0 1 2.4x10°
Codered Il 0.375 0.5 0.125 300
Known
. . Sasser 0.25 0.25 0.5 128
Localized scanning Blaster 04 0 06 20
Nimda 0.5 0.25 0.25 128
Unknown A Ioc_alized scanner comes from local subnets Unknown_local_1 | 0.25 0.25 0.5 10
A localized scanner comes from nonlocal subnets | Unknown_local_2 | 0.25 0.25 0.5 1024

412 SEREER 55

P 6 71 Hh 2 37 24 Hl ] M 00 2R 0 o ARl 5 1 AR 0 48 SR T 6() 1) Blaster i A 5 LA A P (b))
Unknown_local 371l #5375 i b 3¢ B, 24 4514 98 5 44 1 500 I 460 0 264 T 1,30 55 F 410 58 15 >486 1) B8 /) #r 45 1
AW & B 6(b) 7 HE S 3 R GE % 128481 Codered Uf s FAD BB ATL A1 15 9058 LA A2 ARJEE 150 A b 130 A R A0 24 41 050 0 48
1R 258 6 7~ L IUE O A M0 Se R HEUE A2 Slammer 165 H g vy o 41 40 05 28 T4 8RN0 3ok U 1 A i A
N ISR M W NIy & e s Gk B R e | 2l 8 NS N1 o 1 L 1 P o E PN L L -2 (1 e S i
JE ¥ 100 £, AN e A 50RO 5 B8 - BT 45 AR &

1.0t 1.0f
2 09¢f —o— Codered 11 = 08l
3 o8l —— Sasser Hadl
3 —=— Blaster S o6t
e 07r —7— Nimda e -
o 06} = I —a— Codered
2 = 0.4 —— Slammer
g 05f g 02l —+— Unknown_local_1
o 04} @ —#— Unknown_local_2
[a] [a]
0.3+ 0 s T g g
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Time (min.) Time (min.)
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(a) CAAHAL eV (b) AL S0 A< o AL 56 F i U5

Fig.6 Detection results of local network based ideal local preference scan monitoring system
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Fig.7 Detection results of global network based ideal local preference scan monitoring system
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Fig.8 Detection results of real LHP distributed monitoring system
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