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Abstract: LDoS (low-rate denial-of-service) attacks are stealthier and trickier than the traditional DDoS
(distributed DoS) attacks. According to the characteristic of periodicity and short burst in LDoS flows, a detection
system DSBWA (detection system based on wavelet analysis) against LDoS attacks has been designed and
implemented based on feature extraction using wavelet transform. The proposed system, focusing on the number of
arriving packets at the monitoring node, extracts five feature indices of LDoS flows through wavelet multi-scale
analysis of network traffic. Then a synthesis diagnosis is made by a trained BP neural network. Once the attack is
verified, the information related to attackers can be obtained by locating malicious pulses. Simulation results in
NS-2 show that the scheme DSBWA, capable of detecting the variants of LDoS attack, achieves high detection rate
with low computation cost, and hence has good practical value.

Key words: LDoS (low-rate denial-of-service) attack; wavelet analysis; feature extraction; BP neural network
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Fig.1 LDoS attack model and its effect on system performance
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Fig.3 Sub-Bands derived from wavelet reconstruction

d A X, (n) LA 20 i A BT e e 10 2% 3L R AR 3

K3 i A (T

E IS 7y

SRR X, (n) AN 3 TR X RE, U R T

© PEREEBSRIITI

http:// www. jos. org. cn



934 Journal of Software #4+3 4% Vol.20, No.4, April 2009
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Fig.6 Result of locating the malicious pulses
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NI BEAS NP3 4 A IS s T2 30815 U IR BE B 7 98 A 40Mpls, M sk #5715 A5 1] 19 B 0 A
10Mbps, % $5 35 381 5 0 M S8 AR5 5 215 55 ol 20Mbps, 12 % % A 90 28 LS00 0 R 4 3 b L 36 77 2 322 46 80l i,
IR AT 4 S E UL AT 289 4% TCP 44,33 4% UDP Uil % TCP MM IR I 4E RTT 7 90ms~
200ms 2 [a]. 5K UDP %1% LDoS Hgiti ik, A 5 55 1 s i i i A.LDoS Buiki I T 1484k [l 2 0.55~5s,
Jhk v 4R 8 T ) 21 48 A% 36 B A 100ms~270ms, ikl i JB 51 748 4k 1 1) 9 15Mbps~40Mbps, 4155 1 75 fTid, 1 3 v 40,
47 LDoS (7 Fi .

ARSI 22 48 DSBWA b /N /3 HTH2 X LDoS B i (MR fEFa b Avg, , S, , E, 1 Avg, (kR BRI 7 | nf
DU I R B ER IR, /N Y 355 (10 3 P64 5% i B R AE Fig B 1 X 23 BE 7. B0 T Internet I 269k ik (1) 52 2% 1k, A BEEE |-
M LUK AIE fe A3 /N ol i, B 10s R 757 11,36 i) Db(n),Sym(n) Al Coif(n) 28 41 /N X 1 2(a) F A A ol e 4 B
AEFEHR, VT 5 LDoS Bifif Ja - Fa b P E M AR fb 3, 45 L 2.

Table 2 Variance ratio of feature metrics using different wavelets

=2 AF/NEARIERFESE bR AE LDoS Juddi i Ja 326 5

Feature Daubechies wavelet Symlet wavelet Coiflet wavelet
metrics Db2 Db3 Db4 Db5 Sym2 Sym3 Symé4 Sym5 Coif3 Coif4 Coif5
Avg, 6.31 6.06 7.05 7.36 6.31 6.06 6.45 6.65 7.04 7.27 7.33
S, 4.71 5.73 5.46 4.76 4.71 5.73 4.66 4.85 4.79 4.64 4.49
E, 413 37.7 42.3 39.1 413 37.7 35.1 42.9 30.2 25.6 18.7
Avg, 0.25 0.24 0.27 0.27 0.25 0.24 0.26 0.27 0.28 0.28 0.28

o - B80T K T 5, 0o 4R AE 48 Bk 76 T80T B 5 10 20 A0 26 6 R 7 3 A Jglt B 4 o, 1 5 55 0 RS 55 00 7 5
Lt Ay e A A I S5 47 g B 5 S hih 3R 2 1T LU HE R 3% ] D4 /N i3k I, S48 A0 F8 Aok iR AR 40 B8 g 35 BT LLAR
SCHAE Db4 /N FH TR AE SR HX.
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Fig.7 Mean square error curves respectively with 6, 9, 12 neurons in hidden layer
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6P SRR AR B Mipin=0.5, WAFAE JZE P42 X 1 000 41 1F % 4 AE 7 f A 1 000 ZHVR 47 LDoS Hiki )
FEHVURHE ) S E 9 DBSWA IR 48, 52 30 45 SR 1R VR I 0 e LK 3.
Table 3 Confusion matrix
R3 IWEHE

Flows verified as legitimate Flows verified as LDoS Total
Legitimate flows 995 5 1000
LDoS flows 9 991 1000

LT SI20 4% SR ARSI KL S T DA A5 S TN 20 BT LDOS A 52 T 25 45 1 T ko 2 Sy 99,39, I 86
g 0.9%, 1% %y 0.5%, KW 36 St il 1L 47

5 SHESRE

W 434 LDoS Bk iy Mt A RO A R AL o 1 SR BR 1, e v T —Fh LDoS AR K5l R4 DSBWA. X R A
WR LA R

(1) IR R 19X 4% 9 43 HT 1A 20T By DSBWA T8 40 # A8 L FEAS Ml LD oS, REG% HEAEIYR IP spoofs B
B 0 2% 30 O AT A 8 LA R Ak

(2) R LD0S i # EL Beii It A0 Bt DSBWA [ A $2 R S35 78 70 % K8 T KL M0 o 7 7 IR 990 794 42 P
PR RN BLIK 0 1 e, A R T 3 v 2R 8 1A R 00 2 R 92 I R 7 A 0 5 | R T N A 22 R 2% B R, 6 LDoS A8 Fh
WU A AT AR A (A I AR

(3) DSBWA HA s fy Bili ik i BE 1,5 5 Chen f3ET 50005 40 AT ARG 0452 A A L, i 2 3 RESR 5 72 460 U
% 1 AT JE LDoS My, 6 T 11459 O AT 54 411, 0 DSBWA fii % 62 (I A v fd (1 2 2% 4 /)N 3 1 v .

(4) DSBWA JEAUW] 5 4 B4R 5 AL BE 4766 FFAS AN K. R G VB % B R I i 10 A PR S Bk
KF TR SR U D A ] DSP Sz B, SN RS ) AT LLEE— 2B 3

o0 I 22 45 DSBWA it % 4% A A5 LD oS ok FH o 437 BU ok vt 149 038 16 20, £ b Sty T A0F 57 i B S s, JF K
Tl o3 A1 W3 ) 97 Y WL s, T b 90 s S B B0k 97 10 A 28 9 S A S A 9 1

Buft  ASCIHT R T KPR TS D A B R IR 1) BT AT R L SR g
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