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Abstract: With powerful computer, high-resolution digital cameras, and sophisticated photo editing software,
users can easily manipulate and alter digital images as they wish. Although good forgeries may not be perceptible
by human eyes because no visual clues of tampering are left, they may leave some traces of digital tampering that
can not be avoided in the media during tampering process. Most digital forgeries employ edge and region smoothing
after the contents are manipulated or altered. This paper describes how smoothing introduces disharmony between
authentic regions and tampering regions, and then presents a method to automatically detect smoothing regions at
any part of an image that indicate possible tampering. The technique works well without any embedded information
such as digital watermark.
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Fig.1 A good example of altered image that no visual clue is left for human eyes
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v 3 ... L s o
Fig.2 Image is original, noisy and smoothed from left to right respectively. The Lena image is noised by Gaussian
White Noise (variance is 0.02), and de-noised by Gaussian smoothing; the Lake image is noised by Salt & Pepper
Noise (the noise density is 0.03), and de-noised by median smoothing
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Fig.3 Inh monic points are calculated by proposed method.
(Left) the detection result of the Lena image; (Right) the result of the Lake image
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Fig.4 Detected impulse noises from the smoothed images are reduced greatly.
(Left) the result of the Lena image; (Right) the result of the Lake image
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Fig.5 Edge of the hat in the square region of the left Lena imag is smoothed
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Fig.6 Using edge detection to find all edges
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Fig.7 System work flow of exposing digital forgeries by detecting traces of smoothing
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Fig.8 The left image is a famous fake from the movie “the LORD of the RINGS”. The detecting result using the
approach is shown on the right. The result shows that the chin is smoothed unnaturally heavily
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Fig.9 The left image is another tampering image. The result is shown on the right image by our method. As seen,
the selected region is clear to be a trace of smoothing unexpectedly
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Fig.10 Another tampering image. The result is shown on the right image by our method
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Fig.11 Tampering Mona Lisa image. The result is shown on the right image by our method
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