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Abstract: This paper proposes a scheme to defend distributed denial of service attacks (DDos) based on the
source and destination IP address database. The scheme establishes the source and destination IP address database
(SDIAD) by observing the normal traffic and storages SDIAD in a three dimension Bloom Filter table. Then this
paper cumulates and analyses the new pair of source and destination IP address based on the slide non-parametric
cumulative sum (CUSUM) algorithm to detect the DDos attacks quickly and accurately. The secheme updates
SDIAD by using a delayed update policy to keep SDIAD timely, accurate and robust. This secheme is mainly
applied in the edge router and it can detect the DDos attacks efficiently either the edge router or the last-mile router
is the first-mile router. The simulation results display that the secheme do a good performance in detecting DDos
attacks.
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43 A 2 AE 4 iR 45 2T (Dos/DDos) i i A S i Mot W0 2 3k 47 T30, 8 A 4552 31— 52 B S8 i, )™ B /0 7T L3S
% EL K ) 28 35 451 2% . Yahoo,eBay,Amazon.com,E*Trade,ZDnet,Buy.com,FBI,DoubleClick Inc 4% ¥ 36 #3857 1 H It
#1473 3747 3k DDos(distributed denial of service attacks)X 14 2 Fl 77 2 &6 5L b FH i a3 5t HH IR T Mok
W B KPR 20 A TR 4 IR 25 Bt (highly distributed denial of service attack, {7 #XHDDos) 1 f 5 245 4 I 45 7%
i (distributed reflection denial of service attacks, fij FxDRDos)™.Gibson/iff 5t [ 1A ), F i, DDos I ifi ¥ A i i
B (4 Gibson il v 4 & 52 4] 4 000 1), 3 Al ELIE I LR A )8 PT b T F) DDos ML 1 AR I Ji2

DDos Bk — M A3 PIAN H 11718 F6 AL EE U5 AT 5 o T Y 4% 77 5. H T 10 R AP DL 3 2 AR 48 P 130288 25 0 i
P15 S5 P G AT 533 7 =X 1R 85 e 2 DX 40 1B I R0 Bk U B (R ME A R S w387 9 — FPRR S “Flash
crowd” [ it i, B AR 22 &30 FH P TR 1) — A 0 48 R 45, 3 B B ) S 48 38 In,iX 5 DDos il e 4 il BAT
AEABA (R My 7, BE I BAIX 4

H i, 1R 2 SCERIE AT B 35 DDos Bt AH 2, iX $6 552 g 3l £ HDDos Fl DRDos Bifi [ AR AN G,
Jf H.2% 5 1R ¥ DDos Bt i Al “flash crowd” i 1. DDos X i — K FIER B U5 1P Hutik (¥ 35 %, % F DRDos %5,
AR E AT AR 0 P Skt B 32 55 3 SR 0, X 28 1P iUk oK 22 BOHR 2 5B I, B 32 5 2 A DUHT - 3% 5 iz it ik
HEAT I A5 55 T X RE A A, 3k T 1 AR SC B 75 DDos Bt 1 — i S s A 4 8 8 ST 4 (0 A 92205 B R TP 4
hk 5 S B0 P AR B e s LB BB 1P Hhhk xSRI 8h % 10 JE S 4 CUSUM(cumulative sum)$7y3E47 B
RIS BT, B4 A0 3L 3% DDos Ziki i H #.

1 HEXMEHR

FI T AR 246K 22 B0k I DDos Bl (1 456 s U130 70 S 30 52 7 3 S P09 4% L 50 7 5 S, B 45 15 5 5 3 1 8 1 348
o0 A 00 g 7 A5 L A TR, LA A 26 b AR 2 A BT B AR 4 DDos Bt 1 43 A1 =R B2 8k v, b TR BT 5 | IR VR AE
R 00 A A R A i BRI . 0t A, T O 3 T % S g TR IS G I 3o R e IC 1 v A b [X 4 DDos L o 3 A
“flash crowd” ¥t . 1] — Fft L (16 K6 900 S5 s 06 200 L T 8 b % 0 50 oy, 08 00 50 o 7 R A 11 I 28 RS b A D00 o o
I3k 9 Bk G e, DA G 36 il I 4% A 9 (1 R 2, 5 L, ot 556 I 32 5 408 M ) 1 X 4 DD os B i it Al “Flash crowd”
M.

SCHR[L6]4 H — @ izt 1 008 140 908 1 P #t 1k 76 ARS 1] P R B P A S50 s R 0 W7 2 75 A B R A A — e
i B b R A 3K S 1P b B T 52 T R K 2 2 BT I X PR AE S5 “flash crowd” R B HA S (K2 AN [R] £, 3 Fof
SR th e 1 T3k g o v . Bloom Filter 8797y B 4] H R WF 9T — 445 2 £ 2 AL 156 & 76 20 {42 80 4%
Bk FH Tk 2> 7 ) T A ) ST A P v £ 2840 sk [20] 7 % J@ Bloom Filter 3% Counting Bloom Filter, SCik
[21,22]1 T —4&:¥5 Counting Bloom Filter&.3% 5 Ji] £ DDosy ¥ Jy 1 i TAE, & AT 15 AS [l 1P b Ik 1) 7 & Hi i 4 1)
Counting Bloom Filter kAT vF 50 v, LUK IS 45868 HH 1 PR o i ==, 238 11 A4 ) HH DDos B i

CUSUM ST fEge vl b R g il v o FH A 5925 2 T DUASE I 38 — AN e T il R 398 1 A8 46 8 SCHR 23] A
HAEZ 4 CUSUM &2k Ml DDos Biti, ik /b T 4R 2 F iR ik 26, IF HLIg FER A 1o L8 U SCiik[24] H 4
THIFEXWZ it s CUSUM S0V, I T 4% B H 35, 43 488 s ARG I M A 28 SCHR[25] 42 10 T 366 1 Bt o s e
TIEZR 2 AR AIE 42 I, BR 6 7 A b R AT 3 98, sk 2 B o 6 4 95 110 5 55 AR 4P A R 1090 199 4% 98 50 AH X 8 B A A
WLt 45 I 271 7 4B 3R LR K

25 LTI, IUE (B Ya DDos Mk 7 vE M TR 22 25 1 T AE A8 L0 AS I ¥ fffy 2 ol A Y08 R 45y i 0 A47 E —
SEMIAS R R G A SCER L T — R BE TYR B 1 1P ik o 2035 )22 (1 By v DDos Mk SEms . A Al 3 R 1) = 4k
Bloom Filter % 77fi% SDIAD(source and destination IP address database), LA 5 45 77 fif 2% i) A2 v 25 $R 250 %, 3% H)
SO IR T 8 5 1 6 2 40 CUSUM S35 563 YR 1 160 1P 3t hak et 336 47 2 A5 23 A, LABR 38k 170 94 A 3t 4% 900 114 DDos i85

2 R
U W), LA 1Y) DDOS IS 1 42 8 43 A 20 5 50 1P 3t a2 (1 (I B L B 5077 2 1P ik ) P827) 45—k

B

il
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DDosH i H, A7 0.6%~14% (11 1PHb b1k & 75 LART H B3 1280, gung 28 27 % B 48— VR IE 3 (h“flash crowd” 1, K24
10 82.9%1) 1P £ K 126 ok 17 S 56t 199 4 Jak ek (1 8 T R T, 199 44 v b IR 1 1P i kA7 1 O PR AR 236 0 — s 1 3T P T A2

Y Avormats At Antiac 2F SIS EE TR W T« %2 “flash crowd” § it 1% 2= DDos YL i 1. (1 B £ A4
i&;Anormal,BflashlBattackéj\lﬁllJ ,Tﬁﬁﬂ:ﬁl%‘rjﬂ‘:%—l: N Zigj"ﬂaSh CrOWd”‘er‘:‘{RA—F%nZiHiDDOSI&ﬂ_:ijH‘:R—F B"]ﬂ&ﬁtﬂfmﬁ/‘]lPl@,Hﬁ
ANBCSCIRS, 2714 H 2 WL RSE I 2 3 4 (R % I A

Anormal<<Aflash®Aattack (1)
Brorma<Briash<<Battack (2
WG e ST B P S
Anormal®Afiash~Aattack (3)
Bnormai=Biash<Battack (4)

LT 2 2R B 2 & Ak DDos B B AT A %2 ) 1 BT 1P Bk ik (1) 38 2 BB 2F 1Y, SIM(source 1P address
monitoring) LAl it 3 3 45 i SR 6 0 DD os ™ A 3¢ 55 5t DDos L ol (14 55 i i A2 3 187 169 I3 &% A £ J9T i 44 114
REAE, DA, DG V8 s 3 300 A0 o Y vty 30 s 3 300 52 5 o8 vy, 0 96 0 AT A58 b AR 00 S B A S ) SR S AL A AN 40
J5H 1P b Ik 77 50 #0972 (SDIAD) 1) 4 7 -5 B 37 R T35 30 11 8 2 2 CUSUM LI (1) R L il . SDIAD AL 4%
12 2 I 25 R0 A1 28 11 32 o) 5B M 4

BRI G A1 1P R 35 0 20 40000 2R R 2 28 S8 R I 2 1P bk B0 AN (U 45 DDos Uit il 43 AE 28 5
Y TRAE SDIAD. ) B I 19 48 i — /N 52 2% [ SI2 4 Ji 2 AN A5 M AT =ML Ik sk 2547 3T 100 1P Rk 2 i k>4 sk
T B EE 0T SDIAD {58 24K I 2] DDos il i, 76 2% 2% STHLHI 2 0 EE AT, LA G % 2 0 1P ik I 1 B s
EErf Ak, SR =41 Bloom Filter £k {74k SDIAD.ZEA I S ¥ 318 0 LS8 CUSUM 532 (slide
non-parametic CUSUM )& 1 £E AR ] P f733E N\ 3t 522 128 K30 TR0 T 1P b ko HE LA AN 8, 24 e AT kB — s 1 B A
D0 2 W AT B R A 1 3 ARSI — S8 oA 3 8 FH vk 1P bk HEAT (038 46 I 45 0 1T S A AR AR
1P b1k 6 B FR) S5 5 T ARG W 38000 218 g 3 A ORI s S 3 4 il 55 B8t BRATT 1) 3R 4 3 5 A T i 2k i el 2 %
Tl M 4,8 Ll T W 2845 26 AR RS AUR H F 77 5 1P Bl ki i 142 3 of A R - Bo s A 0 B8 OR T AR 00 4 TE A
ARG WE 1R,

Network traffic
SLIDE NON-PRARAMETRIC
CUSUM ¢tatistical
Detection Detection
SDIAD module 2: module 1:
New IP amount Abnormal
anomaly? traffic?
v v :
SDIAD .
DDos attack Decision
) o |
updating filtering module <« Attack making module
module
Network traffic

—» Control flow === Traffic flow :> Source and destination IP flow

Fig.1 System structure
1 AGHAE
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3 RBERIP thukxFE#EZE(SDIAD)

ASCK P 11 =4k Bloom Filter 3R kA7 6% JE XY H 11 1P Hublk x5 B, =22 [E 25 H 11 1P Huhl X 77
it A7 2 TR DL R A R RN B R S5 7 T R 2K

FEX 1. SDi={SD}, SD; ..., SD}, },SD;# £ 4EiTK i icl 5% B i 935 H 1 IPHE ik 332 SDyl=n.

EX 2. F={f ... i}

FRE7R NS 1 R BB KR T AC 5% (13 21— 2 R (0 2305 H 1 IPHUEE X, 932 | FY=m.

EX 3. A={a,,a,,...,a,}.

A FIRAE— K DDos Bt /i B s B IR H A 1P e kb 6k, 1F 8 IR H A 1P Mk 6k 46k 22 H#l AE LA
it DDos Beeh it & K35 H ) 1P ik AR /b, DR AR T o 8 =X

Kk Kk
U SD|< Y n <Al (5)
i1 i1

k
BREFC UZSDi I S LR VR B 1P b bk 2508 30 SR AR b vk SOB IR B 1P ke H B £, 9l
[FNS;|
ISl
P normal 2% 78 45 R IE 5 it 5 AU B ) 1P ik ook 78 H 0 Sk iU B 1P ke o BT 8 BG4S P ggos =

|F|2|A| Pasosde s D DOSEL sk T 1 H 0 \PHOIE 0 76 3 1 10 2 £ 0 U6 H 1P o6 o 7 o F L

T Prorma FIP gdos, EEALE 0L T 5 Prormar=1,Paaos=0. LU I, %F DDos B i ko il (1) HE A 2 4 100%.
uzk:SDi

=]
Hiuik 4 (1) 45 4, SDIAD RUH FAE X RIS

FEE 2 FPRBE B E R A EYR R IR Mtk 33— 3 3o TR KN 1R A R A v A R T
ANFII:

B 1. Ry(d),ZR/RTESDIADH 22 /b Bk doR 95 H B IPHLE XS 4R &

L 2. Ry(u), R /R7ESDIAD F /A i u /N IPAL B A #e A998 H A 1P Ik X 48 4.

PEASC b IS A PN 1 FTEE I 2,38 F=Ry (d)NRo(u), R 7878 HLI 1 AL 2 (85 205k R B 2010 % 1 (0 &
VEIYE B 1Pk X 4E A SDIAD it R H L3¢ 2 ) Bloom Filter3 ,Bloom Filter5 i 15 & — 4~ HHk ANl 37
hash B 32 8 ¥ k<m (1) 2 25 #9071, 454> hash b6 50T M T SRR F hash fi a1 e 565 80 476 25 1) g mASy (165 17 437
X npE 2 Bios.

F=F S T 2 ik (035 E B IPH3E T, A Prormar=

E)‘( 4 SetRD|AD: ,k>:j,SetRD|AD%ﬂT7£—EﬁH¢[‘ETJW(ﬁj%@”ﬁki))ﬁidiﬂﬁ"]%?ﬁﬂ@%HE@lP

hashl

> a3
hash2
IS > 8y
I
5 hash3
o »> Agz
(<5
(=)
I
2
%)
hashk
A3

Fig.2 The kxm hash table
2 kxm f¥] hash Wi} &

X B EAAAG 02 YR B 1Pl X, I Bk B ARG AE — BB TR () B d R N BT SR IR B (9 1Pt il o T e,
76 TN — 4ikxm Bloom Filter3e i 364l b a8 B b —4i——0 7], B = 4E ¥ Bloom Filterf#fi# & kxmxd. % [E1P
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Huhik A< 5 B A, B, CIEFAE AR H B IPHLbE %, 3t 64 £7, 3% B H 4 Bk 8 £ — 20, Bl k=8, m<=28 J- Bt m=28 1. It} hash
I 55T 3 A Ay AT B PR —— IS 7 i 2 1) ) 23R Oy 828 xdm.

B SD} YA K Sl . Slg . Sic . S, H ¥ ML D, . .Dip, Sia 7 = 4EBloom  Filter {7 fif 2 i 5
g Qna, 3R k=1,m= S}, +1,d=i, } 4t S}, Sl , S)p ,A,D;B, ic. D H’Jlﬂ%%fE%U)”'JSDIADLLﬁHI 3 PR,

—
,/
—
/,, ]
i ,// P
=] St
- A
a %H i k
L = St
= =
g ) S! = - - < )
S B c ) .
o e . . i
3 .CQ__Ek SI’D a p — 3 )
Ta 4JI> “kmid, P v S .
[=) D jA Ksm;d| ) A
S y 4 v S )
I e
C o —————— ,/ /
= - D A %
Y e I AL /4
s ?-:Q ,/ ,/ )
2 Hq;;DIiD—> Kgmgdy e e
S ™ o
1 /,,/
yd
[ -

| m o

Fig.3 The storage space frame of SDIAD with the 3-dimensional Bloom Filter
K13 SDIAD =4k Bloom Filter 17t %= ] [&]

4 SDIAD EHHERE

PRI 199 1 — A 8 2 i A2 2% FR) AN i 38 A 1) S5 1 Kt 225K SDIAD 4 2 A W iy 1k 47 | 35087, 1 & SDIAD EP
(K395 IR 1P St bk o i fpe 30— BN 1) P 3 55 380 (0 AE AR SR R S 36 M) 2 RIS S SR s, BB 56 10 3% 1
FRIN 2 (T (R0 H K 1P ikl DR] Dy shb I AN 13 12 Mt 1k o) 2 757 2 Gt i X ik 0, BT DASE SR S5 4 — 5 [ I
(], 2B A JE s S 2B I AR A5 A5 PR B (9 H 8 1P Ml XA I %1 SDIAD 2.

5 —J5 T, SDIAD JURAE d R PE H I 1P Huhik 6, %6 78— K 1) 1P Mok A0 BEAT 48 38 5B 48 25
IR SR RIS R IR G 1] 4 AT 5 P,

Network traffic

!

Obtain the Wit new IP Satisfy the
SDIAD ?
new IP regulation 2?
Yes

4
Latent updating of SDIAD IP storage table
IP1
IP 2

Detection Is an attack on?
|

module P3

Fig.4 The latency updating strategy of SDIAD
4 Y HE ) 1P ke %E IR 5T S 5]
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The time dimension of SDIAD ‘ New IP in day i

The mapping result is a

4

1‘0‘1‘1‘0‘ ‘O Left shift

-~ d

Result

A
[ofefefof - [t]e]

Fig.5 The updating of SDIAD
K5 SDIAD fif ¥ 52 5 ]

1] 4 1, SDIAD S A HR S 43 AN W7 b I 199 2% U 8 P 3R IORT (1035 H ¥ 1P ik xt JFd B A2 A — Ml &
HL.Y DDos o A G I 21 Tt i g4 22 472 HLAGUR A 1P iy lk o) 35 22 R 70 1T RE b Bl sk ) e 22, s
XEEH LR A SDIAD 25 ALK 5 1 243l s — R A 1P ikl I, 1 K Bl AT OR A7 B0 H B9 IP bk A5
SARREAT d 4 B ZE R R A I B die B — R R C % A5 R, DR 22 HH OB R 22 1) SR A S — R AR L 1 1P b ik x5 6L

5 BHEAOXSE CUSUM EiLiaml

i T2 21, CUSUM S AT T Al — A g v i R348 132 4k, (H CUSUM BRI 5 2 — AN BE L7 51 (9 2 i 2,
DA AT LA FH AL %5 38 o R W 0 7). 1 O 2 3 CUSUM B3 PP I L A g 28 2 ) = B JEARL 2 SRR LL IE
IBATIE DL T R 20 71 B B vy (R AR 3K — S0 B 3E & T 20 M AR 0, e LI 8 75 3 0 Bt ML A2 5, A1 A 21
SIS AGL I Y H .

TEX 5. BEHLF S} A5 A (5] A H B R8T A0 PR IP 3 ik o A B, A8 R A 00 R X AR /N LR
S8, BE(Xn)=a. W1 6 Bros, e mf ol P B 3l 66 B m oAy Ak Br i fr) i %),

Xn

h

a
0}

Fig.6 X,
6 JPHIX,

AEZ ECUSUMBLIL Y — BB 26 1F 2 BEAL Y 51 R 38 (1A LE 3 01 A 47, 38 A3 A2 A0 R PRI A8 O I S FE,
FEBAT T RATAT G R R M5 D0 B X Pt 4 — A S BB 1.

EX 6. BIHLFHI{Z,} 3, Z0= @ X T4 58 (0 IR IE, 2 50 g 3 5, 8 mT LA ) 7 AR 34 (0 S (R AL
P Z 0, AMELZ I BTAT (9 S AS 23 B I 1) 170 58 B2 Mt i PR I, Z 22 AR AR AR RO HoW Il i A RAT I AE
MIZo oK s Bl A 5 A5 A B 7 Brs, e r o 38 0k 9 5 m ok SRS B fra i ).

Zn

T
= 0%

Fig.7 Z.
K7 Flz,

k
EX 7. Z, [ R BUEYnYn=Sn— min S, Het1,80=0,8= ) Z, Jh THR v SR AT R I R A E X
- i=1

yn:(yn—lxzn)+ (6)
Yo=0,H 1 X" x>0 I 5% T, 5 W 25T 0.2y, M — 5 (1 17T BRNIN, 35t 38 WIAS DU 380 e TH5 1k 1R A8 4k B R A2 T 3
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7, JOAE BB O, R W BTl A 1 8 BT s, Ny SO AG I 1T B m A e T I 2 7 A A B 8 e
1.

Fig.8 Non-Parametic CUSUM sequence y,
8 LZHCUSUMHILF Sy,

TR A ) 2 — B W BB LT 5L Z0 1T B AT G R AR AR 1) G 2 5 CUSUM B, £ W 1) A S Hp A 0 I
B AP HRE ST 1 G0 1 AR A I 42 B0 5 R 10 %, 4R B A T AR R 0y 8, 5 BE R T 1 Z Ry E T
B A AR 0T T ARG I 5t 457 L A B 0 & AR K I RE SR, b 1] 7 AT DABA MG X — . 55 — T 10, % B8 38 ) A
GEVHRAAE AR OGP, C 23 LAR A S B Zi o0 2 105 G v P 10 40 0 5 ) L2 /N g iy — IR B B e v I Z 1
X T 06— UK B0k PRy 8 ) SRR 0N I T2 B o Ry o I B IT ) PO 33t B [ 38— A 16 i, (HOX S — AN 22 1%
(1 3k R Xt A 0 3B ok 11 2R AR AT AR K I R i IR b, 7 A S R R T 3l B 11 O 2 B CUSUM BTV KA W 4 1R
PEMAR b3 B 0 JE 2 5 CUSUM S [y o[l 1 BB — e 7 I R) P (K Z,

TEN 8. Tl FUINF AT AL AL B AT KA AR ), 09 20 & 11 SRR b £y, 2l

i(zi)t n<k

"= )
3 (Z) . nzk
i=n—k+1
[ BRAT AR T 3 ) 5 S
Yn—1+(zn)+: ngk
= : : (®)
{yn1+(zn) _(ank) , N>k

Yo=0,yn BRI 7R 75 & 11 IRIT P 1 B AR 7 PR 08 1 PR 1Pt ikt 7y A28 P81 9 T 7, o NCA B0 A 1T B, m >y
Tl A I 221, g AL 2 Tk 1 P 220, M2 B o B T DA M AE G 12 5y B AR AR

Fig.9 Slide non-parametic CUSUM sequence y,
9 WAIE H LS HCUSUMBEIETF By,

TEX 9. Bt Rl ) v v 2

_J0, y, =N
dy = ©)
1L y,>N

N Bk R 1 T R, 24y, >N 6 WA el V&7 2k

i — AN T A WL LI G b S 900 ZE 3 A 7D L S 2R RN Y A 2R AR T, 3K L R A S AR S 2
Slide non-parametic CUSUM $.338 i % B 1A M I AN FI T S HUERKIE B AT 2 A H V. 6 h R AR [R] Py B
JT 3% (9T X5 38 (0 ) 1P Hiudl % %, Slide non-parametic CUSUM 53 %7 1118 8 I ] T=kxa, )45 :

Bk TF A RS 0 S 38

D, = xA (10)

T ik G RN ST R
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N N
k= e
D, [k — Jm,,ﬁn,bh_ﬂ (11)
P b T A 2 AT A e BT D R, D A T G G 0 T S, A 4 A I R SR K A U T TR Nk,
DU A7 £ T K 3000 S 3 A g o 4t oA 00 i A e 1 A N AR K A 3 N TR R S K, o 2 IR AR — T T
SR 1k B 5 S B 1 0 2% BR B5 35 4) M D6 1) 8 B =0.5,h=2,N=10, 4=15,k=10, Rl T=kxA=10s, 11|45
N _
D, _WXA =6.7(s),
N
D, —(k— h_ﬁJxAZB.S(S).

6 RESLLER

SCHR[16,29]4 H (¥4 FH V5 1P Huhil &3l DDos Bk S, t T (AN 2% L8 205 1P Rk, FUe A A 109 25 1) 36 ]
PN K B 2 IR 7 ) BT 590 ) — A P 2% SR i, 12 9 2% TP I AN H IR 1P ik 5 A IR 1 5 2508 1P ik 42 X
SEAG B ARAE— E FR S R BRI s 3

B IADs, IAD 43 1) 36 7 S 30T ki 2 i 0 52 55 38 i P A YR V5 | Pt b 500 P2, ) 5 0 0 o 3 St A D00 e Bk, 1
BUZ AR O I K YR IPHb ik 4 25 J& T 1ADG, th s S 7572119, 3X 45 HD Dos A DRDos B o A I s >k T 1R M 46 S i 32 5
it A U, B IP b & T 1 ADg, M7 |AD g 3 FRIAR K, 3 th 23 BRIk DD os i W (1 HE A 6.

T AR ST B SRS S5 T35 H D 1P Mkl sk, B AR A1 e A7 T 10 2k 6 b 3 H e H0AE S B2 bR e A ik I U 1),
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A DAPAR #dfs 5 HLiY) DDos Bk $d 3 FATT i) HEmg HEAT R I AE A B b BUE B i 0B S 5
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FEHUA R d (EFD u AR REAT 07 B0 R 5 SR L6 1~38 3 AR MIVE 1P b ik (1) S s 4 SR .3k 4~ 6.
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FLEE R 5d=2 Bu=5 MR ERZL X3 EIEF N E SR (2)FIEE S R(5) 1R K —3 43 1 AH [F] ¥, b A ik 25 & 52
o PR O e A AT G

Table 1 The detection results based on different values of d

R 1 WOAF AN KR GRIRR

d Rate of false Rate of missed Average detection latency | Average detection latency
alarm (%) alarm (%) of attack outset (s) of attack ending (s)

Detection | Nearto | Nearto | Nearto | Nearto Near to Near to Near to Near to
position victim | attacker | victim | attacker victim attacker victim attacker

1 0 0 6.7 15.7 12.3 13.3 8.1 7.2

2 dal 0.7 2.3 9.3 11.8 12.8 8.9 75

3 41 1.3 0 6.7 11.2 12.2 94 7.7

4 117 11.7 0 0 9.8 10.1 10.8 9.4

Table 2 Detection results based on different values of u
Rz 2 HWOAF u N RGN E

u Rate of false Rate of missed Average detection latency | Average detection latency
alarm (%) alarm (%) of attack outset (s) of attack ending (s)
Detection | Nearto | Nearto | Nearto | Nearto Near to Near to Near to Near to
position victim | attacker | victim | attacker victim attacker victim attacker
1 0 0 6.7 15.7 12.3 13.2 8.1 7.4
2 0 0 5.3 9.3 12.1 12.6 8.2 7.3
3 0 11 5.3 6.7 11.7 12.1 8.7 7.7
4 1.1 11 3.7 6.7 115 11.9 8.8 8.1
5 1.1 4.1 2.3 2.3 11.6 11.5 8.6 8.2
6 1.1 4.1 2.3 0 11.5 11.6 8.5 8.9
7 4.1 11.7 0 0 10.6 10.6 10.1 9.7
Table 3 Detection results when d=2, u=5
F 3 d=2,u=5 W MRS RE
(du) Rate of false Rate of missed Average detection latency | Average detection latency
' alarm (%) alarm (%) of attack outset (s) of attack ending (s)
Detection | Nearto | Nearto | Nearto | Nearto Near to Near to Near to Near to
position victim | attacker | wvictim | attacker victim attacker victim attacker
(2,5) .1 4.1 2.3 2.3 12.1 12.3 8.2 8.1
Table 4 The detection results based on different values of d
F 4 WOAIR d B IR R Gore i Ak %
d Rate of false Rate of missed Average detection latency | Average detection latency
alarm (%) alarm (%) of attack outset (s) of attack ending (s)
Detection | Nearto | Nearto | Nearto | Nearto Near to Near to Near to Near to
position victim | attacker | victim | attacker victim attacker victim attacker
1 0 0 15.7 23.1 13.3 14.7 10.3 9.2
2 0 0 153 15.7 12.7 13.2 11.1 9.4
3 11 0 9.3 15.7 11.9 12.2 11.4 10.1
4 5.3 5.3 6.7 6.7 10.8 11.5 12.7 11.5
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Table 5 Detection results based on different values of u

F5  WOAF u I KRG R

u Rate of false Rate of missed Average detection latency | Average detection latency
alarm (%) alarm (%) of attack outset (s) of attack ending (s)
Detection | Nearto | Nearto | Nearto | Nearto Near to Near to Near to Near to
position victim | attacker | victim | attacker victim attacker victim attacker
1 0 0 23.1 31.9 13.1 14.3 9.3 8.8
2 0 0 23.1 31.9 12.7 13.2 10.1 9.1
3 0 0 15.7 15.7 12.1 12.1 10.3 9.6
4 4.1 11 13.2 15.7 11.7 11.9 10.6 10.3
5 4.1 4.1 9.3 9.3 11.7 12.0 11.1 10.7
6 7.6 4.1 9.3 9.3 10.3 11.2 11.7 11.2
7 7.6 5.3 9.3 9.3 9.5 10.9 11.9 12.4
Table 6 Detection results when d=2, u=5
%6 d=2,u=5 N RGUR k%
(d.u) Rate of false Rate of missed Average detection latency | Average detection latency
’ alarm (%) alarm (%) of attack outset (s) of attack ending (s)
Detection | Nearto | Nearto | Nearto | Nearto Near to Near to Near to Near to
position victim | attacker | victim | attacker victim attacker victim attacker
(2,5) 4.1 4.1 9.3 9.3 12.7 12.1 8.02 8.5

8 LEiEFAKRKIE

AR T —FIETUE A DL 1P HuhkxS 9 DDos B A 7 v K 51 %5 % ) Slide non-parametric
CUSUM HE G vk AT A F BT A ik o) 1) A4S £, 9 LA Sk 340 ¥l DDos Briki i A2 575, AR v A 258 R R B
F£ .64, SDIAD — 77 [ m] A KA il B, 53 — 10 o] AR 4R SDIAD SR dhAT ity 98, 7 150 2| DDos Bz
S J 2h A T8 e A vk (YR H () Rk S 2 T )L 5T

FELLSE 1 TAE 1 SDIAD (R SLANAR A& — AT, — AN 841 SDIAD S A 5 | 48 1) 5G4k ] LA 2% F8 R
(1) 01 >R S22 3 1R R0 1 1P kb s 437 42 S — IR S8 1K) TCP S B2 (W ik o A & A vk I %5 55 ) — J7 T,
QAR SRS HE T 2B T 6 th 35 2%, th T8 T W48 5 0 52 2% AN ) A 28 103X — R AE 58 n i 6k, BRI b ml A% 8
H SDIAD M1 £ 43 A UK T W 48 3R 45 b 25 76 AN % FR 28 AN [ 1) SDIAD 2 [R1ZZ #edi H (1) 77 52 1P Huhik {5
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