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Abstract: Access control list (ACL) is proposed to solve or improve the network security problem. It is widely
deployed in network devices such as routers, switches and firewall appliances, to filter the packets. However, the
performance of the network device will be degraded when access control lists are applied in data forwarding
interfaces of the device. The optimization of the ACL can greatly improve the performance of the devices in packets
forwarding. The paper studies the optimization problem of ACL, outlines the overlapping or containing
relationships between single clause and multiple clauses or among multiple clauses, proposes a formula
representation of the problem based on the studies, and draws three important conclusions. Based on these
conclusions, an approximate optimization algorithm is designed and implemented. Simulation experiments show
better performance than the similar commercial products, implying that the research not only provides theoretical
references, but also has important practical application.
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ACL (access control list) Cisco 10S ACL ,
; ACL ; :
ACL , ) ) )
1 1 [1] 1
ACL , ,
CERNET
) ) , ACL
1
1.1 ACL
ACL( 1 ) . ACL ACL ACL ,
ACL ACL
, : ACL ,
, (permit  deny). ACL ,
(deny any any). , ACL
[2] ,
access-list 100 permit icmp any 11.1.1.1 0.0.0.1 echo
access-list 100 permit udp 10.10.0.0 0.0.255.255 eq bootpc 12.12.5.6 0.0.0.1 eq bootps
access-list 100 permit udp 27.24.1.0 0.0.0.255 eq 1024 6.12.1.45 0.0.0.1 eq bootps
access-list 100 permit tcp host 18.14.5.2 gt 1023 host 6.31.48.35 eq 31388
access-list 100 permit udp 65.9.70.0 0.0.0.15 eq 1645 host 63.3.1.92 eq 1645
access-list 100 permit icmp any 16.51.68.120 0.0.0.1 echo
access-list 100 permit udp 29.124.248.0 0.0.127.255 eg snmp host 90.41.82.120 gt 1023
access-list 100 permit tcp 44.132.0.0 0.0.255.255 gt 1023 36.4.128.110 0.0.0.1 eq www
deny any any (implicit)
Fig.1 Anexample of access control list (ACL)
1 (ACL)
ACL . :permit deny;
, 1. Ciscolos [
Tablel Approximate structure of ACL’s clause
1 ACL
AccessList Rule Pattern and expression definition
number
] ' Lo eq=equal Others: infout/
1-99, Permit IP, ICMP, Resource Resource Destination Destination | gt=greater than log/echo/
100-199, or TCP, UDP, | IP address IP address ol h blished/
etc. deny etc. or mask port or mask port t=lessthan establl
neg=not equal etc.
1.2
. (4 ,Cisco
Cisco ACL Manager!®, ACL , .2003 ,Bukhatwa ACL
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(7] : ACL ,
ACL , K-OPT , , ACL
, NPC ,
, ACL Cisco ACL Manager,Telos XACTA ACL
Manager
2 ACL
2.1 ACL
ACL:L={rq,ro,r3,...,rn}, riel, L i ; P={p1,p2,p3;---.Pm}
1. ACL,L L, pieP , L' L ACL.
E; L ) , ACL
Et L ACL. ACL , ACL,
2.2 ACL
ACL , ri={PO;,SA;,SP;, DA .DP;}. :PO;
TSA ;SPi ‘DA ‘DP;
“Pk={ PO, S, SPK. day, dpi} ,
Pk fi ) Pkeri,
preri<>(poxe PO A(saxe SA)A(SPre SPi)A(daxe DA)A(dpe DP).
A, A .
A . P(PkeP) @(K), Y (k) =1,
k=1
f(K) (K (k) {1,2,...,n},
t(k), t(k)=Af(k), L
E =2 o(Kt(K) = 2> oK) f (k) =F(p, ),
k=1 k=1
E (k) () , .ok) ACL :
j-1
L rieL , o peyn, ACL ,
i=1
pxeP, i P« ; ra(usi)  px , , o Tu P«
I . r, ACL:
L' ={r/,ry,.lo i},
r=r (i<j)
M=r, (=)
L L ACL.

fr(k),
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{f’(k):f(k), kekK,
(k) = f(K)-1 keK, "’

Ky={kl|l<k<m, f(k)<j}
—{k]i<k<m, f(K)>j}’

[IKal[+[Kfl=m.

L ELE =4 0k f'(K).
k-1
E-E = A{z p(K)[f (k) f '(k)]}
k=1
= z{ 2oL f (k)= 0]+ X p(k)[f (k)= '(k)]}
keKy keKy
=203 p(K)[f (K) = f (k) +1]t > 0.
keKy,
E<E,
1. ACL JACL
2. I I lje1s ACL M r=rorien {rd {rread
peP , Ii 01 v Ty Tl
L rj,rj+1 y rj rjlrj+l rr]:
L' ={r/,ry,.,fp i},
r'=r, i<j
r= ry
r.iI: rI|+1' 1> J
L ACL. 1 , :
2. ACL JACL .
3. L (<), 1., ] ACL L , r.r,
4, L {rJ, T S Ny :
-1 /-1
IO Uri =@, U =2
i=j+1 i=j+1
4
[ L ACL:
={r,ry,...,T},
=, i) i=d
ri=r,
r = r
f'(K),
f'(k) = f(k), keK,
f'(k) = f (k), kekK,
f'(k)y=f(k)+(-]), keKy’
f'(k)=f(k)-(-)), ke K
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K, ={k|1<k<m,
K,={k|1<k<m,
K,={k|1<k<m,
K, ={k|1<k<m,

m
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f(k)=j, f(k)=0

f(k) =], pce(rynr)}
fk)=j.pe(;nr)}’
f(k)y=1¢,p, 2 (r;nr,)}

E-El= ﬁ{z p[f (- f '(k)]}

=z{ > eM)[f (K- K]+ X e®)|[f(k)-f '(k)]}

keKgz keKy
=A(l- j){ > oK)~ Z(p(k)}
keKy keKg
> pk)- > p(k)=0, ACL
keKy keK3
J=1 (-1
Ky=1k|]1<k<m, pke{rj—Uri—(rjmr,)} K, =1k[1<k<m, pke{r(—Uri}
i=1 i=1
5. ACL (<), ,
f(k) :
, 2 9(K) non s 2 0(K) T ,
keKg keKy
3. ACL , LACL
2.3 ACL
, ACL :ACL , .ACL
ACL ACL
ACL ACL , ACL , ACL
“ , ACL , ACL, “ " ACL
P« IP IP 5
[ P,
o(p).  ACL r 5 ,
CiS(Ci5 = Ps) ’ 1
ACL, ACL , P° (+1 permit,—1 deny),
ACL ACL ,
ACL , ; ) ACL )
6 C’(C’ cP%), ,
7 pS c’, c’ 0
8 c®, 0,
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9. , c={C/.C;...C5}, >.C’° , c P
i=1
10.  W(C)= Y o(py)| pole(py) ], pole(p;) Py . weC) CF
pReC?
11.  Cost(C) =Y iwC?) C
i=1
LACL ACL . ACL
3
3 : ACL
1 i rlil 2
C=cube(r[j])
Array list=g /st is a set which covered list r[j]
For (int i=1,i<j—1,i++){
If (Ccube(r[i])=2){
list.add(i); /ladd j to list
C=C-Cncube(r[i]);
If (C=0Q) break;
}
}
if (C=2){
Ciscovered by list.list(); Mist.list() show elementsin list
}else{
C isnot covered by other combined clauses before;
}
Fig.2 Looking for covered clauses algorithm
2
cube(r[j]) r(jl :
2. i r[j] 3
for (inti=j+1;i<n;){
if (iscube(cube(r[j]),cube(r[i]))){
r{j]=r(cube(r[j])+cube(r[i]));
for (int k=i+1;k<=n;k++){
r[k=1]=r[k];
}
n=n-1;
}
}
Fig.3 Combined two clauses
3
r(cube) cube ACL ;. cubel+cube2 ,
iscube(cubel,cube?) true; flase.
3. rLrfna<n r(jl.r[i] 4
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if (canExchange(r[],j,1)){
float a=suttle(r([],j,l);
float b=suttle(r[],1);

if (b>a){
temp=r[j];
rljl=rlil;
r[l]=temp;
}
}
Fig.4 Exchange two clauses
4
suttle(r[].j.1) rfil ssuttle(r[],1) ril] ® rli] v :
canExchange(r(],j,!) true; false.
4
Java(SDK 1.5) Windows 2 3 ,
, ACLs Web ACL , ACL
4.1
ACL ACL, )
50 , ACL . 2.
Table2 Performance comparison of different optimizations
2
One clause is covered Three clauses are covered Five clauses are combined Two clauses
Number of by others (n-1) by others (n-3) into anew clause (n—4) interchanged (n)
clauses (n) TimeRate | Machtimes [ . o | Matchtimes' | . o [ Machtimes | .. - | Maichtimes
rate rate rate rate
15 1.006 4 1.0531 1.0241 1.1875 1.062 5 1.2501 1.0481 1.000 0
25 1.050 1 1.154 4 1.019 2 1.1158 1.073 8 1.192 9 1.046 5 1.000 0
50 1.027 2 1.0200 1.097 7 1.060 0 1.0755 1.080 0 1.053 7 1.000 0
100 1.014 8 1.0200 1.0371 1.060 0 1.0421 1.080 0 1.0555 1.000 0
Time-rate: E; of original clause over optimal solution’s =4
Memo Match times' rate: An original clause matched packets times over optimized clause match times;
The packets are produced at random, total: 500 thousands.
ACL ) 3 % . ACL
) ACL
ACL , 9.11%; ACL
, LACL
4.2
3 CISCO ACL Managerl.5 .CISCO ACL Managerl.5 5 ,
6 . 4 ,CISCO ACL Managerl.5 5 6 )
, 5 (e , ,CISCO ACL Managerl.5
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Table3 Compare with ACL Managerl1.5 on optimization functions

3 Cisco ACL Managerl.5

Number Original ACLs Optimized ACLs
Permit IP from host 205.178.18.5 .
1 Permit | P from205.178.18.0/0.0.0.255 Permit IP from 205.178.18.0/0.0.0.255
Permit IP from host 205.178.18.8
2 | PermitiPfrom host 205.178.18.9 Permit |P from 205.178.18.8/0.0.0.7
rﬁ?;g’;% Permit IP from host 205.178.18.15
' 3 Permit tcp gt 25 from host 205.178.18.5 Permit tcp between 0 and 65535
Permit tcp It 50 from 205.178.18.5 from 205.178.18.5
Permit IP from any .
4 Deny IP from 205.178.18.5 Permit IP from any
5 Permit IP from host 205.178.18.5 (300) Deny IP from host 205.178.18.100
Deny IP from host 205.178.18.100 (500) Permit IP from host 205.178.18.5
Permit IP from host 205.178.18.5 K
a Permit | P from205.178.18.0/0.0.0.255 Permit IP from 205.178.18.0/0.0.0.255
Permit IP from host 205.178.18.8
p | PermitIPirom heg205.178,18.9 Permit |P from 205.178.18.8/0.0.0.7
Permit IP from host 205.178.18.15
ThisACL c Permit tcp gt 25 from host 205.178.18.5 Permit tcp between 0 and 65535
optimizer Permit tcp It 50 from 205.178.18.5 from 205.178.18.5
Permit IP from any ;
q Deny IP from 205.178.18.5 Permit IP from any
Permit [P 166.111.0.1 0.0.0.7 any Permit P 166.111.0.1 0.0.0.7 any
e Permit 1P 166.111.0.5 0.0.0.7 eq 80 Permit IP 166.111.0.9 0.0.0.15 ed 80
Permit IP 166.111.0.9 0.0.0.15 eq 80 -H11.0.90.9.0.15 €4
] Permit udp 166.111.203.52 0.0.0.7 any (W50) | Permit tcp 59.66.79.146 0.0.0.255 any (W100)
Permit tcp 59.66.79.146 0.0.0.255 any (W100) | Permit udp 166.111.203.52 0.0.0.7 any (W50)
Memo The main differences are between No.5 and f,
however, eis anew function compare with CISCO ACL Manager1.5
4.3
ACL ,
, (§ACL
, P(k), p(K)
(8] , ACL , :
5
ACL ; ACL '
E[:F(¢,f).
f(K) , 3 : , ACL ,
3 ACL ; ,
ACL ’ s » « " ACL
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