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Abstract: Braid group is a new considerable public key cryptography platform for the quantum computer ages,
but almost all current intractable braid problems used for public key cryptosystems are flawy. The security of a
braid public key cryptosystem can’t depend only on the hardness of conjugacy problems. By taking advantage of the
non-conjugate transformation and multiple variant equations on braid groups, two intractable problems are proposed,
and the hardness of these problems comes from the enlarged amount of variants. A new related public key algorithm
and the analysis of its correctness, security, efficiency and parameter choice are subsequently presented. The new
algorithm can resist current known attacks, and the ideal to combine some simple problems to a multiple variant
difficult oneis constructive for designing new public key algorithms.
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1) : (x,y)eBxBy, X y .
2) D (XY)eBxBux Y , aeB,, y=a 'xa.
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[4] P-BPKE . Burau ., Hughes®
: n a b , 4
Cheon  Junt® Lawrence-K rammer , Diffie-Hellman ,
BPKEL].
BPKE2 : , ;
Hofheinz-Steinwandt [ SSS(super summit set)  USS(ultra summit set)(® ,
., Hughes \ Garber e
) , BPKE2.
3
31 P-BPKE
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(W, W, .., W ), H(Xo W, X1 W; ... W, X)@C.
4.2
421 |
| n—2>1>(2kn+2k+2)/(2k+1). n k n-2 (2kn+2k+2)/(2k+1)
| , n—2—(2kn+2k+2)/(2k+1)=(n-1)/(2k+1) -3, n-1>5(2k+1)
(n-1)/(2k+1) —-3>5-3=2. n-2 (2kn+2k+2)/(2k+1) 2
, n=150 .k 10| 143~147 , N 7~-3.
422
(W1,W2,.., Wi, H(yow y. 1 JOM),
XoW1XgWa... Wii=Xo(YoVa yrt )Xa(YaVa 5t )+ (Vica Vi yiet %
X (0<i<k)eRB,,y;(0<i<k)eLB,, X Vi , ,
Xo(YoV1 y; )Xa(YaVa yyt ) - (VicaVic y, )X YoXoViXaVa. . Vidk y, - = YoW y, b
H (XWX Wa. .. Wik ) DH (Yow y;l JOM=M,
423
NBPKE 3
, vi(1<isk) w X (0<i<Kk), BFHP ,
Wi=YiaVi y ot (1<i<k) H(yow y, 1 )&M yi(0<i<k) M, ,
P-BPKE
3 P-BPKE BFHP
Diffie-Hellman , Burau BFHP NP
@ , ,
, 2
, (0] , Burau \ ,Burau
, P-BPKE Burau 2
n—2>1>(2kn+2k+2)/(2k+1), 2
,NBPKE
424
BFHP Burau (k+1)r? n?+2r (k+1) , BFHP ,
: k r ,  r+l=n  n-2>1>(2kn+2k+2)/(2k+1) k n
| ; r | , NBPKE
n , (2kn+2k+2)/(2k+1) n=150 k10,1
r 143 7.
4.25
6( ).
oi(1<i<n-1) Burau 1; ot ot (1<ij<n-1), [i-jIF1 , Burau
2; 0 1.
Burau Burau Burau

1

© PEEREBEAD

http:/ www. jos. org. cn



728 Journal of Software Vol.18, No.3, March 2007
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