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Abstract: To assess the security risk of network information systems, this paper proposes a risk propagation
model including a risk network and a risk propagation algorithm. A representative example is given to illustrate the
application of this model to network risk assessment and validate the correctness of the propagation algorithm. The
analysis of the example indicates that the evaluating method using the risk propagation model is superior to the
traditional methods in the accuracy of evaluating conclusions and making cost-effective security advices.
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Tablel Risk status of the network system
1
Network risk 8.3192
Node risk 1.600 0 1.426 6 3.068 2 2.224 4
; ) - 0.8000/0.8000
Subject risk/probability 0.8000/0.8000 1.4266/0.9232 3.0682/0.9972 2.2244/0.9845
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Table2 Security impact sequences of risk sources and risk propagation approaches

2
Impact object Network Node Node Node Node
V,:1.595 6 V;:0.800 0 E5:0.786 6 V,:0.800 0 V3:0.800 0
V;:1.588 3 V,:0.800 0 E;:0.6400 V5:0.800 0 E,:0.784 4
V3:1.150 2 V3:0.000 0 V1:0.640 0 Ee:0.742 4 E,:0.640 0
Es:1.000 4 V,4:0.000 0 V3:0.053 5 E3:0.725 8 V,:0.640 0
Vulnerability V5:0.869 8 V5:0.000 0 E4:0.044 2 V3:0.296 8 V,4:0.062 5
(directed edge): V,4:0.869 8 E;:0.000 O V,:0.023 8 Es:0.213 8 V5:0.062 5
risk difference E4:0.828 6 E,:0.000 O E»:0.023 8 E»:0.1319 V,:0.016 4
E»:0.795 6 E3:0.000 O V,4:0.007 4 V,:0.1319 E;:0.016 4
E;:0.788 3 E4:0.000 O Vs5:0.007 4 V;:0.1319 E;:0.016 4
Ee:0.742 4 Es:0.000 O E3:0.000 0 E;:0.1319 Es:0.000 0
E3:0.742 2 Es:0.000 O E¢:0.000 0 E,:0.000 0 Es:0.000 0
3
1) : ;
2) )
, ( )
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