ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn
Journal of Software, Vol.17, No.10, October 2006, pp.2141-2151 http://www.jos.org.cn
DOI: 10.1360/jos172141 Tel/Fax: +86-10-62562563
© 2006 by Journal of Software. All rights reserved.

123+ 123 123
1 )
Y , 210096)
% , 210096)
¥ , 210096)

High-Speed Network Flows Dynamical Timeout Strategy Based on Flow Rate Metrics

ZHOU Ming-Zhong*?**, GONG Jian**3, DING Wei'??

!(Department of Computer Science, Southeast University, Nanjing 210096, China)

2(Jiangsu Province Key Laboratory of Computer Network Technology, Nanjing 210096, China)

3(Jiangsu Province Key Laboratory of Network and Information Security, Nanjing 210096, China)

+ Corresponding author: Phn: +86-25-83794000 ext 206, Fax: +86-25-83614842, E-mail: mzzhou@njnet.edu.cn, http://www.seu.edu.cn

Zhou MZ, Gong J, Ding W. High-Speed network flows dynamical timeout strategy based on flow rate
metrics. Journal of Software, 2006,17(10):2141-2151. http://www.jos.org.cn/1000-9825/17/2141.htm

Abstract: The measurements based on flow characteristics have been playing more and more important roles in
the analysis of Network Behavior. As a main method of flow recognition, the timeout strategies have a very
important impact on the correctness and performance of flow measurement. This paper firstly discusses the
state-of-art of flow timeout strategies, and points out where they are applicable and their shortcomings. To deal with
the short flows that take a large part of the total flows in the networks, the paper presentes a Dynamical Timeout
Strategy (DToS) based on the analysis of flows' length distribution and flows' rate metrics in detail. This method
could improve the performances of network measurement and the efficiency of the resource usage in measurement
systems by using different timeout strategies dealing with flows that have different rate features based on analyzing
the usage of target network. It could also apperceive network abnormal behavior efficiently, and trigger emergent
methods to ensure the safety of measurement system. After that the feasibility and robustness of this method are
analyzed. At last, some experiments are employed to show the rationality of DToS strategy. The fitness area of
strategy is also anatomized in the paper.
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Table2 Interarrival time of first N packets

2 N
2 3 4 5
t<2 0.432 0.412 0.390 0.229
2<t<4 0.385 0.320 0.262 0.288
4<t<8 0.126 0.207 0.201 0.205
8<t<16 0.040 0.028 0.106 0.133
t>16 0.017 0.033 0.041 0.045
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