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Abstract: The large scaled TCP abnormal behavior, such as DDoS, scanning etc., can be detected by some metrics
and their experimental values derived by the uniqueness of TCP connections. An algorithm named Bloom Filter
Reproduction (BFR) is proposed to reconstruct the original parameters in large scaled TCP abnormal behaviors
pithily by enhanced simple hash functions. Without maintaining the TCP information of 96bits' 5-tuple, the BFR
algorithm can reconstruct the abnormal parameters such as IP address or their aggregation timely during the
detection process. The experiments show that BFR can disclose several abnormal behaviors mixed in network
traffic at the same time with high precision and low overhead.
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Tablel The Hash functionsfor bloom filter deployed in this paper
1 Bloom Filter Hash
Hazﬂug;::gup Computing steps 323: réartézg Computing steps
SIPH Get high order 16 bits from source IP DIPH Get high order 16 bits from destination IP
SIPL Get low order 16 bits from source IP DIPL Get low order 16 bits from destination IP
SIPM Get middle 16 bits from source IP DIPM Get middle 16 bits from destination |P
SPORT Get source port DPORT  Get destination port
1 S ,D H 1P 16 M IP 16 L 1P
16 ;PORT . Hash SYN_ONLY,SYN+ACK,RST_ONLY,RST+ACK,
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Fig.1 The storage and Hash enhanced bloom filter

Independent Hash space

Fig.2 Theeffect of multi-Hash hy (k=1,2,3)
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SYN_ONLY IP Hash , 144 759 SYN_ONLY TCP Trace
17.99Mbps, 100Mbps!*¥. Hash 8 , IP
Table2 Aninstance from published trace (some data for top 10 ignored)
2 ( Top 10 )
SIPH SIPM SIPL
Location Hits Location Hits Location Hits
3.81 57 297 81.132 57 297 132.197 57 297
4101 56 888 101.144 56 886 144.252 56 884
213.110 15 620 110.133 15 620 133.36 15623
129.255 2701 84.83 1640 83.198 1639
1, 1P 3.81.132.197,4.101.144.252  213.110.133.36.
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Top N : Hash ; Hash hits.
, Hash , Hash IP
IP

struct Top for Top N of IPH/IPM/IPL
hash: 16bit, divided into to part high8bit and |ow8bit;
hits: 32bit;

end struct

get total _hit for arrived packets;
get hash from BloomFilter;
get Top N by hitsfor IPH, IPM and IPL with original hash value;
for each TOP10 in IPH
if IPH.hits>total_hit/N
get |PH.hash.low8hit;
check it in |PM.hash.high8bit;
if sum (IPM.hits with the same 8bit in IPM.hash.low8bit)<total _hit/N
return IPH is an active prefix;
else
for each IPM.high8bit with the same 8bit do
get |PM.hash.low8hit
check it in IPL.hash.high8bit
if sum (IPL.hits with the same 8bit in | PM.hash.low8bit)<total _hit/N;
return merg_as _prefix (IPH,IPM) is an active prefix;

else
return merge_to_IP (IPH,IPM,IPL) and IPL.hits/total_hit;
fi;
endfor;
fi;
fi;
endfor
IP IP ,
) P )
, Top10 ,
BFR(bloom filter representation).
BFR , TCP , 21
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111,
333 C
10.2.74.207 21 21 SYN , IP  .10.2.117.165 ,
RST_ONLY D E Top10 ,
334 D
TCP 500 , DD0S
335 E
SYN_ONLY  :10.0.0.161 10.2.176.19 2000 13 554 DoS

10.0.0.38,10.0.0.3 80
SYN_ACK :10.0.0.38  10.0.0.3

FIN_ACK : SIP:10.0.0.3,10.0.0.38,10.0.0.161,10.2.191.137 80;
DIP:10.0.0.3,10.0.0.38,10.0.0.161,10.2.191.137 80.
RST_ACK :10.2.176.19 2000 10.0.0.161 DoS

Table3 TheTop 10 in bloom filter's storage of abnormal SYN_ONLY packet at point A, total_hit 66 388

3 A SYN_ONLY,Bloom Filter ~ Top 10 , total_hit 66388
SIPH Hits SIPM Hits SIPL Hits SPORT Hits
10.2 63 600 2.74 63 497 74.207 63 381 21 63381
10.0 2665 0.0 2322 0.38 476 22189 9
10.1 123 0.1 53 0.3 460 22307 9
. 2.107 18 0.28 419 22328 9
- 0.4 12 0.83 412 22393 9
- 0.16 10 0.232 270 22516 9
- 2.72 10 0.203 140 22881 9
- 0.48 9 1.76 51 22 962 9
- 0.47 8 0.3 39 22981 9
- 0.3 7 0.22 27 23 047 9
DIPH Hits DIPM Hits DIPL Hits DPORT Hits
10.0 26 106 0.0 1511 0.203 480 21 63381
10.1 25 762 0.186 436 0.28 476 80 1505
10.2 14520 2.93 259 186.21 333 711 1241
- 2.77 256 0.27 286 25 110
- 2.8 256 0.13 87 113 51
- 2.82 256 1.44 65 135 22
- 2.83 256 13.105 45 6346 22
- 2.84 256 74.195 34 179 18
- 2.85 256 1.51 33 443 11
- 2.86 256 46.212 30 139 8
: , DoS
BFR 3 1P , TCP
4
Bloom Filter 1970 tel, :
, ) (el Bloom Filter
IMC2003 Kummar (23,
2004 ,Schweller R IMC2004 (24, Sketch .Sketch
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