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A Role Hierarchy Model for Role-Based Access Control and Its Application
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Abstract One of the most challenging prablems in managing large computer software systems on globel net-
work is the complexity of security administration. The RBAC (role-hased aecess control) method shows power-
ful capabitity on access control by realizing logical separation between users and permissions and constructing
role hierarchies. This paper presents a role hierarchy model EHRBAC (extended hierarchy role-based access
control) based on RBACS6, which defines common permissions and private permissions and imports normal in-
heritance and extended inheritance. Based on EHRBAC, the authors realize the security adminisiration for the
Petrochemical Market Information System. The EHRBAC model can specify the complex inheritance of roles
and simplify their relazion hierarchies. It minimizes the role access permissions by the separation of private per-
missions from common permissions.

Key words Role, role-based access control, inheritance, hierarchy.
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