ISSNIG00 9825 Journal of Sofrware & # % iR 2000,11(5Y 584~ 5589

Abuses of A jtai-Dwork Cryptosystem
ZHAO Zhy

(Department of Computer Science  Zhangye Teachers® College  Zhangye 731000}

E-mail: zhaozhu@public. 12. gs. en

Abstract Ajtai and Dwork have introduced a probahilistic public-key encryption scherme which is secure un-
der the z13511hp1ir111 that a certain computational problem on lattices is hard on the worst-case. In this paper.,
the author demonstrates how Ajtai-Dwork cryptasystem can be abused. Using this kind of abuses. users can
commurieate secrets in a key escrowed A'tai-Dwork eryprosystem without fearing that their secrets will be re-
vealed later hy reconstructing their escrowed private-keys. However, it is also shown that users have 1o trust
their implementers bevause unscrupulous implementers of Ajtai-Dwork cryptosystem may leak their private-
keys without their awareness. The author shows how one can make Ajtai-Dwork cryplosystem abuse-free.
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Simmons' discovered in 1983 that in several authentication schemes (e.g. , DSS and Schnorr's identifica-
tion scheme ) onc could hide covert data in the anthenticator, which he called a subliminal channel. His example
15 related 1o two prisoners who are communicating authentical messages in full view of a warden, who is able to
read the messages. The subliminal vhannel consists in hiding a message through the suthentication scheme such
that the warden cannot detect its use nor read the hidden part, In this paper. we will show that it is very easy to
build a snbliminal channel in the Ajai-Dwork cryptosystem.

Miceli iniroduced key escrowe cryptosystems in Ref. [2]. In these cryptosystems. the private-key is broken
un into pieces and distributed to cifferent authorities. The authorities can get rogether and reconstruet the pri-
vate-key. Key escrow guarantees that the police can eavesdrep on al. conversations or personal data files even
though they are enerypred. Of course, a cryptography user gains nothing from key cscrow systems at all. He
has o trust the eserow agents’ sceurity procedurces, as well as the integriy of the people mvolved. Towever,
we will show that even if o user surrenders his private key for Ajiai-Dworlk crypiosysiem 1o Key escrow agents.
he stll can abuse Ajtai-Dwork eryprosystem and eommunicate under the government’s very nosc without having
lo worry that it would he detected. We will show how one can make Ajtai-T'work cryptosystem abuse-[ree.

We closs this section by introducing some notations we will use. 97,22, and 5% are 1the set of natural rum.
bers. the sec of integers, and the set of real numbers respectively. {0,1°° is the ser of (finite) binary suings.,
{04 11" is the set of binary strings of length #. The length of a string r is denovted by ||, For a string #€ 10,
117 end an integer combor 2221, 1 1., 2] denotes the inital segmen: of lengih v of o GLL . nl=. i ,zi<im
and #[i7] denotes the dth bt of rvive. » 2[L.nl=z[1]... x[rn].

Let bys... Wb, be a basis of %, Then a fasriee in 25 is a set of the form
L=Ly b= D rh. 6,
]
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and we say that By,... yb,is a basis of L. For a vector x=(x+. .. ,2,) €%, the Euclidean norm and the maxi-

u
mum norm L. of x are || x| =,/ Z") and || x |
i

1 Ajtai-Dwork Cryptosystem

e =MAX iy | 4| respectively,

Ajtai and Dwork™ have introduced a public-key encryption scheme which is secure unless the worst case of
the following latrice problem can be solved in polynomial time: [ind the shortest nonzero vector in an 2-dimen
sional lattice I where the shortest vector v is unigue in the sense that any other veetor whose length is at most
#° | ull is parallel te u. Roughly speaking. an instance of their cryplosysiem is a colleetion of hidden hyper
planes H.={v;{u,v),v&€ "} for i € ¥, where u is the unique shoriest vector in a lattice I and (u, v} denates
the inner product of u and v. The private-key is the unique shortest vector u. and the public-key is a method of
generating a point guaranteed to be near one of the hyperplanes in the collection. The poblic-key is chosen so as
not to reveal the rollection of hyperplanes. Encryption is bir by bit, zero is encrypted by using the public-key to
find a random vector v € Z07 near one of the hyperplanes--- the ciphertext is v: one is encrypted hy choosing a
rendom vector v uniformly in 57" ——the ciphertext 1s simply v. Decryption of a ciphertext x 1s performed using
the private key to determine the disiance of X to the nearest hidden hyperplane. 1 this distance is sufficiently
small, then x is cecrypted as zero; otherwise X is decrypted zs one. Tn their encryption scheme, there is a ne-
glectable probability that we decrypt the ciphertext of 1as 0. Goldreich. Goldwasser, and Halevi™ modified the
encryption method of Ajtai and Dwork and made Ajtai-Dwork cryptosystem error-free. In what follows . we will
formally describe the error-free Ajtai-Diwork cryvptosystem of Ref.[4]. As in Ref. [4]. we present the scheme
in terms of real numbers with infinite precision. In reality, one uses approximations (i. e. s 10 n-bit binary ex-
pansions . The protocol is as follows.

1. Common parameters. Given a securily parameter n, we let m=n's R=2"""" and r=n"*. We denote
by B (big) the n-dimensional sphere of radius R, and hy § (small) the n-dimensional sphere of radius ».

2. Private-key. The private-key is a uniformly chosen vector in the n-dimensional unit sphere. We denote
this vector by u.

3. Public-key.

+ Select a;4. .. +8, uniformly from the set of vectors {(Xx& B.:{x,u)& #}.
. Al
« Fori=1,....m, select & ,+... .6 . uniformly in 8, and set &;—~ 243,,,.
E

* Setv,=a;+d fori=1....m.

+ Let ¢y be the smallest § for which the width of the parallelepiped spanned by viy (s, .. Vi1, s al least
nte R (By Rel.[37, with overwhelmingly high probability i, exists and is smaller that m/2.) For j=1....,
no let w,=v: ;. and denete by Plwi,... W) the parallelepiped spanned by wi.... w..

« Pick ¢, uniformly at random from all the indices ¢ for which {a;,u)€ 2#4-1. That is, 7, Is selected so
that (a; »u’ is an odd integer. We note that such an index exists with probability around 1—2 7.

The public-key consists of the sequence of veetors vy ,... ,v, and the integers o,y €11, .. ,m}.
4. Encryption. The encryption is bit by bit. To encrypt a 0, we uniformly select &,... . € {0.1}", and

m

5
reduece the vector ¥ - Lb, - v; modulo the parallclepiped (w,v. .. ww,). That is, find a vector vC P(w,.... .

rel

1
w,) such that ¥/ = v { Lc, < w; where ¢; are all integers. The ciphertexi is the vector v. To encrypt a 1 we uni-
i=1
" .
1 2‘ .
v, b+ v, module the parallelepiped P (wy ... .,
i1

formly select Hy4.. . 25, € {0,117, and reduce the vector 7
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w,). And the ciphertext is the reduced vector v,

5. Decryption. (iiven a ciphertext v and the private-key u, we compute 0= (v, u?. Deerypt the ciphertex(
as a 0 i 7is within 1/4 of some integer and decrypt it as a 1 otherwise.

Note that the above Ajtai Dwork cryptosystem is o theoretically importent system though not a praetical
one ‘the construction of the system seems to be inefficien: ). 1t is the first eryptosystem whose security is based
on the worst-case intrectability of certain latuce problems. [n the past, all other cryptosystems like RSA and
DLP are based on 1he average case intractability of certain problems like factorization and discrete logarithm

computation.
2 Abuses of Ajtai-Dwork Cryptosystem

1.et us first describe the following sifwat'on: Alice and Bob work for a eriminal or tereorist organization.
and they want to exchange some sccrets using Ajtai-Dwork cryptosystem. But according to some laws. they
must surrender ther private-keys 10 some key escrow agents. So at some later time. if their keys are revealed,
all their communications will be decryprved and they will be put into prison. If the aurhentication or signature
systern allows for & subliminal channel, then they can communicate some innacnous messages and pur their se-
erets in the subliminal channel. However, for Ajtai-Dwork cryptlosystem, they do not need the subliminal chan-
nel at all. They can abuse the system and communicate secrets withant being detected. The subliminal chennels
usnally have # small capacity (see. e.g. . Ref. [1]). We will show that one can communicate as many sccrets as
he wants by abusing Ajtai-Dwork cryptosystem without heing detected.

Vie corder ta abuse Ajtai Dwork cryptaosysrem . Alice and Bok will first agree on an “abuse-key™ £.€ {0,117,
which should be long enough and randem. Now we demonstrate how Alice sends a |4, |-length secret to Bob
through Ajtai-Dwork ceyplosysiem without heing detected. la general the protocol looks like this,

1. Assume that Alice wants to send a {4, |-length secret s o L3ob.

2, Aliwe XOFEs the plaintext s with the abuse-key £.. that s, Alice puts o= sG0h,,.

2. Alice generates s £, |-length innocucus message .

4. Far each 722 |k 14 Alice uses Bob's public key to check random encryptions of r[i 1 until an e is found
such that

even if ofi]=0
H e = ) s
add i cfil=1
where 1 (e, denetes the number of 18 it all components of e, Nete that the odds of an encryption of #[] hav-
ing the above property are | in 2. Hence Alice can {ind e; by trying 2 encryptions of zli] on the average.

5. After Liob gets the ciphertext. he reconstruets the secret s simply by counting the numbers of 1s in the
ciphertext of #(7 s for all 7= 6.1 and XORing them with &,[]’s.

It 15 straightforward (o see that the above abuses of Ajtal-Dwork eryptosystem cannot be detected by a war-
den. Morcaver, even if the warden knows the private-key of 13oh, he is st)ll unaware that the cryptosystem has
beer abuscd !

Our above example shows that a user of Ajtai-Dwork eryprosystem does not need 1o worry abuut the key
escrow policy, Alice can still have her own privacy even tanugh Bob's private-key has heen escrowed and her
communicaticns might be cavesdropped by distrustiul key escrow agents.

Now we begin 10 show how a manufactuter (we will call him Mallory) of Ajtai Nhwark erypiosystem imple-
menters uses above ahuses of Ajtai-Dwark eryptosystem ta leak his custouser®s private-keys.

1. Mallory puts bis implementztion of Ajtai-Dwork cryptosystermn in a tamperproof VLSI chip. so that no

one can examine its inner workings. He ambeds our above abuses of Ajial Dwork cryptosysiem in his
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implementation. That is, he chooses a long enough random abuse-key £, (which should be at lcast as long as
commonly used public eryptographic keys).

2, Mallory distributes the chips to his customers, e.g. , Alice, Bob. and everyone else who wants them.

3. Every time when Alice sends a message to Bob, the chip reads Alice’s private-key k4, and XORs it with
the abuse-key #.. that is, let c=#4,034&,. Then the chip encrypts the message and embeds ¢ in the encryption ac-
cording to our ahave abuse pratacal of Ajtai-Dwork cryptosystem.

4. Alice sends the encrypted message to Bob.

5. Mallory eavesdrops the communications between Alice and Bob. He computes the ¢ from the encrypted
message and , because he knows the abuse-key £.. decrypts Alice’s private-key k£a.

The above attack against Ajtai-Dwork cryptosystem can be casily overcome because Alice can save her pri-
vate-key in a safe place and does not let the chip read it when she encrypts a message for others. (Of course, the
chip may be so designed that it will remember Alice’s private-key when it deerypts some encrypied messages re-
ceived by Alice and leak Alice’s private-key in the next time when it encrypts a message [or Bob. But this attack
can also be overcome by using different chips for encryption and decryption. However, every time when Alice
wants to sign a message, the chip must read her privale signature key, whence the chip can leak her private sig-
nature key. It is even worse that even if Alice knows what is happening. she cannot prove it because she does
not know the abuse-key 4..

In this section, we will show how to make Ajtai-Dwork cryplosystem ahuse-free. Roughly speaking» in or-
der to prevent Alice from abusing the cryptosystem, every time when Alice wants to send a message to Bob, she
must send the encrypted messzge to the censoring warden first. Then rthe censoring warden perturbs the en-
crypted message a little and sends the resulting encryption to Bob. More precisely, the protocol looks as fol-
lows.

1. Alice generates an encryption v of #€ {0.1} and scnds v to the censoring warden,

2. The censoring warden chooses uniformly at random a small vector § from 8, and let v=+'+8. The war-
den then sends v to Bab. Note that 8§ is the #-dimensional sphere of radius » ¥ and # is the security parameter.

3. Bob decrypts the ciphertext v according to the standard Ajtai-Dwork protocol.

It is easy to check that the above modified Ajtai-Thwork cryptosystem is abuse-free if the warden does not
abuse the system. Using the above method, key escrow agents can prevent a user from sending any secret mes-
sage which they cannot recover after reconstructing the private-key of the user by perturbing the encryption a
little every time (which might be very expensive!). If Alice does nol trusis her implementers. she can use a
software which she trusts (o perturb the encryption a litile every time belore sending the encrypiion to Bob.

Then she can prevent the implementers from leaking her private-key.

3 Abuses of Other Probabilistic Cryptosystems

In this section, we show that our attack against Ajtai-Dwork cryptosystem in the last section can also be
ased to attack other probabilistic cryptosystems like Goldreich-Goldwasser-Halevi eryptosystem!™, McEliece

L1, ete.

cryplosystem
Recently, Goldreich. Goldwasser, and Halevi-") have introduced a cryptosystem which is based on the lat-
tice reduction problems. Later in this paper, we will call (his system GGH cryplosystem. The security of their
system is based on the Jollowing conjecture: it is difficult to find closest vectors in a lattice to a given point
Cvre).
Roughly speaking, the idea: underlying the construction of GGH eryptosystem is based on the {ollowing

onc way trapdeor function. (Given any basis for a lattice, it is casy to generate a vector which ig close (o a lattice
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poim (i.e., by taking a lattice point and adding to it 2 small error point). However il seems hard to return from
this “close-to-lattice” vector to the uriginal lattice point (given an arbitrary lattice basis), Thus. the operation
of adding a small crror vector Lo s lattice point can be thaught of as a one-way computation. It scoms that differ-
ent bases of the same lattice yield a difference in the ahility to [ind closc lattice points to arbitrary vectors in 5™,
Therefare we ran use this fact to introduce a trapdoor in the above one-way function. That is, the trapdoor in-
formation is a hasis of a lattice which allows very good approximation of the closest lattice point problem. Thus.
we use two different bases ol 1he same lattice. One basis is the public-key which is used 0 encrypt messages .,
and the other basis is the private-key which is used 1o decrypt messages. Generally. the protocol is as follows.

1. Commaon parameter. (Choose a security parameter n & 4" and an error probability e

2. Private-key. The private-key is a uniformly chosen (at random) n X n integral matrix S=(s7,... .8

such that f.is,..., .83 is a full-rank lattice in ¥".

3. Public-key. Let g be a positive real number which is less than (7 8ln (n/e) ) Y owhere ¥/ 0 s
the maximum norm /... of the rows in 5. Then the public-key is a pair (F.o) where P—{(p{.... .p})isann
¥ a integral matrix which is obtained by picking a “random unimodular transformation” of the private-key §.
The “randem unimodular transformation” is obtained by multiplying many “elementary matrices™ to §. Afller

the transformation. we should usually have the following property.

] [ s % i is sruall and Hl ' p° I is large, where s,” and p,” are the /th rows in S7" and P’ respectively.

4. Encryption. On input message s,. .. 5, and the public-key (P,s). we first apply some {randomized) en-
coding function vi= Encis;) 1o encode 5. as a veetor v, € 2. {Note that we ler £nec and Dec denote a pair of pubiic
znd casy to compute functions such that Dec(Ene(s)) =+ for all 5. ) Now pick uniformly at random an error vee-
tor €€ 77" such that each entry in it hes zero-mean and variance 0. Let ¢;=F»(y,,e>= Pv,+e be the ciphertext
of s

5. Decryption. To deerypt ey we first let v<=P7'S TS e, , where 7 = | s the “round of[” operation.
We then extract the message 5 by letting 5, = Dec(v,).

Afrer the deseription of GGH eryptosystem, it is easy to see that our attack against Ajtai-Dwork cryptosys-
tem in the last section can be used to attack GGH also. That iss in order to send a |4, j~length (where £,is the
#buse-key az in the last section) covert message r, lirst generate an innocuous |4, [-block message s;. .. EITHE
Then choose the error vectors e in such a way that the encryption ¢ of 5 sansfies the following condition.
even if £,[[1Rx[i]=0
odd il A @rli =1

After receiving the eiphertext e, ... it15 casy to recover the covert message r. The same techniue as in the

# (¢)

last section can also be used by vnscrupulous implementers of GGH cryptosysiem 1o leak user’s private-keys.
Iowcvery our method of making Ajtai-Dwork cryprosystem abuse-free can also be used 1o make GGH cryp-
108 YHtem al)uscffrc;. That is, cvery time when Alice wants (o seud a messagce 1o Bob, she must send the en-
ceypted message (o the censoring warden [iest. The censoring warden perturbs the encrypted message a little by
addivg another random vecror ¢ C/74" 1o the ciphertext v such that cach entry in ¢ has zers-mean and variance
o' And then the warden scnds the resulting encryption to Bob. (M courses after adding 1he random vector ¢,

the error probability ¢ of the systein will change a litile.

4 Remarks

The reader may think that our attack against Ajrai-Dwork cryplosystem is similar 1o the shadme public-key

cryprosysten: presented by Kilian and Leighton ™. An example of their shadow public-key cryptosystem is as
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foliows. In order to cheat key escrow agents, a user called Alice of RSA eryptosystem maintains two key pairs
(510410 and (524 p;) where s and p, erc private keys and publie-keys respectively, But she only surrenders her
private key s; to key escrow agents. When a user called Bob wants to send Alice a covart message o . he first en-
crypts the message with Alice’s public-key g and gets a4 =k, (x3, then he encrypts ) again with Alice’s pub-
lie-key g and gets = =£, {(z). Bob sends Alice the twice-enerypred message ., - K, (£, (r)). After getting
7z, Alice decrypts it twice with her private-keys s, and s and gets the covert message x =17 (1) (K, (K,
(x)))). However, when key escrow agents reconstruct Alice’s private-key s,. they can only get the message
;. The prablem of this kind of atrack is that » usually is not a readable message (random ). whenee key escrow
agents will kaow that Boh must have seat some covert message to Alice. Bt in onr attack against Ajrai-Dwork
cryptosystem, we do not have this kind of problem. We hide the covert message in the randomness of the
ciphertext instead of encrypting the message twice. And after reconstructing Alice’s private-key, key escrow

agents will get a readable message and cannot prove that Bob has sent a covert message to Alice.
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