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Abstract: Due to the extensive use of code reuse and third-party SDKs, open source components are ubiquitous in IoT device firmware.
The security vulnerabilities which cause threat to the firmware usually exist in some specific versions of the components. The version
information identification of open source binary components in the IoT firmware is of great significance for the safety assessment and
emergency response of IoT devices. The existing version string based version extraction method is not applicable to the cases with
missing version strings. This paper designs and implements a version extraction method (termed as Protues) for open source components
that does not depend on version strings. The core idea of this method is to construct a version difference chain by using the differences

between the open source components' neighboring versions of the source code to convert the version identification problem into a query
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on the version difference chain. Furthermore, in order to improve the recognition accuracy, the conditional judgment expressions are used
in this paper to represent the nodes on the version difference chain. To verify the practicability of this method, version identification
experiments are performed on a total number of 428 binary files from 4 kinds of open source components Samba, Msmtp, Nginx and
Libgcrupt. The experimental results show that the number of versions that can be accurately identified by this method reaches 418, and the
recognition accuracy rate is 98%.

Key words: Internet of things; firmware; open source components; version identification; conditional expression
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) 418 AR AR N2 98%.
1 tHxIE
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(CondFormula) = (Action)
| {Condition) "—" {Action)

(Condition) u= (Expression)
(Acrion) = (Assignment)

| (Function)
{Function) u= (FaName) * (" {ParamList) *)’
{(ParamList) v= (Expression)

| {Expression) *, " {ParamlList)
(Assignment) u= (Expression) *=" {Expression)
{Expression) = (Name)

(Number)

|
I {Function)

| (Expression) (BinOp) {Expression)
I {Expression) *)°

I [ {Expression) *1°

Fig.1 Backus-Naur form for conditional formula
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1:int x = getch(); D E E‘

2:int y = getchy);

3:inttmp =0; AR, \ !
4. 1f (x>y) B e B 5 :
6: else o, TS
7. tmp=y; s P
8: printf(*%u\n” tmp); [3

(a) VEARID R B (b) PDG ] 7= il

Fig.2 Source code, PDG and slice example
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Fig, Sig 1

A &
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i o
il R4 ETTES a4
Fig.3 Version signature matching process
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o1o1 1001 —
11000101 Call
CallFt!

¥ Ret
? param = OPENSSL_zalloc " Cond
= if (parsm == NULL) i
[ 5, i ¢ M (barom = neil) ¢ I . ! @
it » X509err(X509_F_X50 o 1 Call
. ’ Pric CondfFr !

return MALLY
source ¥ b

m — param->trust = X588_TR Il Ré

PRI — i 2 B ORI 22 S )i
S o
Al B..
FACHS SIS PR
3 a0A

Fig.4 Difference function and difference statement automation mark

B4 3 5 ORI 2 S G 1 AL AR T
4 MAFEZEZEHFHFERER
A A LR EREREL 0f ()= 4B B diff (s,.5,.) W HUT I BAEWE 4 0, () 5

ZIMRFIR. 05, (1):= BB By diff (5,,5,.,)) T WML 2 0 60 — e ALAE BI04 i AR A
B B A A2 B 5 B, LA B MR A A 44 S R, MR 44 28 P o [ 2 PR R B0 S

v
3. t3=al apArddE
.‘b . 4, |113>090105 $
q Lal else goto 6 Eit | B
CallFt ! 5 td=a0+2 G T
: : 7. a0=t4 : Il il i W A
e SRS & R
ki : el Poan T ﬂeux.a(.H-l a0=0, TRUE>
: b2 —’ ' _><cax. a0+1, a0>0, FALSE>
i 3 t3sa0 by ek
(__'mnﬁ"!i 4, Hﬁbowos HlE FAF il {4
e a t;:;jma a0+2 | a0>0 TRUE
:'0 :uo' mts a0+l | a0>0 FALSE @1)814281>0
' ' ' @1)$141[$1<=0
o e i b o e Lo it i) “eax=a0"(1 it ) eax=a0" (1
Bt s R R ki 1) a3 atalioh e e Py Wl 2

Fig.5 Version signature condition string generation
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HAELL As Tl X AF BEATAES ) i B H ) eax=a0 R AFE] T PBARKS T A Slicel 1 Slice2; 3R Ja
I FE AR AR 3 A7 13 2] P o 1 3R AT 45 AN S R IE U1 Action B Conditional Formula 3w 4546 #4543
RV TA R R Bk, B 5 H P T 4 (eax,a0+2,a0>0, TRUE); 55t J5 2% F& 31| 27 #1832 52 5 48 1 B 10 A A8 ik
of U TG 2H 3047 7 8 B A — b A 3L A R () Ay

(1) 45t A% 8 3 J R BB K X ) R @

(2) Bt A B2 I8 BB 4 YR 4 B S
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() Ao BIA R .
Wi 5 fior, MU 7t 4l eax,a0+2,a0>0, TRUEY A — AL 2 G I 45 59 @1]$1+2($1> 0.

5 £ I
5.1 #iEsE

AR SR FH AT S o [ B0 AR [ RRAS 3 o) LA SR PP A A T SR MR AR IR A 1 oA T R TT R LS
USSR FH 3 55, FRATVAE P P 28 € AN 12 /N0 I T s B T IR BT 28 D[ 4 e St A i AT A I SR G v 11
TR AR A Hoh g AR ™ E 2 2RI K Samba(CVE-2017-7494) . Msmtp(CVE-2016-6771)
Nginx(CVE-2017-7529)F1 Libgerypt(CVE-2017-0379)2 4 3K 33 il 4 (- R AT WA IR S s 56 A4 B JE 1 ) v I
HRAS MR IR 1LHE 1 oJ50,Samba KT 4 AN R 12 AMRA Msmtp KIETF 8 AN Fdk 6 MR
A Nginx KPR T 3 AN 3 12 NMA, Libgerypt SRR T 5 AN w3 5 AN KA, BIZ 208 42 2 A — 2 AR SR 1.
N T LY 1 HR R TS PANDORA 1EBf 15 31 RRAS 2 46 98 465 258 48 3 I o1, L3 2.

Table 1 The source of data set

HiREER AT A

3.2.7 3.3.14 334 33.8
Samba Dlink, NetGear, Qnap, Zyxel 3.5.11 3.6.24 3.6.25 3.6.9
4.2.1 4.4.7 4.5.5 4.6.6
0.54.0 0.55.2 0.55.3 1.10.0
Nginx JiRouter, Lenovo, NetGear 1.10.1 1.10.2 1.10.3 1.12.1
1.6.2 1.6.3 1.8.0 1.8.1

Msmtp Trendnet, Foscam, Dlink, Linksys, Tenda, 1.4.27 1.4.31 1.4.32

Zyxel, Openwrt, Ddwrt 1.6.1 1.6.2 1.6.5

Libgerypt Dlink, JiRouter, Zyxel, 1.53 1.6.1 1.7.2

Xiaomi, NetGear 1.7.5 1.8.3

Table 2 The test data set of version identification experiment

"2 AR S0 K dlE

b A PANDORA 7] {1 5l $ & PANDORA 1R $ & SRR
Samba 63 7 70
Msmtp 140 8 148
Nginx 80 36 116

Libgcrypt 0 94 94

5.2 SLWLER

56,2 7% Samba,Msmtp,Ngnix FI Libgerypt {# | PANDORA 47 FR A 1R 31,45 21 B AR 73 B Th () 4B A 4
B FHR T 2R MO 24 B B SR i 0 A R R I T R 2R I 2E A4 2 4 PROTUES #E4T Wit 4% 1R 7). ] 6 T,
40 S 264X PANDORA H 5l B3, 241 €0 92 45 A0 PANDORA iR 51 25 W, 43 €4 i 2648 % PROTUES 8 5l i Th, 41
g4 /0% PROTUES RAIKM.HHE 5 Fros iR i &5 & 0T &1, PROTUES KR AS iR 5l 264535 90%, B0 T
PANDORA & B8 15 5l (17 2H £ 40 SR R 3R 4R e 140 1R 310 256, 150 B W P g vk 2L A AR 47 1 JEL P TR ARG T DR 79 2 o T
Sk Ad L B 2545 Ff PANDORA #E4T iR 5,48 J5 %5 5 PANDORA N AE 17 5 9 A8 L6 20 ¢4 ] PROTUES #E471R 5.6
i il PANDORA Tfi A/~ & PROTUES R 5] ) J5 [ £ T PANDORA 1R 53 f) il A S5, AN 75 B2 e i) SR AR 25 42 T
Hi4 {8 |l PANDORA #1 PROTUES P4 5 72 LA S 4 1 35 £ D62 SR B (¥ W A iR o M e ot 61 7 B~ B IR 7 T,
HOECE X 4 AWK A AR 8RR AR B R YR B T 97% Lh I (Samba:98.6%,Msmtp:99.3%,Nginx:97.4%,
Libgerypt:94.7%), i T3 FH 5 — 77 2 BT g 1A 31 19 17 51 Z6 (PANDORA:90%,94.6%,69.0%,0%;PROTUES:88.6%,
89.2%,97.4%,94.7%) .45 7 #h %F T~ Libgerypt 2044, 1 T8t = fR AT 755 Hi ,PANDORA [ 254 0%, Ifi PROTUES
T AT A] LLIE B 94.7% B R 2.
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Z5 iR, BT PROTUES /7 VA A K T AR AR 7755 5 IR MEOE A 5 KRR A 2 75 H [R5 PANDORA H A3 A
PRGN RA T RERAEXN KA T 4 FHIEH M Samba,Msmtp,Nginx 1 Libgerypt 13t 428 4>
TR SO AT B RRAS TR A S 56 45 SR 2 B PROTUES A& 85 1 1R 591 IO AR BOE 21 418 A, IR I HERI K £0°8 98%
e AN R SR FH B 2 R A 25 44 D TG 17 AN 2 4 2H A DG C 1) 7 2%, R A R 90 N (1) A A28 AN -

70 148 116 /2{\
l /_/\\\? 4 II/\K & e %
36 7 & 1 125 15 7 17 10 ] 89 5
Samba Msmitp Ngnix Libgerypt
mimn: Success nm:Fail by PANDORA ~ seeemeees by PROTUES

Fig.6 The tree of version identification results

Ko AR 45 R

200 M PANDRA M PROTUES M Hybrid
140 13, 147

o3 113

89 89

Samba Msmip Nginx Libgerypt

Fig.7 The improvement of two methods in series 6on version recognition performance
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