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A FSM-Based Hardware Monitoring Technology for Packet Processing

LI Jun-Nan, HU Kai, LI Tao, TANG Lu

(College of Computer, National University of Defense Technology, Changsha 410073, China)

Abstract: The closure of network equipment hardware makes scientific research and teaching staffs difficult to learn the details of the
network device hardware. Hardware research and teaching face enormous challenges. To solve these problems, this paper proposes a
hardware packet processing monitoring technology based on Finite State Machine called PktScope, to monitor the processing of packets in
the hardware in real time by designing hardware packet processing state machine coding standard and formulating standard packet data
and processing reporting interface, which can be effectively applied to the network equipment research and teaching field. The prototype
system is implemented based on MagicRouter. The PktScope technology can effectively realize the real-time monitoring of network flows,
and has the characteristic of low additional hardware resource consumption.
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reg [4:0] state;
parameter statel = stateZ =

always@(A or B or C)
begin
if(Ireset)
begin
state <=state 1;
end
else
begin
case(state)
statel:
begin
if(...) state <= next state;
else state <=state I;
end

begin
if(...) state <=state I;
else state <=stateN;
end
endcase
end
end

Fig.2 Encoding example of finite state machine
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Table 1 Monitor interface signals
1 BWEOES

Name Width (bit) Function description
(module name)_state 5 State encoding
(module name)_rdreq 1 Enable read fifo_data

(module name)_rd_pkt = input_pkt_width Read input packt
(module name)_wrreq 1 Enable write fifo_data
(module name) wr pkt = output pkt width Write output packet
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Fig.3 Timing relationship of interfact signals
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B % 1. Software-Based packet analysis.
Input: thread id, type, num
Output: pkt
while(1){

pkt =read pkt from_thread(thread id);
if(pkt
(PEVt head0 headl headN
switch(type){

W

case 10: e N e .

test_10(); L A
break; D D D

case MEM: ] [ ] / ] 3
test_ mem(num);
break;

case MD5:
test_md5(num); Fig.5 Structure of monitor packet lists

break; Bl 5 IR ST RE 2 45 4

H
send pkt(pkt,outport,pkt len);
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Table 2 Relative resource consumption compared to without PktScope

F 2 Al H PktScope Hij Ji AH G4 B3 I 85 %) L

Resource name Without PtkScope With PktScope
LC Combinationals 12 493 (35%) 15 680 (43%)
LC Registers 15 124 (42%) 17 268 (47%)

Block Memory Bits 1 146 400 (39%) 1158 320 (39%)
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Fig.8 Graphical interface of PkeScope
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