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Abstract: Watermark carriers of existing network flow watermarking schemes are limited to packet payload,
traffic rate, and packet timing. However, packet payload is based on flow watermarking schemes, which depend on
specific application protocols, such as telnet and rlogin, but encryted traffic and are invisible to traffic interceptors.
At the same time, traffic rate and packet timing based ones are vulnerable to timing perturbation introduced by
network transmission and attackers. Even worse, most of them have a low watermark capacity and are visible to
multi-flow attack, mean-square autocorrelation attack and timing analysis attacks. This paper utilizes packet order
as a watermark carrier and proposes a novel packet reordering based flow watermarking (PROFW) scheme. To
achieve robustness against packet out-of-order pertubation, a theory of error correcting code is introduced into
watermark encoding. Meanwhile, this paper utilizes a stochastic modulation approach to increase the stealthiness of
PROFW scheme by controlling packet reordering degree not exceeding normal levels. Empirical results prove its
robustness against timing and packet out-of-order pertubations, introduced by network transmission and deliberately
by attackers. Compared with typical flow watermarking schemes, PROFW scheme, which has a higher watermark
capacity, is more robust against timing and packet out-of-order pertubations.

Key words: network flow watermarking; packet reordering; robustness; error correcting code; stochastic
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B 2Ne+ 125 AR WU — AN 3R, I 4 I e B 2 T () de /N DU B B9 A 2, JI e B S 7 2 { CW, C W, CWs}; 5 AH 2
E— MR B A s /NI EE 5 0 3, ] AT R A <7 AT {CW, CW 3, vl e il 5 482
Table 1 An example of packet reordering encoded by Gray code
F 1 AL R H RS T e i 7 151

Codeword Gray code
CW;=(1,2,3) 0000
CW,=(1,3,2) 0001
CW;3=(3,1,2) 1001
CW,=(3,2,1) 1011
CWs=(2,3,1) 10 10
CWe=(2,1,3) 00 10
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e, <n-1, 5 KR ELER/IGZE r=1/n=1/klog, k I (RIS KIANHES ] H 95 A SRAC R KBNS ). 2L T
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Fig.3 Error rate of PROFW Fig.4 Cumulative error rate under different codeword sizes
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Fig.5 Watermark capacity under different codeword sizes
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Fig.6 Detection rate comparison without packet reordering interference
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Fig.7 Detection rate comparison with packet reordering interference
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