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Abstract:  With the development of techniques, the uncertainty in software systems is continuously increasing. Data race is a typical bug
in current programs, which is a classic type of uncertainty programs. Despite significant progress in recent years, the important problem of
practical static race detection remains open. Previous static techniques either suffer from a high false positive rate due to the compromise
of precision, or scalability issues caused by a highly precise analysis. This paper presents GUARD, a staged approach to resolve this
paradox. First, it performs a lightweight context-sensitive data access analysis, based on the value flow of a program, to identify the
candidate data race subpaths instead of the whole program paths. Second, may-happen-in-parallel (MHP) analysis is employedto identify
whether two data accesses in a program may execute concurrently. This stage is scalable, due to the design of the thread flow graph (TFG),
which encodes thread information to query MHP relationship of the subpaths. Finally, for each subpath whose two data accesses are MHP,
the heavyweight path-sensitive analysis is appliedto verify the feasibility of the data races. The evaluation demonstrates that GUARD can
finish checking industrial-sized projects, up to 1.3MLoC, in 1 870s with an average false positive rate of 16.0%. Moreover, GUARD is faster
than the state-of-the-art techniques with the average speedup 6.08X and significantly fewer false positives. Besides, GUARD has found 12
new race bugs in real-world programs. All of them are reportedtothe developers and 8 of them have been confirmed.

Key words: data race; MHP analysis; static analysis
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P A T )R A 0 B 5 4

e GUARD & K 12 A FSLFR 5 A7 1E R, B3 (1 8 A~ A3 BTN,

A 2 il — AN R IR 3R GUARD, I/ 48 GUARD )4 #r 355l 55 3 5 #4318 GUARD. 55 4 5 .
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P 1 f— AR BIRL R B o B foo QUEE T — AT B B writer(B 4 7). BE2 R4S At arg E1HHCR 7
1) AR SR AR (R 8 17) R, E W — V05 arg FIMLAES 14 17 RIS 7 (777 A6 BB 3556 5 B 20 writer
Fl arg+1R 4 AEBS IFATIT B R 14 170155 O 17 /17 1 40HR 35 %, B9y writer SRTRAE 0 8 17 HEI0IT T 254
LB B8, 5 3 BT LA 5 00 559 40 S 215 5 M9, 7 M1 o T i 52 08 554 0
B R 4 4T~55 1447, 6 4T~3 74T,

void foo(baol ifInc) {
pthread_t tid;
int arg = 8&;
thread_create(Btid, writer, Rarg);
f/f Increment arg by 1 £f ifInc i3 true.
if (ifine)
arg++; // race instruction
thread_join(tid);
arg++;

1

SR R

12 wveide writer(veid warg) {
1" £ It writes non=zero wa
1" write{arg): // race instruction

[

Fig.1 A motivating example
K1 R
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AR (RHRAT A2, TG 5 B AR 20 30, DU 35 B2 B8 22 19 N D0 SR A B8 3 4 S A i Jm — AN P =2 FR R R I 2R AR
FRAET ORI, X L A E AR SIN T AR 2R FEIE X5 B AR AR SR 3 45 F 1) thread_create 1 thread_join
XA IR () LR R R 1R BR IE 2 4P GUARD IEEEBE T 4 L FE#E{E thread_wait. thread_notify. thread_lock.
thread_unlock. A~ [A] (1) 28 P24 VE 43 5] NAS[R] HI ZR F2 18 X 45 MHP 43 BT B 13 50 5 2.
2.2 GUARDIES

T TEE M IR GUARD R IR A SORZ TSy 9 4 N AR 2 JE2R T GUARD B H: 4 MNAARE
(1) TFG M 4 g — A2 B(TFG), H T R R BN P I AR (B E..(2) MHP 43 #r. FI A TFG 254t MHP
= B O HE— 5 1) MHP 2 #1115 ¥ 4. (3) Source-Sink HEZ2 ) I 7 & X 1) source-sink 15 =A% I IR 7, HAR ¥5 1808 %
HY M — B U 1) T 46 B 59 — B U7 inl 45 R T B8 42 (4) B SE R 25 4% DN B 55 4 8 S source-sink
2, DL ARG 0 B8 7 1) 1 B 4% 6 T 4 B0dE V7 18] 1 #6042 ,GUARD i) MHP 5k R DU il 5 2, e ot g
BJEVE I U7 ) AH [F] AR B R U 19 R S O T 8 AR BUROA B B R B ,GUARD 1 29 KR AR
SIEUE MHP 2341 F0H0HE 37 4 160 00 4% BT 75 21 14 2% 42 00 0] 47 4

=

TFGH) & Source-sink HE 42

MHP 45

Fig.2 Overview of GUARD
K2 GUARD HE%

TFG #.X — i/ 2 TFGTFG B — AN A R B4, e 8 T A F B R 0 F . 283 E DL R 2
Jit.GUARD B MR F 154 MR B H TFGTFG Hh i s AR B8 S0 Fl R 35 b ok b it e 36 TR A %
B K B0 FE B R & A B BN TRG.IX 5 2 )3 B (CFG) 1944 2 77 :UA L 2580 T A4S [A) (72 ,GUARD A4k
FREEAE BT T — SRR IR (0 15 SO, T AS RN e AT 24 418 387 388 00 o 25008 P 3 47 A B2 430 4, % F=— A thread_create B3
W H,GUARD fE TFG 18 — 2% A TR A AUF8 ) B G B 2R R8N 1 (19320, 53 40 AR R4l GUARD 4 — &R 51|48
A(CFG I —AH) BN 2 ANs LRI 52 RN 7E — IR R B AT MHP ER T Re B AR5
CFG #HEL, TFG #1A 3 MRFIH:CFG H i 2 AN AR 4 G AH F ) MHP 28 R AT L& I8 TFG A il — N9 1
— AN AT R O SR AR R R R 2 B AN R, DR O SR AR R 9 o T & AN R )
() TFG 3@ i 86 K0 Pl Bk 2R AR 1R VR SR B AR — . IR 1k, TR G 96 1 28 R S0 4 VR AR 8 23428 b 97, T AR AN AN R 4% 1)
Wit FIRRFHEAE AR MHP A5 200 TH 55 w5 A B 32 56 B 1 A ) ) T4 4 B i A% TRG 8 2 N R B TFG,
EATHIN 5 i1 LU R i 9T, D R ()t I 3(@) Ao I BT XS R A TRG, 5 s i (1, 1) RS
i bR S ARG AT BB A foo B T — N ETIIIRAT writer BIEUHOZR AR, T LA foo ITX BE K TFG 1 975 £41(2,3,4)
R writer XTI TFG N T 5575 55.(6,7,8) 8% writer T XS RLfY) TFG (¥ Hy 15 55 B $i 17, 3X 2 RN, e S 2R AR 3R
177 join HEERERNR BT 6 TR 7470 STIAEMEN MHP X R, TFG M EAIGIFNT —4
BRI Z AN AR ES A AT RIS 8 AT IR B FH T JE MHP 58 R R T 20728, T /2 GUARD R 48 1 5 4 bF 20 F ¥ 72
JEHR AR50 T AN s LG 46795 25 (D node(9)) B & F6 4 arg++. 45T 0 AT REAZ1E £ 2% return 48 4, 81 B 3
AT RO R BT B D RUHEAT T A 3R SV S M TRG 1 H AE T SRAT RSB I MHP 23 H7 3 HL3k 4
TLRATHT.
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- = Create - 3 icreate 2. sources Hsinks 85 i 2:

(114,47
(2)(14,4.9
3. HE bR
(1)444,14:(1,7.2%
4.7 1.C. 1%}
(2)§44,14:00,7.0
e
r 4{':4-) A1,C. 10}
({4,145
4.7 iflne==True}
(2)§(4.14):;

(4,9 1}
(29 Fon
(1)(14.4.7

e

{a) TFG (b) TFG with thread labels (c) Race detection

Fig.3 Simplified analysis procedures for Fig.1
K3 1Rl g e o3 M id 7

MHP 43#7.GUARD iidJy TFG F fif @ L AEFRERF R MHP {5 B Jo e IO 22 A S 45 2 (B
thread_create A1 thread_join), 3 F R F2 AR X AT AR 5 56 T R FEAR B AT 2 5 2 10 MHP ¢ R 3(b)
R T AT SR R S AR IR A R D ARG thread_create BIELGIEE T — ML AR Z. L2 AR
BALE PR AREE, — 2K L, T, @YK IR, 7 FR 25 W61 2 A 2R 2.8 Bt B IR 5 42 (1,C, 1), 7E thread_create W A2
S R 45 1 5 7E thread_join OV A 540 7R I — MARZE(L,C,1), R A IX MR BT T S5 R & LI AMR .2
FEFR 2SS 1 N IGERE thread_create BIARIN,ZE 2 NG ERRWA THERE B — Mo gwH T XA FE W
F B R SC.OR() 5 5 7w thread_create AT thread_join BTt Bi (AR 2 4576 LR FE AR B IO VELH T8 W28 3.1.1 5.

Source-Sink HEZ2. % HE 22 T i 2 #r (value flow analysis), E B4 35 545 5 Bk FE 6] 52 1 source-sink 155
Sy BT I AR 2 A BB R v DU R N i R U E R AN EF R, N HE T FE A LR v e R
B 1A A — ANRRFHAE B AP — M P DA, IZHE ZR AR I A AT — A B 0% 3k e 1 R T source A1 sink A5 31 4
JRMELIR I SR R B A H 16 B source B sink ISR IEAN 2 AR PN CUIT4G.

BIEZFRER. WK 3)in, ke — PR 4l XK Hi T Source-Sink HESL LA MHP 7317 & %6, B &
FF source-sink HEZE KL -5 8% 5 -5 %f .source A1 sink % E X AR B KRB E BRE, RIS 7 4T, B9
TR 14 1T & arg [AII v sources il sinks. 4% ,GUARD 43 #7127 (KB, 3% 21 M source I sink %42,
FEIX — 2 o KT EN ) source-sink B 1% /& (14,4,7) F1(14,4,9). 5K J5 MR H5 1X 95 4% B 42 1 T- 6 42 (B {(4,7),(4,14) } A1
{(4,9) (4,10 IR B H LR AR AR 25 L S BR A2 29 TR 8 5 — 20 2 AR B AT B 5o 2 14 28 T2 o 228 D % 44 240 A 00 4504 5
Fe ol T 5 44T RV R L REAE 5 8 AT AT 1 AR 45 MR AE (14,4,9)FF A& MHP 1, IR L3 ) A k2= i, GUARD
Rt — AR 324 %0 (14,4,7).

B SCRE R )8 R MR BIHEIR T GUARD o il B4R 5 4 1 5 A JE B 12 1 SR AR SCHG A 28 DR I S e 2 7
B 38 A I ) o BT A
2.3 iRIER

B 1 BB e b R AL P R 2R R B4 thread_create A1 thread_join. BIACZR AL 1E SR 4L T MR 2 (&2
BRAE R ZIA R AT A SO A0S 6 P BAT AR 1 s 4L

e thread _create(tid, routine, para) #32 3 NS H:—MNEFEARIR S (ERFE ID). — MBI EPATIES KR
BT KPR I ERA S A,

o thread _ join(tid) 2545 tid 5 B UL FE & 1.

o thread _notify(c) Me #4447 1 thread _wait(c) 1 £k 7%.
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e thread _lock(mutex) I thread _unlock(mutex) %5 mutex R4 B¢ 2 4.
2.4 RiZRE

GUARD 2t B8 $0 4t TRG, AR L P A 0 i SO T M B8 H0 TRG itk i — 1 2R TFG,

TFG XN G=(N,E), EBE—NEEN={n,...n, LR~ HARGHBNLEE={E,...E}, &
oK A AR E R RN k A RIEE & AL — N BB TRG A7 s b 48 4 P 90 ) ok, A2 0P 1) A2 A

B2 B B0 2 #OR T ERRS ALTRG ST N T W H R 8 —how. 5 CFG KL TFG WA — A A H
WA A ET REEN )BT RRE N A AR .

FE—A4 )R TG w0 B Hh (I A 3 AN R B 2 bR 6 PR, 70 T i cais —Dcoreates —joins —notify~
1ock T untock- Fo H,—>create 4 thread_create i H sl 4 AR HIN 5 —join B B AR 1 HH 11 AUEREZ thread _
join f198 FH £ ;thread _notify f 18 T 238 3 —>noriry 5 AH B2 thread_wait 18 F AUEE S SR, A ng B n, 14 5] 25 121 (R
—notify) % . — E. thread_wait 7E n, Zb3047,n, 0 7 22 UL B2R B ny (197 2. sthread_lock B% thread_unlock 11 F
R 100 Bl untook HEFEE I 5 4K T A A B8 B0 F 38 I — con K& AT 0T AR B T B AR B TN
ARk z 4h,J5 5 Pl 75 Zh@ i R AR AR IR R (thread  1D) VG BCXE LK1, 8140 thread_join 75 EEULHL 5 H 541
(BP R 2 AR IR AT )5 B 1, HLH thread_create 6 2 i 2R F2 . 1K — 3 43 38 i {8 43 #7 S B (L 28 3.2 9).

M TEG Hay BLE Y [F]— 5 5 b B BT 48 2 1 AH IR 1) MHP 9¢ &R b A6 AH 48715 £ AT Rt 2 A AH [R] 1) MHP
KERATHRE MHP 735 1 30%, GUARD R &% 1 4 BRAME MHP {5 B 48T ml G 38— X T %k
T HEFI A R A TEG(EE 1 47), & e H R A XS TFG =9 & AT AR 12(58 3 17).allMinimalLoopOrBranch
I E A9 B B2 43 3 PRt B R WA AE MR PR PR B0 3, 8 R SRR B IR A By S e S 2 8 e —
MRE I 5 LA L ={l,,... 1} H i G S E N, ST stV e LN e N ZEXET allMinimal
LoopOrBranch 1L t )45 /M B 5 4 3, %t HLAR 2547 AUHEATBRIC(S 5 AT~30 8 47). ZEARI T A 2 /5, 3 T4 R
B SO W AT & IR AR R — E A IR AL BB TS AT DA A R (G 10 17 ~28 14 17).

% 1. Compressing Thread-flow Graph.

Input: TFG G;

Output: Compact TFG &'

(1) for Gi in reversedTopologicalOrder(G ) do

(2) /Nt marks function calls, including thread operations.

(3) markNodeWithFunctionCall( G; );

(4) B =allMinimalLoopOrBranch(G; );

(5) for LeB do
(6) if Ave L, is Marked(v) == true then

©) for veL do
(8) markNode( Vv );

(10) while G; isunchanged do
(112) B =allMinimalLoopOrBranch( G; );

(12) for LeB do
(13) if Yvel, isMarked(v) ==false then
(14) mergeNodes( £ );

3 GUARD ##h /%

AT B 7R GUARD 43 #1— AN 7 I VR 4020 3R i 0, B AR ) B GUARD dnfalidiid TFG 43 # MHP X &.
2 J5 5 F source-sink 5  H B U5 i) 3, FEAR $E MHP 2387 0 B R AT AT B8 42 B B I 20 BRR AR A% SR R IR 12 4
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3

TR 15 B i 2% 0 B s 5 4 22 3R
3.1 MHP&#R

GUARD R BEHU#E . HERHh ) query JC &R DU IR I EEE 7w S 2.8 7 X — i, AT 1T T 472
TE(TFG), H T AL R BAE s 8E. 3 T TRG Y MHP ¢ R Ymtid N 2R FEAR A, 48 B % 3 0 NS UL b 2B AR 45 /B P 51
NHIE SAE B B g AR TFG DU 55 o ) . 45 HE MHP ¢ &
311 ZRFEFRER

EN R 5E TFG 2 )5 ,GUARD i FH 28 FE AR 25 K T0 265 00 T ok 78 455 2 R 452 18 BT 51N BB SUAE B0 2 26
FEFRE M E XK 4 FioR.CT R —MNHAFF, EH— RHVAH & CS PHEMm K, £ 2 LES LR LEH—1
= JGH (ID,T,CT) RIRMNLFEHRZ5.1D 18 B PP LR FEIRAE, T R bR 25 PP 2, 7T LA & Thread. CS & Other. Thread

SRR CT 2 H i A RObR TR ZH B AR FH U2 — 19 m i) MHP 2% & i — A Tt (NodelD, £, £, £, £) &
7~. NodelD J& 24 5 5 s (M AR 11, £ REFENRELE. Ln Lv L, 4 43 AR 3K thread _create . thread _ join .
thread_wait. thread _notify 1 thread _lock Jir & 7 ) 28 R br 2 45
CT = H:'T:1CSJ"
Lel :=<ID,T,CT >
T € {Thread, CS, Other}
NL :=< NodelD, L, Lj, Lyyn, L| >

Fig.4 Definition of thread labels
K4 ZeREtnfEse X

F2 TR T A SR AR B 5 A G 400 10 6] 2R AR AR 2 R AT B e, TL(n)[t] TR B 48719 450 n X RE0 £, 3
L tefe, jown, 13 ARt R A I TL(n) SRR ZR B9 50 n (9 NL(B] 4 e X).N(CS)H T & 4R tH B A 1/
R CS 175 5.N(CS)HI No(CS)fR3E CS BT fE B A TFG N i Al F iy -y 3R @ id 28880 t (13
EH 2 0y 7 (3 ) AT RE A N(CS) (B N(CS) —, n, ), iX I e o — AN BAT A A CS 9717 sl i 288058 t ¥l

HHEZE ;. N (CS) Al N (CS) 43227745 £ N(CS) 2 il il J 1 4. Succ(n;) F1 Pred(n;) %7~ TFG H71 & n )5

2k T 4K Obj,Oper = Obj; fR3& i i Oper iy — YRIRAH, 1 41 Obj; | J = Obj; 7= & I IX W ANEE &5 3 Z il 45 Obj;.

Flow }i 0 &7~ — IR EE A (K 2R AR AR 28 6 40 A SRAT K AN BB I — 0w 5 5 N FEEE, B0KE K B B 3RCTT A0 (191 2n
DI L, B FF I Lys Lo L & HRIZZR AR — A 00UE — AR 5, 5 4607 50 5 30595 S0 A A
[F ) LR TR AR 25

Call HUJU F T 72 s 20 AL 5% e R FRAR 2. 2 — AN R AR SR B A2 A B3k — &b ok B0 A B, 98 o 2 i 1
T 25 4 A 188 25 At R P 2 VR D T i R 8 S U A R 0 R FH 35 HE S bR A 4R

Create U %} 5 thread _ create 3/ A% 3 I 33 25 2R R A B 2 5INPT IR (Les M L), 3K 5 AN A
REIRIME NL X R Lo P9 AERE BV LR TR b, 1200 MK b 8 A 338 4 4 0 e 26 R K e A& R 76 thread_
create (I &, HH Lo IR EE A I, T A ZK 4 DEA PR ER G 1 R 28 A5 6 1 70 R B0 FH 7 A 00 )
TERRZEAL R A% 0 X B AL — 4 2R B0 A AP 00 R 2 ol R — A P 6 bR O T R T S 2 AT I 2R AR AR
S5 45 R U A T R LR RE AR S AR R . 2R AUk S R IR AR S R R R O 2 R
LR FEPR 2 A R A AR LG 2 N 2R RE (0 B A 51N T AN ) (938 S, IR 1T AN BE 48 404 P9 EEC BR 85, i L GUARD
KOV AN 2R G 58 ST R e R

Join. Wait/Notify. Lock. Unlock. CallingContext KiJI &30 1 F &2 28 FE H5AF I 2 FEHR 2200 Join FL I R,
U —MARZE Ly WA 28 1 2 B AR 25 N A join £ Hh. Wait / Notify BT 35 B 20 — A 1D(RIVX 74 Fh 48 1 (1)
M —ARiR) N thread _ notify T4 /i 3R 5 DA A thread _ wait JIT 45 J5 4% 715 55 (B 45 1 R 18] 5 ) bR S 42 h.
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[Elow]
Ny = flow Mm-1 € {1.... k}
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[Create]
N(CS) = greate N{Thread) Ly =< id Thread. @ = Leg =< 1D, CS5,0 =

vt € {J.wn. 1} TL(nm)It] = (V23 TL(npIt]
TL(nm)le] = =N TL(n)[c]

[Call)
N(CS) = ot Ni(Callee)

L] .
TL(Ni(Callee))u = TL{N(CS))
TLIN(CS)U = TL(Na(Callee))

- L]
[Lock]
NiLock) = jpe ni. Ly =< 1D, Other, 0 =
TL(N(Lock))[{]U = L;
.

[Join]

. L
TL(Nj(Thread))u = TLIN(CS)), TL(Ny(Thread))[c]u = {L7}
TLIN(CS))|c|U = TL(Ng(Thread))|c] U {Lcs}

- L]

[Wait/Notify]
N(Notify) — notify N(Wait), Lywn =< ID.Other. 0 >
¥Node € Succ(N(Wait)), TL(Node)[wn]U = Lyp
VNode € Pred(N(Notify)). TL(Node)lwn|U = Lyn

[Unlock]
N(Unlock) = ypiock ni. Ly =< 1D, Other. @) =
TL{N{(Unlock)[I]- = L;
.

[CallingContext]

No(Thread) —join N(Join).Lj =< 1D, Other.® >
TL(N(Join))[j]U = L;
-

N(CS) =y njt e & - ‘("f}ow-n';..r' =<1ID =
Vx € ¢, j, wn, I, TLIN(CS))[x][CS]|| = CS;
L]

Fig.5 Transformation rules
BI5 g

Lock. Unlock #LIFEHLT GUARD £ 40 s #4511, 24 thread _lock £6#5#% 1 FI I, GUARD 5 — MR i
TOZEBEE Ly X R, 2 thread _unlock R 50 R R IS, B0 A B2 84 R 1V 8 2 Bk 0 1 2% 1 480 B U L4 77 m gt
FIEBHE S

CallingContext #iL I #& T GUARD SEHL_| T SCHUR B9 AZ 0 S 4T NL H B BT bR 28, 4% A 1D K5
ABREEHH) CS BEAT HF 4 E R B> CS B9 1D A2 HHE I A, 5 e GUARD AT LA —A> CS @ it — A1 F .
F X Fh 7 2, GUARD el it 04 CS H A% 1D R B AR A R 3.

MK 5 7 LA H,GUARD #f thread _ join =[] 20 #: 4% (thread _wait Al thread _notify ) 73 A7 (i 7E £, 1L,
HP T AN 2 17 B A S B 2 R AR 2 X Al I R ERLEE T B TS B (AR 2 T R 2 B & LA B 1) MHP 20 RIS B2
FREET] e 22t R K.
3.1.2 MHP 4#r

TEE LR FRARZE AN EL e 3 5 ,GUARD AR 45 5 45 00 W0 3 3o 1 Je i) B0 TR 1) 437 19 7 9233847 MIHP 43
Bt BRI B AT 22 AN RO SRR AR AE, B T T 2 BB R A R R AR AR A A% B 48 B AT IR 1 A

12 B R A B2 AT g #E v GUARD LIS ¥ 41 5 43 A7 B 0 72 LI Br GUARD 45 18] 5 T 7 1) 7% 00 T 1) s
I B LR AR AR 2 A MY BES ,GUARD AT LU I B2 T P 6 62 10 MHP X R (HIX — [ BL A A E B
GUARD, L% i B 2 ) MHP 3¢ 2 31X 2% N 9, GUARD 75 M\ 45 45 4 T Bk 213k (1 B 42 T 3R B B b 28
TARK— M, GUARD [ Hbr&, Lk & EH BEE SEEEE 1 MHP X R, FUNE & MHP LR EH KA
& BT L, Atk GUARD #4755 2 B BER 1 T0E 1R R 404

12 B T R 347 g FE H GUARD  BLBR 0 F1 0 7 230 AT R BORR 25 20K TR 3 ) e R A 25 4% i3 45 450 1A A
T AR B BHER RE S0 B 4 R 2R R bR 2 B X Rl 5 X, GUARD B 45 H T & R R R AR 4 F HAN T B IR 2 (5
S e e O ) S R 2 I MHP X &
3.2 ETFSource-Sink iy MHE 22

AR ML T R IE R AT — R BRI B BEAE . R SCRURRIE R A T AT — 35T Source-Sink ]
Tor AR B2 AR IR 23 BT SR 406 T B0 MRS 5, DAL SR AR Ze AR 3 AR AR TR A9 40, % thread _ join(tid), tid 42015 4 4k
T join FRAE HI LR A2 B ¥R A [E]. 228U, thread _ notify BY thread _lock F 28 R R 1Rt 8 12 38 1 4B AL 70 7 A% 33 45 5
NLF thread _wait BX thread _unlock .GUARD 1 B 5l 4 43 B 19 77 U AR w1 A i) 8, GUARD 1 5 2 HEAT 58 42
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BRAR &S R KRR B S A 7 ik 2047

RS IITREE 00T SR )5 45 58 — SR FF B M BR AR, B 2 WU X B AT B 20 IR 2 A4 SR 1B AT R 1 ) i 0 AT

HiE 2 /R T 2T Source-Sink FIRMAEZE, ZAEZLIR AL T XF source 1 sink fI7C & .setSource. setSink Al
checkSourceSinkPair B4 HHF & 1R TR A U 2% 58 1) .setSource 5 X 1 WREEAE & /& source;setSink & S 1 W
HeAs 54 sink;checkSourceSinkPair T {4 6t it 5 Y 43 17 4 4% source-sink #4341 SR % source-sink DT ACHE & (1)
JRIFRIE GUARD #2306 FLAR 5 Hh k. DA A7 Ml 85 K 9l source ¥ AN P9 A7 73 BiC R B sink 15208 A A7 TmT
oF H BT LLBEAN N A7 23 TIE 8K 2 (source) B 12k B 3 2% %43 v 1) P9 A [ S iR 280 (siink), DA St g 4 9 A2 3t DR . 0% T S8l
54+ source AT sink, FATTHE T — 544 i 72 X .retrieveCalleeSummary B8 304 418 FH 2 1 source 1 sink {5 B A%
6451 2, IR sources A1 sinks L4 T 4 U 1Y) source AT sink {5 2. 4% 1 I & (1) source AT sink i i & $i4L
(&R EHEAMAESE VR WS 4.0 797), K 08 F 35 75 ZERe 9% SR U R A 3 2 4 0 i MBS S 1 T source 1
sink 7] B8 AN7E [F] — R % buildPath 28 08 i U4 A 4 SR B A source 3 sink [ %45 7E 55, A source #| sink A B&
A1k — 2 B8 A% D8, A% £ paths W R 2B 2 4R B8 AT R, W01 SRV I 2% 4% 2 AT A 1Y, 98 4 reportBugWithPath fft 2%
5 Z .

AR B AL SR T o TR T (36 147), X R AG E 0 IR AE ek 50 Y JE] DG 1) 3 A R B 3 A AR i
£E source PL K EATNRLFY sink, 24 3% B — > source-sink S, iZH A S A source A1 sink A& 75 # i 2 R E H IR
TAAFAERE X, T SR 2, 3 25 b source-sink it B K #4215 2, 75 U, Z08% & (3F 7 17~28 12 1T). 7T LAE tH,GUARD a4
source-sink {5 2.5 6 17)H k& &4~ source-sink XJ B RIATPE(EE 11 17), K1 1% 20 BR2 bR ST B AR U,
{EA3 M2, — > source-sink #5145 p AT LA 43 N 25 B8 4% py AT po, H py A1 po A AH IR B 25 B 2 1 75 source
A sink HHEEHGET p={py, po} T, = (0100 Ngyree)s Py = (050 Ny )-

H % 2. Source-Sink based detection algorithm.

Input: Program;

Output: Race Bugs.

(1) for fun in reversedTopologicalOrder(Program) do

(2) sources=setSource(fun);

(3) sinks=setSink(fun);

(4) //The following function retrieves summarized sources

(5) /land sinks from fun’s callees.

(6) retrieveCalleeSummary(sources,sinks);

(7) for source in sources do

(8) for sink in sinks do

9) [Iverify each sink in variable sinks.
(10) paths=buildPath(source,sink);
(11) isFeasible=checkSourceSinkPair(source,sink,paths);

(12) reportBugWithPath(source, sink, paths, isFeasible);
3.3 ZFEN

#F MHP 771 source-sink HE4E,GUARD 1 F 57k 3 @ik source-sink #5204l £ 8 5% 4. 7 %6, GUARD
26 A source 1 sink & 75 i B B IR TR S 0 — AN BV R B A0 — AN EEAECGE 147)08 7 BRI -2
B8 U7 5, GUARD ¥ 7 — AN MRS 2 (B 2 47~58 3 17).4% T 2k, i8 1T isPathOrderReversed. isReachable #ll
iSMHP #&1k 35 £+ ¥l .isPathOrderReversed il — > source-sink # 42 (Hll p) A& 75 £ 3% FF (1, LI SR B 5 2 1
# GUARD # source Fll sink #5585, K 11— source 7] fg t 52— sink, ;2 Z IR AR, 3K S 550, 4n 5 206 It
¥, — NI T B 2 A R 5 PR R LE R SE B AR Y 2 J5 ,GUARD X I&IE source-sink #%4% /& 75 7] ik .isRechable
PEULH M source | sink [ #8420 5 18 FH B S 20 TSR At 48 07 k< T B0 P J& I B 45, 2 J5  Jl I n T R )
fifi A source-sink ¥ 4% /2 75 f& MHP 1.
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iISMHP.4 py 1 p, /3K 3 — N5 52 source-sink #8422 p [P 268 4%,4 NLy A1 NL, A py AT p, HHRER H Sk
(R79T RUbR 25 B8 A% py R po 2 MHP (1,2

(1) NLITANL[I]=2;

(2) NL[wn]n NL,[wn]=;

(3) VL, eNL[c]l, £, ={L, : L, € NL,[c] where

Loo[1D] = Ly [1D] and Ly [T]# L [T1}.3L,, € £, Ly, & NL[1UNL[ 1.

TEARSCHTE U BRARR T T ,1X 3 AN 252 po FH pa v MHP (3855 2610, R R0 (1) BT A B [ — A8
PR (2) BATA N wait B0 notify #E47 R #5;(3) MRHE S AT A FHEUEAEAE — MZA B join MARR. &5 &
1d isFeasible #8452 75 PIAT, B o SR HH B A 2 AT TR — AN R 29 TROSR A 25 SR B iE B8 A2 1 W AT MR (3 10
7). 3T — AN E0HE 324 %, GUARD BRiiF PN B AR 20058 1 /N 29K B U0 MHP 2R PR 4545, 26 2 A2 A
RZ source F1 sink R EE 4. a0 SR € AT AR T o % A 24 RS W 2 1V, ) GUARD # &5 X — I A (3 11 7).

3£ 3. CheckSourceSinkPair.

Input: source,sink,paths;

Output: isFeasible.

(1) if source e{write,read} and sink e{write,read} then

(2) if sourcee{read} and sink e{read} then

3) continue;

(4) //Analyze every path in paths

(5) for pin paths do

(6) if isPathOrderReversed(p) or not isReachable(p) then

©) continue;
8) if not isSMHP(source,sink,p) then
9) continue;

(10) if not isFeasible(p) then
(11) return true;
(12) return false;

4 THEIY

GUARD 25T LLVM3.6.22Mgi ] Z320Mf 3y SMT sRAF 2Lk 2B .GUARD H T4 IS5 LLVM
pass TP, LLVM pass FH T ik s b $UAT T 400 A2 B 81, GUARD #F C i1 ¥ POSIX
thread® 1L B C++ (1] std::thread.

4.1 FEMRK

T R EE, GUARD RELT Z R4 7 258 1 Fi2 Thread escape 73 #7, B HERR T RS A 22 5 FAh AR &
[Fi BN g 1] P AR o B 2 R bR o 4 R A8 P IR bR B S O T K M 258 3 R AR Ak 2 D 00 5 4 A )
4k, source-sink [ .

32 ki% (thread escape) 4347 0 BT J& i, — ANFE 7 vl e A & 450 B 5 2 10748 o, 50 AN F UG 55 22 A 2 119 728 4 U
L GUARD H &bl 2 18] Y22 i (R S b 2 SR 42 JR 28 ), 1B 38 0 A BT 1 99 T8 K 2R 2 1k 3% o M7
BB 30 G0, 43 BT B 8 0 5 FoAth 38 B [E I 4 1] (128 B Bl GUARD R4 40 BT ANl 2 R AR 25 11 A8 & TR X RE 1
AT AL F A AR B — AT U7 I XA R R IR S HLE A, B R R R R R IR B R B AN 2
FEAE IR G, 7R SR 1 URER R VA FH A A R B A & SAT MR R R AR B IR R AT

NBEERTE. TN NER SR RAES LR SRR R BRI, X PR 82N
A 6T K Wb A 3ot T i 0 3R B R KR PR T A B 8 GUARD B 4 RS B 4 E B 5 e 5 2 ,GUARD i 4
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Tk

JR 25 B DA R B0 B bR B0 D 2 T A % 1 O 2 A A T A R B 4 R e S A /AR B DL R or X s
AR SHCR A 4 R &, G — H i T 2 g 2.

fE 1L B9 source-sink &3, AEIE 35 4K I BT 19 source AN sink & % 25 & 452 5 U (A B4 B, Bl T -
B A A2 S B A BT LR FE R B NS R BUTR 0 8 T % 2 R 1953 HT,GUARD  SZFx Hoi
source WA ARG sink BN E2ES B4R X FE, a1 S — A source /& S sink /2 32, 5 A 4 K A source AT sink
IR 1 2R 1) source-sink 4530 248 £ source A sink FINGUT, 75 M, 24 — N9 ) 22 5 10 53 — ANV e 2 52 i it 25 3k
5 W BT B, B0k JS ) source-sink 453X BB 98 /0 43 A A B 1) Bl iR DL B ks £ source AT sink I S ]
42 EFPHTREIR

BT AR STV TR A WA 7 AT 25 BRI B8 A2 20 (R MHP 211 F1 source-sink A& ), 2 ZAE 45 95 4~ 2 HT25
R 1 20 SRS AR R RE—BUAR T, 2 0 AT — MR IR BT, 2R R br 2 e DA G A AT I IR B R il d vk TFG
FHE 4 H0 N GBS 575 MHP 347 2IA R 3l 2 AEZ, B T 20K 00 BT 75 B 45 & MHP 40 #iT fL T source-sink IR i
ST, TR MHP )58 S 2R PR30 4 B A A — 55000 10) 481 4, 45 W] B HH I MHP 3 i R 280 2 IREAN IR ER(H 2
source-sink JUIJ2 3 CIZAEHA. R L, R GUARD (1) £ T2 it 73 A FURS: 0 AEE 22 RE A8 45 & AN PR 38 23 IF 3 A, A 10 =2
SRHL T — AN O 5 B — AR B 2 K DAIE BB AN B (L) B T S 5 (2) B AN — B B AR 2
AR AR SaturnBOURT Pinpoint! 2% T A 75 3 T 2 S AF [0 0 M I R rh R T 08 32 T 4T 0, 36 ELK 8 36 J T
2 VR AU A B A S 1A i P 284

5 SKIIFf

97X GUARD #EAT VARG, 3R A28 R a0 T #F 5 1) 7.

RQL:GUARD o il #4f5 35 4 ) 2% 2 i 2

RQ2:GUARD i Il 45 48 8 4 1) 45 2801 i 2

RQ1 iT{li GUARD J7 ¥k [ 14 Bt 2 I, RQ2 A Ak I 1 1) HHis 55 4 0 . gD iR iR (K158 7154 GUARD 5
PRI AT VA . RQL A1 RQ2 B8 TFAl GUARD Al Ath T ELAH Ll S A 1k B ) 25 53t AR ST SE B 6 X 4 Fif ] LA
ON TF K45 (0 RIS 00 5 25 B0 55 4 A I T ERelay™ . LOCKSMITH™! ., Goblint®™ 1 LDruid®. J i Relay #1
LOCKSMITH =24 di #5554 0 T..B ,Goblint Al LDruid £  # H EA, Hdr LDruid FFERH T MHP
SRHT T X e TR T SRR AU ), B Goblint A Ah SRR BR AR BUR K 40 M X R T AR BEAE 4 3
F10 81 8 ' B AT A SR M I AR B 1 M EE 2 F ,GUARD & B 30 it R AR R 1.

Ji G LB #E4E Ubuntu 16.04. Intel Core i7-8700k 4 8. 32GB ¥ B N 77 45 1F K 58 . 1% S 56 6 A A
T2 BRI B BR A5 1 /N BE it &b, T ¥k 7E R A BT 18] P SR 110 2 3R 2% A 4 Bl A0 0 i 2 13X 2 D T 38
2, K5 GUARD £ % 77 AN W AT B 4%, 1 SR 465 18 I 240 SR 00 AS W] i A2 2 5 550 B2 1) B8 458 e 25 7, AT T R 5
N,

51 xR

T GUARD 7 B AR IAR 5 (1 P A D, 5 B HLIZ B Github H EL B AT I TR IR I B A ARG 6 53X 25 15
Eiae, i M TR SUE RS Bl R R p A0 AR (S B LR 178 3% @ PPl 5t U5 i GUARD it e
ATHEAT 0 B e il N T 0405 G h R ot 38 1 FH 7 AR 1 (AR DG A5 8,58 1 B ANEE 2 314
SRR AT 4 R RIS, 55 J A 1) U 2 A 002 e P S R0 R it -

T ARAE A FRATAREE . GUARD A6 H ok 1) Bt 55 4 1O T0 H (R ER 1)1 R S64E 25 VP4 oA T =L 11
R T UL T LB R HERE /7 2 25 T LDruid A1 LOCKSMITH Ff it i) 7 MR B FEAE 1 /N ;A
A T8 8, T AR T 2 SR e 4 50N T 100, BATT ik 23 T B B DB 5 4 S 15 0 B AL A RO R 100 AN HEAT
Wik SEo6 45 R O 48 A JFAE figshare 7 (https://figshare.com/articless GURAR-Experiment/9724055).
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Table 1 Information of subjects
1 MNHELR
Programs Size (KLOC) Description URL
Transmission 81.835 BitTorrent % /7 iii; https://github.com/transmission/transmission
LunchBox 20.826 C++Z LRI https://github.com/Eyescale/Lunchbox
FineDB 15.310 Nosql Z# https://github.com/Amaury/FineDB
sofa-pbrpc 320.743 "8 RPC https://github.com/baidu/sofa-pbrpc
s3fs-fuse 16.234 2T FUSE X1 RS https://github.com/s3fs-fuse/s3fs-fuse
axel 4.608 BEH 1T THR https://github.com/axel-download-accelerator/axel
leveldb 25.438 —~ key-value $¥ %2 https://github.com/google/leveldb
zfs 491.393 — MRS https://github.com/openzfs/zfs
Iwan 17.145 — A~ T https://github.com/Ipereira/lwan
zfs-fuse 213.402  Fuse R ZFS X fF R4 https://github.com/gordan-bobic/zfs-fuse
rsyslog 124.333 —MHERIERG https://github.com/rsyslog/rsyslog
RedAlert 139.407 W= % https://github.com/alibaba/RedAlert
zcash 1350.028  “Zerocash” iM% [ SEEL https://github.com/zcash/zcash

5.2 GUARDHIZIZ

K2 2 HIAEE 3F R TR TFG K T &AM ERE(E .28 4 ZUFNEE 5 7RI 7 & MHP 1)
PERER I 28 4 B F ¥ Z R 7], 56 5 F1 2 B IR B N 2 AT LU tH— 2 DL B FIFE 7 #RETE 1s N 58 BT AT,
JIT LA GUARD 52 A& 8 i 24K . K 22 B iR e P Vi FE 1) A A7 B ARG, W] LU B, i A7 2 /7 #8 BE 7 3.6GB 1) A 731
FEN 58 B MHP 43 41 22 R3] MHP 9 2 J7 T8, MHP 253 Jir 35 F8 1 S K JUAT~F 35 0 0.331s. Ho i A 5 MR T
) MHP ¢ R [FI A1 150850 3% 2 7 LAAS H 4518 :GUARD &+ 43 i 2411

Table 2 Analysis results of GUARD
& 2 GUARD {14 B4k

MHP build Info. MHP query Info. Race analysis Info. Detection Info.

Programs Time (s) Memory (MB) At\;/;éq(t:lesr)y #query Time (s) | Time (s) Memory (MB) aﬁ;?)t;; s cl\rfleacnkuizlg
Transmission <1 40 15.6 5371 0.084 201 3018 2 2
LunchBox <1 60 22.0 1003 0.022 15 1614 2 2
FineDB <1 5 33.2 600 0.020 14 873 1 1
sofa-pbrpc <1 107 115 19 211 0.221 536 11 408 2 2
s3fs-fuse <1 33 13.0 6592 0.086 42 2261 2 1
axel <1 3 13.3 901 0.012 192 1002 6 6
leveldb <1 34 23.1 173 0.004 31 2255 10 10
zfs 80 147 588.2 36864 21.685 1077 10 033 8 3
lwan 1 146 17.8 1745 0.031 117 1246 5 5
zfs-fuse 123 3532 137459 3880 53.348 3247 11 341 29 19
rsyslog 45 2008 12.2 14861 0.181 1 863 6 6
RedAlert <1 109 45 221 0.001 51 5751 1 1
zcash <1 61 948 N/A 0 0 1870 36 799 0 0

R 2 IR T AT 8 AT R I B 55 SR Il &5 I FRAT AT T AR T (R AT I TR RN 9 A7 R RS TR
12 MEF, EAT RN 4.6KLOC | 491.4KLOC ANEE #AE 1 /NET N 11GB PIA7 264 T 58 B T 43 W 208 5%
SR K ) LRI T35y 83.7s, AR T RE M LT 350 2 734.0MB.I 5 — /M2 T 75 BEAHXT 58 2 (1) B 4T 4)
Hr. 7l LLE #,GUARD REWSTE 1 870s N YHHE 36GB N 4758 Jli it 1.3MLoC MUBLAR 7 (1) 43 7.

3 RN E LA PV AR IR I (AT AR ) BT AR S HRAT I (], Mem 2 5K THAE N AE.TO By i
(TimeOut),Crash 1R H I T BLAE %, 00M FIoRn P AAA AL VT SRR FETH B FRAT) 20 BT A7 4 I 1) 9 A 45 L (B
TO. Crash 1 OOM),E e AT 24t B[] 42 R K0 . SR HR T DU 75 20 A /N U2 77 B, GUARD H A2 B
R AE 2 GUARD 18 Fr A AR T b 3Nk y 6.08 £ ACHL MU 22 10KLOC LA _F [RIFE T 7 35 43 ¥ ik i
FFRTHIR AL T = 8 5Tk L K0 5 ,LOCKSMITH. LDruid. Relay. Goblint A1 GUARD 734 i 8] () 5 %5 °F 1)
B4 55.50s. 80s. 3.67s. 79.83s Al 25.00s,7H#E N 7K HECTFHIME Y 767MB. 322.8MB. 49.7MB. 194.3MB
1 563.8MB.H T R GUARD BEW 4 #T BTG 27, T LAEE X A T A 1-F 3 0 Hr32 JH R %5 & GUARD FI'E 46
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3

e M IR 1 40, LOCKSMITH R A Ml 4 N2, ,GUARD 43 e AT T 4115 18] 24 9.25s, T34 A 7231 #E 2
250.25MB, fiT LA GUARD £F%} LOCKSMITH [ 4 #r s FEFRF T 5 A%, FEAR T 2.1 51 A7 FF44. R 21, GUARD 4t
%t LDruid.Relay.Goblint {2 #T3 FE 2 Bl F+ T 43 £i5.-0.72 £i5F0 1.8 i, 7E W A7 FF48 1 ,GUARD %1-%f LDruid.
Relay. Goblint [ TEIFEE 0T 0.09 5. 6.7 %0 1.92 f&%. 1T GUARD R 5] N T E R0, Wi, BAHUR
1943 87 75325, B LA GUARD [ 43 17 48 <3 v T LIRS B2 19 40 B 7 2. 98 GUARD ¥ 9 A7 44 R bk LOCKSMITH
G R, H TN EERE T 3 AT H,Arbl GUARD 138 4 73 T 380R 4K 1H 2 Lh i 1.
Table 3 Tool comparison: Efficiency
#3 TAWBHME

Programs Size LOCKSMITH LDruid Relay Goblint GUARD
(KLOC)| T(s) Mem (MB)| T(s) Mem (MB)|T(s) Mem(MB)| T(s) Mem (MB)|T(s) Mem (MB)

aget 0.83 1 325 1 29 3 17 d 27 1 42

ctrace 1.2 1 214 1 37 3 16 1 17 1 58
smtprc 3.2 60 1081 53 151 3 26 4 53 4 268
bzip2smp 4.2 160 1448 1464 804 4 41 i 38 31 633
memcached  10.9 TO NA 1740 593 1 34 15 117 37 769
cherokee 64.5 Crash NA TO NA TO NA 457 914 97 1641
icecast 20.9 NA OOM TO NA 8 164 Crash NA 4 536

GUARD 7E GRAE S MRS BE IR RITAR & GR35 i 20 BT 8GR M SR B 06, 8 ) TRG R4 35 1 BAT MR MHP X
FR M7 T T ARRE 5 MHP 537 A1 2 3 5 I 10 2000, B0l 58 9 BT AT source-sink B2 4 7 AR P A
TE6 93 W 8088 58 4 s GUARD. IUTE S — AP AT 7 F 8 20 e A SRR A3 HT LA LE H0H 56 5 O T ek ELR,
T AL B G (AR TRG. WCHR A2 2 JRUA%) 7 S 1), GUARD ZEASII /N RRASEI T5T H e 280 S 7 TR

B N SEE S R LA tH GUARD 2 i A, #5458 SZ R TR) 7Y SE R T 3R 3 X AN ]
TH M HBAR Y], GUARD 15 AL B A HURRR 7 I 5 4 b EE S fth T H B B
5.3 GUARDHIAEXM

R2MEBSEHANTNIHT ZBHRMGE R 9 FIRBASNE R, CRAR T ERMHEBSE—HRATEE
25 B AR A5G T AR IR R B LA P8 16.0%. BhAM, BRATHFF R & WG T 12 ANAH B3 7 4+ IR, 9 B
o 8 MO A&/3 T HIN AR IEESFRHIAFINNFEFE 7S REEER.

24 HI T S T EAS I A T 1 B 0 #Warning 2 B SR I 2R A 1R 1R 8 R #Bug AR R N THA
MR IR SR AL 4 F1 AT UE L GUARD JR8 AN 2 5 R AR I T B AR GRS T 408 5 40 1) os 2 2 e v L 7E K
ZHE BT 5 P T B AR ek H S BRAEAE (M H0HE 56 4 HR 534k 4 Fh TR 2272 A B 2 (1R 4. GUARD IR R 3
AR 5 A2 B AR B9 B A& T 3 ,LOCKSMITH. LDruid. Relay. Goblint #1 GUARD & L ) L FE(th T4
0, UBEAME N 1, K5 3R A5 LA P 3B I8 1 DAAR B ¢ (1T 351H) 2 84%.80%-93%- 97%FH 37%. H 7] I, GUARD
) i 2 e A ) T LA 5 B0 0 B AR 0D B AR B RN TR A AR R > B A5 — $R 1 2 Bk T GUARD Al
Relay LAAh,HAth T B 240 85 0 8 0 — AN L AR 5 BT A vl B8 A9 B0HE U 10, %o 1 S 50408 5 V& 0 24 A HEAT AL T
A — 2B & AN B U7 1) 1) 4% 5 BEAE S BE 22 RS 0 0 T A N AR S I A K I GUARD TR

Table 4 Tool comparison: Effectiveness
F4 LRBARME

Programs LOCKSMITH LDruid Relay Goblint GUARD
#Warning  #Bug | #Warning #Bug| #Warning #Bug | #Warning #Bug| #Warning #Bug

aget 62 3 41 3 24 4 51 3 27 12
ctrace 3 1 2 2 40 5 16 1 6 6
smtprc 9 1 7 1 130 1 29 1 2 2
bzip2smp 60 0 149 0 154 0 41 0 3 0
memcached NA NA 68 1 9 1 468 1 1 1
cherokee NA NA NA NA NA NA 1127 0 0 0
icecast NA NA NA NA 2197 0 NA NA 0 0
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