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Abstract: A trustworthiness-based ad-hoc secure interoperation method is proposed, in which the concept of
trustworthiness is introduced to describe the probability of proper collaboration. The trustworthiness of an
autonomic domain on a user is decided jointly by direct experiences of interactions and other domains’ assessments
on the user. Only the users who satisfy the requirements of target domains’ trust policies have the privileges to
access entry roles. Records of a user’s malicious actions will decrease his trustworthiness and then accordingly
reduce his privileges. Target domain uses weighted majority algorithm to update recommender’s trustworthiness,
which is reduced by unfair ratings. Experimental results show that this method can effectively resist cheating and
malicious actions.
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' |sign, (PS;; @hash(rg ory 0i +1)), if i>1" ' |sign, (PE, @E)), if i>1’
Horb sign2 22 BB 5 O RN AL 51 AE A5 5 o RO FEBRAE  hash /2 41 o6 20 H P u s et Dy b 1 1 4
JE B U7 G K DR ERC Ly Vi AR P ={r},..,r) } RIS Ul AT TL& U E) 7 A28 (5 8 i :
RC, = (i™,P, E;,PS,,PE),
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M HEIRC G 3D MR HE 1 AT R SK.

B3 1 P ED L AR VT [ SEE RC, = (R, P, E;, PS,, PE, ), 5Dy, o FR4HE A HiL {5 AT 5 WA H AL e 3.

Ay ) FEERC;.

iyt A FOVFYT R

Bk Horder(n)ik [ 40 €4, r A6V AR I E 5

need_trust(r)iR [FIAMAE AR SEIE T, 52 SCHAT A (4 r Tl (5 AR 1%

1. k=i+1; t,=PSy_3; t,=PE_4;

2. while k>1 do

3 k=k-1;

4 t, =sign, (t,) @ hash(rf orf o(k +1);

S. t, = Signdk,l t)® E:il;

6. done
7. if t1#t, or ty#seed return FALSE;
8.if (ry,ri™)eF return FALSE;
9. forrinP; do
10. if (r,r")eR,, return FALSE;
11.  if (Domain(r)=i+1) and (ri*° r) return FALSE;
12. done
13. Trust:™ = (Wt x EX o+ wi™ < RIF) /(we™ + wi™)
14. if Trust™ <need _trust(ri™) return FALSE;
15. return TRUE.
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Lt £ 25 1) PR — S50k A A R0 P B A 22 ), E b3 SO M5 AT B2 S ek /N 1 48 (I g 26 3l - 1 4%
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3 Fltote+C,ty Fity—c, 3 HH G A AT 3E 130 20 R J3E 36 Pl A5 kA, 1T L BEABL 11 93 058 10 £ A BE P 4742 110 22 52 S5 B B
A T A 7 HEAT S 48 TE P A P P 4 24 20 o (043 A S x SRR SUIPA 40 3 B (1) i
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-1-(1-u)xx, if x<0
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AT E A 3 AN [ 270 A S0 e P P02 A S A8 16 3528 8 00, 65 10 B4R T 0 11 5215 AVE, IFATE)
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Table 1  User’s trustworthiness and evaluation in recommendation

x1 G SHEREE B

Level Trustworthiness Evaluation Value
L1 -1<t<-0.6 Mediocre -0.8
L, —0.6<t<-0.2 Bad -0.4
Ls -0.2<t<0.2 Average 0
L4 0.2<t<0.6 Good 0.4
Ls 0.6<t<1 Excellent 0.8

Pl 2(a) A2 A SR A 2 P HE A A L I ARV O, H AR SR FH P 1) S B AT 5 HE A5 A5 AT 1) 28 e B B 95
AR AT BEI IFA T WMA A 2 B0 T A5 )5, IR M IFA 8 B 1E 545 B H B0 O 22, 36 I R0k R e 9 T
AN EHERE . B 2(b) R A7 AE 20% AR SFAN IR 100, IFA F1 WMA A0 B (145 4T J3 585230 FH P 1 2 S2 8.6 1 40 YR M 1E
5% v MR BN AT 8 58 A AN K R, 3 R B3R A5 F P (R A AT BE Al T 22 e/ 5 IFA A L WMA 7E B
YETE 5 B I 40 DUG 3R BH (2. ] 2(c) 2 AFTE 40% B AR AN IR 1% 400, L B, WMA LU IFA (9D 3558 n BH 2.5 R
s LR W IFA BT WMA HRTE— 8RR B A A0 S A IEHERE (H IFA S T R E B Z W S 8O0 P 1S
AT FE VFAS 11 9% 35 1 2 5K, T WIMA A B8 42200 LSl

[—Performance —=—wWMA —IFA —— AVE]

[——Perfomance —=—wmaA _ IFA —— AVE] [——Perfomence —=—wMA — IFA - AVE]
(a) Fair recommendation (b) 20% unfair low recommendation (c) 40% unfair low recommendation
(8) AIEWH (b) 209K AT 1 () 40% FEAR VT it

Fig.2 Experimental results with different rate unfair recommendation
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R SR 7 RS8B4 Ol AR SO R TS AR 10 B AL 2 A AR AR 0k, B VR SRR A9 T 7 (R U5 1) SR AIE AN A b 22
SRS ST ST TR AS e SRR (07 ) D7 S A 9 OSBRSS R AT S (B S BOLHERR S A
BEEALR, AN T o T A5 B2, 52 M A A 5 R AR A A2 17 S5 LB 55 P 1A B R A L 0 6 2 ) ) i 22, 9 Sl A P
T WMA [RJHfERE PP AL 05 SEFT A 480 0 5 A L VP A S 20 A VR S0 A5 A P2 ARG, 52 i LA 745 SR w5
ARG FH IR, FATHI TTE S FARA R SFE AN b, 22 ek S e T 4
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