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Abstract: Nowadays, all access control models take a system-centric view of protecting resources, and they don’t
take the context into account when controlling the permissions. However, with the development of databases,
networking, and distributed computing, it causes people to shift the focus on security issues from the protection of
individual objects and subjects in isolated computer systems, to the protection of dynamically authorization with
different task. In this paper, an access control mechanism called TBAC (task-based access control) is introduced,
which models from the tasks in workflow and dynamically manage the permissions through tasks and tasks’ status.
The TBAC is well suited for distributed computing, information processing activities with multiple points of access,
and decision making in workflow and distributed process and transaction management system. The basic concepts
of TBAC are introduced and a formalization description and an analysis are given. It is clear that TBAC will be
used widely in many fields, such as OA, business, and so on.
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Table 1 Signal define in TBAC
%1 TBAC s 5 E X
Signal Note
Authorization-Step AS The primary unit in model
Normal ASI
S It consists of one or more AS, among which are
authorization order
unit ’
AS2
Unit
Atomi AS1
tomic ; It consists of one or more AS, among which are
authorization atomic
unit ’
AS2
Order dependency AS1 AS2 gfiihzzn be activated only after AS1 has been
Defeat dependency AS1 S > AS2 dAeSfiat;:(?n be activated only after ASI has
Defeat revocation The d means that AS1’s permissions can be
and agent {r.d} surrogated to AS2 when AS]1 is aborted, the r
de engdenc AS] ———&—» AS2 means that AS2 and it’s permissions are revoked
P y when AS1 is aborted.
Dependency

Divided permission
dependency

AS] — > AS2

AS1 and AS2 must be executed by different user.

Graded and divided
permission
dependency

AS1 4% AS2

AS1 and AS2 must be executed by different user
who has different permission. The H means that
the grade of AS1’s user is higher than the grade
of AS2’s user. The L means that the grade of
AS1’s user is lower than the grade of AS2’s user.
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Fu2

Confirm check 1
FUI ~ \ FU3
Prepare heck > Confirm check 2 —» Issue check
\ ~ /
Confirm check 3

V-

A process of check transaction (FU=flow unit)

Au2

Confirm check AS1

Aul 4 Au3

L v H

A
A

Prepare check: AS Issue check AS

> Confirm check AS2

I

Confirm check AS3

\ 4

Using the symbol of TBAC to model the check transaction
Fig.2 An example of using the symbol to model a workflow
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Failure
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Fig.3 The inner states in a authorization-step
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Fig.4 The model of TBAC
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