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Abstract: The definition of robust threshold key escrow scheme (RTKES) is proposed in this paper. Namely, in
RTKES, malice escrow agency fail to obtain the system secret key or user’s secret key, even if the number of malice
escrow agency is more than or equal to the value of threshold. Clearly, the problem of “user’s secret key completely
depends on the trusted escrow agency” is solved if RTKES exists. In this paper, it is proved that the RTKES does
exist, and some concrete designs of two classes of RTKES are given. In these schemes, the problem of “once
monitor, monitor for ever” is solved effectively, every escrow agency can verify correctness of the secret shadow
that he escrows during secret shadow distribution and monitor agency can exactly decide which escrow agency
forges or tampers secret shadow during monitor procedure. Since the proposed RTKES is also threshold key escrow
scheme, when an escrow agency or few agencies is not cooperating, monitor agency can easily reconstruct session
key to monitor as long as there are other k effective escrow agencies. In addition, it also resists against LEAF
feedback attack.
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VAR ACT BUR AL T W BB N 13 2 4R31E.1993 4F 4 A, 3 [ BURM & A6 55 I % b5 7 (escrowed  encryption
standard, f&] B} EES)!' & f5c B I FTA 5 3,80 o VP BURF BT ALAG 76 75 3018 S e A% 320X — 2R 2 R BB S it g
P MW 25 B0 7 B — 24 2 3 T 35 3l P DG AR O T el SP AT AN N 22 4 TR AP LA BT IX
— ) A AR AR 2 40 TR POX — ) A % s O AR T R AT T IR N R .1995
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IE B TR 7 A0S = O BE AL ek 0% PR U7 & AR B8 T AR A 1R U b i R S 1 4 130 ) R

J5 R, SCHR[6~8TH2 H T 17T B BH G M & X AR B AR I S0, FH 1T BR 77 22 W BALE P 0 B A AL 5 v A
PN BUR LA ) M5 W B TR) 4R B —Fp i o 5 i, RIS FH X o7 28, 24 MR W LA 75 B2 B T I, 7R B4R 31 & MR
A BT SE e W W) PR 85 A 493k 1 4 & Y. Desmedt 1 Y.Frankel®!% A D.Santis,Y.Desmedt,Y.Frankel #1 M. Yung!'")
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(A) 5 ZUv AR AT TR 2 e 7 b A — N8 B 0 (key management center, fif #8 KMC), 1
TRy R 58 110 — AN EHITE Y, 0T P B IFLE 01T — AN T HUS LA AN P & A8 3
BRIV E (k) Ex(x,),8(x), Ho By (k) 2 — AN BRI 23 28 0 0323, FH T P 1) PR A 2% 38 1 5 o (o e) e — A
NI BV S () & — AN B4 S T35S i D7 i) 4% (law enforcement access field, fii#k LEAF). % Ey(x,e)
R d (< T2 H AR 2] & SRIE KT &R G TR T 58] n AW S (x,0,...x, ) KMC F %
HiH B T AR R GU AR B RI% L FE T A AE A OB B B, K v, ..o, BB R R AT B A
FLAEF N3 HL () T BR 7 2T DU AT R — AN O W TR 7 0L B 2 A x, B B (x,e) 2T A H
Al R R BRI 5 1B 2R )X Ex(x,e) (M 2830 0 4 K EME R ANE kA x, € (x5, 1,0 =1, 2,0k X Ej (x,e) 1)
AW EL (B (x,e),x,),0 =1, 2,0k JEWTHURI BT AT R xQERCARIKE &), CAUER DT kA E(Ej(x.e).x,)
1=1,2, ., k=1 BZAGIRMT x BATATE B, Ey & — AP 0 2% 2 4 7 I KMC A0 — H S B F A FEE A
T, ] AR A — NS0 AIE 7 R 560 At BT 35 10 P9 52 15 2L

(B) HI RIS R T A BRI 7Y B RIS B M sk(<N) 22k 3 (P Zisb i) Xk H 22— 2
JF1¥) hash %k,

A [i] B K% { E,(M,sk),LEAF }, .t LEAF={E} (sk,e),S(H(M)), ATUEFS 3X L e /& E, A B0 % 9]),
RGN, E)(sk,e) T A FAL IR AR Ex(x,e) 728 A IUE T i BUE I BUBHLI 5 1 A A4 A
YLAT BRI A FRE-PBEUE A LA, sS(HM)) h A LB L RPN H(M) %4,

B EWE HIHE M 25, T3k H(M). 75 R1G10 H(M) #2282 712,80 5 W A W B S(H M) H i) H(M)
— 3B A A LU A T B MO S0,
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SUREY] sk F TR M IR S B —BE, A5 UF AT W 20 S A Ak
1.2 #ER2(MIFNASRERN. EENWE EMHE TR KE)
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1.3 AR RS

FEBATE B A e 2 E, MAHONE ), REATHE A d & REFH.BATOHEX 1 2
X d AR TR AT 2] & KMC Fib 2 A 5% T A8 e K B 25 (U AR $0) RIS 5 T P A FE N A B 25 4B 2
2T d A58 7R AT B ar KIMC il 25 HiRe <56 730 8t (10008 2 (Gl A 480 ) A& 36 4 M W AL, e M T AL ) 7 B T B
ffH.

A I AR 2 WS T LA SRR S T I R IO I ke AN FCET K B A 1 A, I T ML ) A A A
E, IR 3 A (R G 80) . P SRR ANE R N B 80— TS T . R Ik AN UK T & NMEE ARSI E
E, it 2 A B 7 S SR AN T RE IR 3 DO AR B B vk AN 8K T kAN IIFEE NG HAEK &3 T ' I AR
Wy TR X LA A

LRI ), L id 5 %€ B AR h BEHR BL A HL ' I “LEAF J B (LEAF feedback) M ili 78 1 10 5 77 B, 3k A1
A2 H W SIS B A T 1k 1 1T BR B AR O 8, e AT S T DR S ) SR O B ) 0, BN R —
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FATHIH 1 FhT7 S 1 S ER 2 FHO7 SR 2 S
2 BERBEMMIREAREAR I —ETREBHNAE

FEIX 715 BATRI T 0l 1 RSA A B3 T STVACHL 22 eSS40 T B0 )14 th AT BHOHE I ] PR
IR 5 B DS A s

2.1 BUHEAIRSARE] /481
B AL M 2 5N KRB pg, W X p=g=3@mod4) (1] LLik p,g B N %2 4= & H), 2 N=pq, N

P(N)=(p-1)(g-1) &ML b L Jacobi £ 5: (%j =-1.FHIEM ecZ WL gcd(e,l(p(N)) =l,l<e <%§D(N) JFE

H dezZ Wi ed——(— (N)+1)(m0d— (N)),1<d <— (,)(N) T RATFb,e,N VE R I S8, S 4 d.
nEEx.

B SC xeZy, AWt ged (x, N) =1, 0] A LR & 5 M oH 55

x*¢(mod N), ﬁﬂﬂ%( j= 0, 2|x 0, (
E(x)= c :{ ’ , Cy=

s €

(bx)*(mod N), fn%H (FJ =-1
BN (E(x),¢,,¢,) -

BEEE.

(A) # =04 x* = E()mod N), i 5 E(r)=x?= x" %™ = +x(mod N) ,FE i AR WU, ¢ AT x 1725,
BRI Aff 52 W S x.

(B) #F c;=LIAT (bx)** = E(x)mod N) i (E ) '=(bx) = (bx) " =
x=1b""(E(x))? (mod N) ,

=+bx(mod N) ,HJ!

AR RN o) AR E B x.
2.2 ETFUUABIRSARE B EEIRZHIEERE

(A) ZHH R B
KMC FIHZE 2.1 W5 E T H S0l RSA AHZEM RS S5 p,q.N,b.e,d, X, p = g =3(mod4) (B p,q

VIR R AFH).ed ARG B2 %P, N=pq LW d,, gcd(dl,%(p(N)) =1 fif3dd= dz(rnod%(p(N)) ,

l<d, <— ¢(N) l<d, <— go(N) Hd, #d, &y RN RGN d 19577 BEHLER k-1 IXZ X A0EZ ) ,4x]
143 dy= f(O),HHTl‘LﬂLJﬁﬂXE#E}*ﬁ X1X05 0 X €L iy 0 TR
ged(x, %, TO(N) =16 # ). (1)

1 pag WS FHON ERAE I WENN .1 /() =dy + et 18 Z ynya Ay = f(x) i=1.2,.0m,
AP R AE kA y, (=1, 2, .., k), R 24 58y 41200

d, = 0= ¥, [T )0, ~x, ) (modSp(N) @
I<i<k  1sw<k
wl

HE(D A4, (x, —x, )7 (mod%(p(N)) AR D02 A TH S,
KMC fEHILERY B F P k3 L A FF BN e,b,(6,x)(i=1,2,...,n), I 115
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=y’ (modiqow)), =12, 3)

XKH, q= H(x -x;),a /DIEaal_l(mod— (N)), a’l(mod o(N)) B AEAE M (D UE . KMC ¥ (i,2),

i=1,2,... 0 0 1 22 AR TR IR GFEE NN 0 MEEN T(=1,2,...,n), )1 d{l(mod?g(zv)) T8 i ey

TALE R AN A IR .
(B) & T HIME

AT AR NSRRI IR A O 1% P A A KMC e i geZ , 145 ¢ /& mod N A %(p(N) e,

S S R EL h(x) = ¥ mod N TS h(dy) AN (e )i =1, ..., k=1) JEATHHHEE NBAE B &7 s P14 20k
BN T KMC A1 x, (=1, 2,om) Wi a = [ (x, - x,) SRIEHRI A OB 738 91(,z) 5 E
k-1 /
h(d )] ] h(e,)™ = g* (mod N) 4)

=1

ST AL 247 T (4) L, ) T3 A Sk Atb B R4 1 9 25 A 0, 102 IR X (B) AT 41 g = g (mod N) LT LA
d2+2qx,-
h(d )H h(C =g = gf(xi) = gyi Egafi (mod N) ,

Eﬂiﬁ(4)ﬁiﬁ.€mu,m)\}ﬂmﬁfﬁﬁuﬁWE%JM(H‘J.
2.3 A RIEHEIE & MEIT
FH P TR] (085 5 SRR 131281 B 7 A BRI H P B R T B MLsk(<N) & 2 16 %43 (i P S 5e b i), Xk
—/~JF 1) hash B8 %5,
A 1] B K% { E,(M,sk),LEAF },3Lh LEAF = { (E, (sk, )" mod N ,C1,Cy), S(H(M)), A FIES}LE| AT —A
FRUE 4> 20025 500 (Hb i AES,IDEA),E, J2 i i) RSA Ins 523k Bl
sk]
= =1
N

(sk)* (mod N), i [%) =1 {O, 2 x 0,

L o2rx 02:1 sk __
AN
%

A TE- AT IR I BUBRH LR B8 1) A 34 AP P B ol A IEBIH A 84 A9, s(HM)) 1 A
R 2 FHRT H(M) 1% 4.

B EWRE HIH R M )5, 5k H(M). 253K 00 H(M) 5 2 %4 )7 72, B0 5 0 A B0 S(H(M)) H1¥ H(M)
— 3B # A LU A T MO 0.

W R W T LR T S SR B e VT T Y ALB TR A 1RV AT IIE S, IR 2 ) R 4 AR M LR 1
ER A MEEANT, (10, <iy <. <iy <n)ABENT, FERIE KBRS 2 5, 157

E,(sk,e)= h ,
(b(sk)* (mod N), 11 [SW] -1

-1 Iz, edy'z;
Ey(E,(sk,e)" modN,z, )= E,(sk.e)" ™ =Ej(sk.e) " " (mod N) , )

KL, B (sk,e) = sk (W1 ¢,=0)5%, b(sk) (W1 ¢,=0), 3644 E, (E, (sk,e)" mod N, z,,) A& T L.
HEWTHLR ] KMC A x, AN IHEEH " Rl b, (=1, 2, k)

a
a'= H('xi/ _xi“.)s a":_,s b, = H( —X;, ) (6)
11, w<k a H (x” X ) 1<wsk
I>w 1<w<k wl

wl

B 1 2 (5) AR (6) iy LU B
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- ) Zedfl Za"b,zi =
(TT(E(Ey(sk, )" mod N,z ) )" = El(sk,e) 5 = E}(sk,e)™

1<i<k
1
= El(sk,e)™ = Ey(skye) " =+E!(sk,e)mod N),
UL, I ¢, e, MEBITT SR sk, BT ALMIZRTS T A 5 B IS G5 H sk, sk TR HHEE M.

24 AHREREMLN

ATy G5 SCHRD13]— FEELATAH NI 2 A PR 45 18, 3K B IS FRATT 5 244 H IR 2, AR Uy 58 34 BAT st 1R X RE,
FrREE YT E S AT T
B b AL NG RR B 2R g8 sl 7 % ) B Bl AR A8 55 119, B2y M K 3) i k&2

da(imodp p(N) K AR B -p(N) KALFTLIRHARA dAEEA1 & MEEA T 2,02, 1,158
(6) T LASEHY a" A b, (1 =1, 2,...0, 85 k ANEE NI 5T a”(bz, +..+b,z, ) H AT LR H— A fig 5 1 8

d, (mod%(p(N)) I S R A

r
" " a =1 _r n 1
a"(byz, +.tbz)=a"Y z,————[[(-x,)=a"'d'a"d, = d,(mod—p(N)).
1<i<k | I (x,', - xiu_) 1<wsk 4
I<wsk wl
wl

{HL 76 AR f13 %(o(N) Rl dy ik B DA dy R RESR H d Dk M dyd = dz(mod%gp(N)) il ed E%(igo(N)-i-l)

(mod%(p(N)) BATH AR dl(mod%go(N)) SRR g (mod%gp(N)) (F5L L IXS R TAE RSA AHIH,

e il ed = I(mod p(N)) Toi: 13 2] d(mod p(N)) —FEZ. it v DLW &5 K F 885 k AMTE NSRS &
R ECH PR R AT RE I

LA 5 SCHER13]HE B 7 S AR ba, P 0] 00 G0 A5 A5 e R A I A () 1, LA ASE B AR 388 0 T8 16 1N 55 455
B FEE T8 P BEER 28 1, X A8 O 2 B2 N T R M I AR AT T2 PRI 1 80K IF AL 13 3
IR & B A st .

VR 23T AT DL AR RS S SCHR[13]9 19 5 52 % B A FE RO Bt (1,x ) (1= 1,2, . o) B 25 R 3% &5 IR W LA (T AN
SN TTH )38, UG U R 9+ 36 B UGRS3 AR AN 0 (1)) (1=1,2, ... ) B TR AT DLDAIE 2% S I A
B AT DAk A — AN ) .

3 BERABEMMIIREAREAR I—ETEHHMNENAE
AT FATIG ST ElGamal fA il i 4R0H: 1] PR SAFE A 7 (B 2), 130 BAT BT — AR —

3.1 RSk

FEARTAT FT TS BB HFE R 7 B P AR P TR SR ARV (¥ 3 40 25 330 (L 3DES,IDEA. %5) K2 7 13
M BILFE A% sk AP AB F V)7 . LEAF = {E, (sk, ), Time, S(H (M, Time)), A [{iE13},E, &
ElGamal % 53 08 RG0h A — a5 915 B b0 (KMO) B 5o & T8 A5 7 I A BT 3558 — MBI, H
P n MEENAT,.L T, ST I U P58 70— AN MW HUR 57058 St P 34 7 M W A B
MU RGN 2 M 2 A {51,

TERR A S FEE T ZE 2 0, JE RIS A 44— 1 ElGamal A1),

ElGamal 4l (14 2 4= 7 5 T BR300 b SR s 5on) 5000 IRk 1 p & — AN K S0 2K p—1 &0 K#EH
N7 X FEA BEARUE V5 F, B0 B O B0 R HMETE g R R F, B — ARt H P AMEE—BENLEL ceF,,
I y =g (mod p), &M 7 EL ¢ 1A MBAIRLE A, LA (p, g, y) 1E AL AT AT — P SIS B M 5 0
AT RENUAT R E 35 1eF,,LLUE S ged(t, p—1) =1, H y, =g’ (mod p), y, =M * y' (mod p), I¥ (v,,¥,)
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FEIEE A AWE] (v, 9,) R0 M =y, *(y¢) ™ (mod p) i J& H 3T M.

Mo —HE M 4R SM)=(a,b), Hh a=g'(mod p) ,b Wi & M = ca+th(mod p—1). Wi & 56 1IF
iyl =g (mod p) J& A5 LA A WA B4 A
3.2 ETEIGamalffHl B2 IREARE AR

(A) =P KM B

TS KMC IEIUK 25 p,g WAL glp— 1L F, (KA ¢ B I g, KMC A TF (0,1 N KRG 5 5.

W d RGP M EH, A dd=d,(modq) ;X H,d, eF,, ged(d,,q)=1 KMC BEHLIER F, E—4 -1
W2 f(x) :iaixi +d, e F[x], 34 ged(a,_;,q) =1 KMC FENLIEEUE S ICH x,,...,x, e F, iH 5 b, = f(x,)

i=1

(modq),y, =g" =g’ (modp) (i=1,..,n), 27T (x;,y,)i=1,...,n).

RIGIHH y=g®(mod p) JEATF vy N E, WIS A b, i=1,...,n W2 A58 AL L ST E A
T, (i = Loy ) P REAR S AR NIRAE p, = " (mod p) 2 75 BT, 35 BT, WA A Al 4 5 10 P 252 A 25 1 75 U
FEA IO N AT KMC ¥ d, ™ (mod q) B35 S 36 45 W HLAA .

(B) JH 1A (i 1

WH P AR B RIEH R Msk &R UGB 215 % 50,1 AB S8 . Time &I 8LH & — A FFIH
hash B3 A 7] B Ki% {E,(M,sk), LEAF} . J:H LEAF = {E, (sk, y), Time, S(H (M, Time)), A FE1},E) /& — ARt
[y 85 533 (EL 1 3DES,IDEA %), E, /&t ElGamal J11% 5575, W01 E, (sk, y) = (u,v) = (g*, y" * sk) (2 5{1EF, ), k e F,
Wi ged(k, q) =120 A PR BEHLELA FETS T KMC AU B i A IIE-BHCH A 10384 A 91,S(H
(M, Time))>h A 282 FAI%E H(M, Time) (25 4.

H P B#EWEIH P A RIEW {E (M, sk), LEAF} J5, B 5 0 B 4 19 sk P HH R MR )5 3K H(M, Time). %5
KIS H(M, Time) i /2 25 44 77 R, BV 5 W 21 1) S(H(M, Time)) 1) H(M, Time)—3,B 5t Al LR T B M e

(©) WwridF2

T ALAL 1 S SR B T F P AB TR I VF Al E B, 8 E B R AT ¢ MEE AN AY N
T, (=10 BN T, BoUE TR VFiTUE B2 )5 % O, = u” (mod p) JW i 22 4 17 38 58 44 W W LA, S W AL
WL 3 DIAFFEE AN T, 1 =1,...,0) FTHCE 0 b, LARA A BT HLA B O, (i=1,....1) I RUME:

(1) WU LB BIFE RN T, (=1 t) RIEN Q, (i =1, t) JELBEHLIE I A, 1, € B, it 5 wi= O - p# (mod
p),HIE w, RIEGBIENT, (i=1,..,1).

@) FEHEAT, (1= Lowt) P R, =) (mod p) JFHE R, KLV HLIL I b6, =1(mod p — 1)(i =1,...,0).

(3) MW NS SSE 2 R, = g™ - g# =u™ g* (mod p) J& 75 T A5 BT ST HLR A A T4 N T, s i
H7R T 0 =u” (mod p) ;W AEE N T, (i =1,....0) BATMVEAT W 2 B 754 s 7 8 11

T o 50 E S5 BT B R @, (mod q) T4 sk Ev(ﬁQ;" )" (mod p) , i ¢, Eﬁxk (x, —x;) " (modgq) ,th
i=1 k=1
k#i
sk i E, (M, sk) 1328 3C M, 715 H(M, Time) 3+ 56 3F H(M, Time) & 75 3 /£ 25 42 5 B2 25505 2 0B M A 3%,
3.3 S
AR AT R AR T SCRR[14] 70 B4 BB AR 25 AN 22 A P RN, A U7 =38 B A s vE s s b 5 R T R HUN)
HREIMPATE t MEENT, ((=1,...,0) B R AEEM oo, A E RS 7 RS d.
VE 305 AT R R TR GE T RIE A T ZE TR, IS W LA 78 S W W ), 4B BB A% 56 TE B AT AR 44 IR ur
HUAA B 503 RN FE 5 9 2 B0 bk
T 4 TS IR B B A R T R IR I R RIEANE N T, RERRAE v, = ¢” (mod p) 2
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